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Where to Start:
Getting Access to PSYCKES

We will begin shortly

To hear the webinar, click “Call Me” in the Audio Connection box and enter
your phone number - the WebEx system will call your phone

If you do not see the Audio Connection box, go to the top of your WebEXx
screen, click “Communicate” > “Audio Connection” > “Join Teleconference”

Melanie Martucci, MPH

PSYCKES Medical Informatics Team
January 31, 2023




Q&A via WebEXx

= All phone lines are muted

» Access “Q&A” box in WebEx menu at the right of
your screen; if you expanded the view of the
webinar to full screen, hover cursor top center of
screen to see menu

= Type questions using the “Q&A” feature

— Submit to “all panelists” (default)

— Please do not use Chat function for Q&A

= Note: slides will be emailed to attendees after the
webinar
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Agenda

« PSYCKES Overview
Best Practices for Implementing PSYCKES
— Plan for PSYCKES Access
— Prepare for PSYCKES Use
— Put PSYCKES & Established Procedures Into
Use
— Sustaining Practices
Obtaining Access to PSYCKES
Security Management System (SMS)
Training and Technical Assistance
Question & Answer




PSYCKES Overview
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What i1Is PSYCKES?

= A web-based platform for sharing...
— Medicaid claims and encounter data
— Other state health administrative data

— Data and documents entered by providers and patients

= Secure, HIPAA-compliant
= Supports:

— Quality improvement: quality measures, quality flags

— Clinical decision-making and care coordination:
iIndividual client information 4"
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Who Is Viewable in PSYCKES?

= QOver 10 million NYS Medicaid enrollees (current or past)
— Fee for service claims
— Managed care encounter data, all product lines

— Dual-eligible (Medicare/Medicaid): Medicaid data only

= Behavioral Health Population, i.e., at least one of the
following:

— Psychiatric or substance use service,
— Psychiatric or substance use diagnosis, OR

— Psychotropic medication

= Provides all data available — general medical, behavioral
health, residential, etc.
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What Data is Available in PSYCKES?

= Clinical Summary provides up to 5 years of data, updated weekly
= All Medicaid FFS claims and Managed Care encounter data, across treatment settings

— Medications, medical and behavioral health outpatient and inpatient services, ER,
care coordination, residential, lab, and more!

= Multiple other state administrative databases (0-7 day lag):

— New York City Department of Homeless Services (NYC DHS)

— Health Home enroliment & CMA provider (DOH MAPP)

— Managed Care Plan & HARP status (MC Enrollment Table)

— MC Plan assigned Primary Care Physician (Quarterly, DOH)

— State Psychiatric Center EMR

— Assisted Outpatient Treatment provider contact (OMH TACT)

— Assertive Community Treatment provider contact (OMH CAIRS)
— Adult Housing/Residential program Information (OMH CAIRS)
— Suicide attempt (OMH NIMRYS)

— Safety plans/screenings and assessments entered by providers in PSYCKES
MyCHOIS

— IMT and AOT Referral Under Investigation (DOHMH)



What Types of Reports Are Available?

Individual client level reports

Clinical Summary: Medicaid and State PC treatment history, up to 5

years

Provider and Managed Care level reports

My QI Report: current performance on all quality indicators, drill
down to clients involved

Recipient Search Reports: run ad hoc reports to identify cohorts of
Interest

PSYCKES Usage Reports: monitor PHI access by staff
Utilization Reports: support provider VBP and BHCC data needs

Statewide Reports

Can select a quality indicator and review statewide proportions by
region, county, plan, provider, network, PPS, etc.



Quality Indicators “Flags”

» PSYCKES identifies clients flagged for quality concern in order
to inform the treating provider, care manager or network and to
support clinical review and quality improvement

= When a client has a quality flag, the provider is allowed access
to that individual’s Clinical Summary

= Examples of current quality flags include:

No diabetes monitoring for individuals with diabetes and
schizophrenia

Low medication adherence for individuals with schizophrenia
Antidepressant trial of < 12 weeks for individuals with depression

High utilization of inpatient/emergency room, Hospital
Readmission

HARP Enrolled-Not Assessed for HCBS, Health Home Plus — No
Health Home Plus Service



Best Practices for

Implementing
PSYCKES
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Best Practices

= Plan

— Contact PSYCKES Helpdesk if interested in getting access
— Complete/Return Documents for PSYCKES Access

— Establish PSYCKES Workgroup

— Determine PSYCKES Use Cases

= Prepare
— Complete Protocol for Granting Users Access to PSYCKES
— Develop Policies and Procedures
— Prepare Computers
— Train Designated Staff

= Putinto Use
— Put PSYCKES and Established Procedures into Practice

= Sustain

. . @gﬁ:{( Office of
— Develop a Plan to Sustain Practices

Mental Health




Plan for PSYCKES

Access

Office of
Mental Health

NEW YORK
STATE OF
OPPORTUNITY.




Plan

= Contact the PSYCKES Helpdesk at PSYCKES-Help@omh.ny.gov to
check if your agency currently has PSYCKES access or is eligible

= Types of provider agencies/organizations in New York State that are
eligible for PSYCKES access include:
— Agencies with an OMH-licensed program or program with OMH oversight

— Agencies with an OASAS-licensed program (not including residential only
programs)

— DOH-recognized Health Homes and Care Management Agencies

— Federally Qualified Health Centers (FQHCS)

— Local Government Units

— BHCC networks and other networks

— Medicaid Managed Care Plans

— DOH licensed hospital

— OMH Designated Adult Home and Community Based Services (HCBS)
— Freestanding Medical Clinics 4
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mailto:PSYCKES-Help@omh.ny.gov

Complete/Return Documents to Obtain
Organizational Access to PSYCKES

If agency/organization is eligible for PSYCKES access:

= Complete “PSYCKES Access Online Contact Form™ via
Survey Monkey:
https://www.surveymonkey.com/r/PSYCKES Access Co
ntact Form

= CEO/ED signs PSYCKES Confidentiality Agreement

— Return agreement to PSYCKES-Help@omh.ny.gov
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https://www.surveymonkey.com/r/PSYCKES_Access_Contact_Form
mailto:PSYCKES-Help@omh.ny.gov

PSYCKES Access Online Contact Form
Survey Via Survey Monkey

= Provider agency organizations should have the following
iInformation ready

— Contact information: Name, title, address, phone
number, email address, fax number (CEOs only)

« CEO or Executive Director
« COO or Deputy Director
 PSYCKES Point Person 1
 PSYCKES Point Person 2
» Additional PSYCKES Point Persons (if applicable)
= Taxpayer Identification Number (TIN)
= Medicaid Provider ID (if applicable) éw
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PSYCKES Confidentiality Agreement

= Organization CEO (or another person who is legally
authorized to bind the organization to the
contractual terms) signs the Office of Mental Health
(OMH) PSYCKES Confidentiality Agreement

= Acknowledges that PSYCKES provides access to
Medicaid claims data and protected health
Information

= Agrees to comply with all New York State and
Federal privacy laws and regulations

= Agreements will be countersigned by the OMH
PSYCKES Director
=

Office of
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NEW YORK STATE MENTAL HYGIENE LAW SECTION 33.13 (d)

Top of Page 1

THE NEW YORK STATE OFFICE OF MENTAL HEALTH

CONFIDENTIALITY AGREEMENT

-between-

-and-

THIS AGREEMENT, is entered into the day of

,20___, by

and between the New York State Office of Mental Health (OMH) and

‘PROVIDER'”

, hereinafter referred to as

WHEREAS, New York State Mental Hygiene Law Section 33.13 evidences the
Legislature’s intent to facilitate the flow of patient information within the provider
network, in order to assure continuity and appropriateness of care; and

Authorization

— ==

accordance with such regulations.

e B e

Bottom of Page 5

Provider Authorized Signatory: | Name Date
| agree to the terms and have |
legal authority to commit the Signature
Provider to them.
Name Date

OMH Data Owner

Signature




Establish PSYCKES Workgroup

= Members of the work group might include:

— Leadership — promotes initiative

— Medical champion — promotes clinical use

— PSYCKES point person(s) — oversees project

— Quality manager - coordinates utilization of services
— Training staff - coordinates/conducts training

— Administrative staff /clinical staff - obtains clients' consent;
manages consent processes required to view client-level data in
PSYCKES

— Staff who will use PSYCKES application
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Workgroup Determines PSYCKES Use Cases

= Workgroup assesses potential uses of PSYCKES

= Determines how PSYCKES will be used, who will use

PSYCKES, and how it will be integrated into the
workflow in different settings

— Use client-level Clinical Summaries to support clinical

reviews, treatment planning, care coordination and
discharge planning

— Use My QI Report to support quality improvement
projects

— Use Recipient Search and Utilization Reports to
support population health management
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Prepare for

PSYCKES Use
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Develop Policies & Procedures

= Develop and document PSYCKES-specific policies and
procedures to support PSYCKES use plan

— Example Policies and Procedures are available

— Obtain administrative approvals

— Proposed workflow endorsed by all departments involved
= PSYCKES Forms

— PSYCKES Consent Form: approved procedures for
obtaining consent and including in charts

— Internal forms/checklists created/revised to incorporate
PSYCKES procedures
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Workflow of Consent Process

» Staff obtain client’s signature on PSYCKES Consent Form
OR determine that it is a clinical emergency

— Have copies of PSYCKES Consent Form available
— Integrate Consent Form with other paperwork
— Flexibility with the workflow



Workflow of Consent Process

= Use Recipient Search in PSYCKES to attest to rationale
for access to client data
— Establish an internal process that fits with organization workflow

= Any PSYCKES user at the provider facility can then
access client data in PSYCKES

— Clinical Summary can be printed and made available in
chart/EMR

= Other Consent Forms that have PSYCKES language:
— BHCC Patient Information Sharing Consent
— DOH Health Home Patient Information Sharing Consent
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Prepare Computers

= |dentify the computers that will be used to access
PSYCKES and ensure they have:

— Internet access
— Compatible browsers
— PDF readers
» Save PSYCKES shortcut on desktop or in favorites

— Bookmark homepage, not login screen:
WWW.pSyckes.org
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http://www.psyckes.org/

Train Designated Staff

= Security Manager
— Security Management System

= PSYCKES Users

— PSYCKES functionality: Clinical summaries, Registrar Menu,
Recipient Search, Quality Indicator (Ql) Reports, etc.

» PSYCKES-related workflow and documentation
= Privacy and information security procedures
= Resources available:

— Training Recommendation Document

— Live and Recorded webinars through PSYCKES website:
WWW.psyckes.org

Office of
Mental Health

— PSYCKES Train the Trainer Webinar 4“


http://www.psyckes.org/

Putting PSYCKES

& Established
Procedures Into Use
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PSYCKES - Put into Use

= Staff begin using PSYCKES in accordance with
the plan established by workgroup

= Have “super users” available on “Go Live” day

= Workgroup team will need to:
— monitors operations

— ldentifies challenges/barriers

— adapts and modifies implementation plan and
procedures, as needed
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Sustaining Practices
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Sustain

= Procedures are put into place to:

— Audit PSYCKES use, and ongoing
supervision/support of PSYCKES users

— Provide PSYCKES access and training to new staff,
and deactivate tokens of departing staff

— Monitor the PSYCKES usage plan and consider
modifying/expanding the use of PSYCKES, if
appropriate

» PSYCKES Usage Reports are available in the
application for monitoring use
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Usage Reports

MEW YORK

STATE O
OPPORTUMITY.

Office of
Mental Health ‘ PRTCRES

De-identify

My Gl Report - Statewide Reporis Recipient Search Provider Search Registrar ~ Usage~ @ Utilization Reports

Settings - Log Off

Provider MAIN STREET MENTAL HEALTH CLINIC

Date Range 01/08/2022 To 07/0672023

Graph Interval () Quarterly (@) Monthly () Weekly
Current User Details fitters are based on the most recent User Role Profile

Role In Organization Setting/Program Type

ALL w ALL

PSYCKES Users

PS?CI{ES USEI' } PHI Access Module
Clinical Summaries
W User Status ' ALL
Licensed Profession

w ALL

Man Licensed Professional Discipline/
Training

ALL W
NEW YORK ofﬁce of
Socim. | Mental Health




PSYCKES Access

Office of
Mental Health

NEW YORK
STATE OF
OPPORTUNITY.




Protocol for PSYCKES Access

1. Complete and return documentation to obtain
organizational access to PSYCKES

Sign CNDA for access to SMS

Designate Security Manager(s)

Security Manager Enrolls PSYCKES Users

a >~ D

Security Manager revokes PSYCKES
access when staff no longer requires access
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Confidentiality & Non-Disclosure Agreement

» | egal document defining an organization’s
responsibilities with regards to information
obtained via any and all OMH applications

= Required to ensure that an organization
understands its responsibilities regarding access
to and use of the data

= Must be signhed before access to SMS by
security manager
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What 1Is SMS?

* OMH web-based application

= Organizations use SMS to authorize staff to access
certain OMH applications

— Patient Characteristics Survey (PCS), CAIRS,
NIMRS, MHPD

— PSYCKES

= Security Manager(s) designated by CEO grant users
access to OMH applications
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Complete Registration in SMS

= Organizations already registered in SMS:
— Already have a designated Security Manager

— Can keep same Security Manager or designate new
Security Managers for PSYCKES

* |f new/additional Security Managers are needed:
Contact OMH Helpdesk to request SMS self-
registration e-mail be sent to CEO/ED

« CEO/ED then forwards email to person appointed to be
new/additional Security Manager

— Able to enroll PSYCKES users when PSYCKES
organizational access Is granted

Office of
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Complete Registration in SMS

= Organizations not already registered in SMS

— OMH/ITS e-mails instructions to CEO/ED on how to
electronically sign the OMH Confidentiality & Non-
Disclosure Agreement (CNDA)

— CEO follows instructions to sign OMH CNDA

« Different from the PSYCKES Confidentiality Agreement
that was sent to us for organizational access

— Once CEO has successfully signed CNDA OMH/ITS
e-mails CEO the self-registration link needed to
assign one or more SM (SMS Self-Registration Emall

or SMSSR) 4

Office of
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Designate a Security Manager(s)

» Workgroup recommends more than 1 Security Manager

= OMHI/ITS e-mails CEO the self-registration link needed to assign one
or more SM (SMS Self-Registration Email or SMSSR)

— CEO forwards SMSSR email to person(s) who is to become a
Security Manager

— Staff follow instructions in the SMSSR e-mail for online self-
registration process as Security Manager

= OMH emails the Security Manager with a User ID and security token

= Security Manager follows instructions provided with the token to set a
PIN and login to the OMH Security Management System (SMS)

NEW YORK
STATE OF
OPPORTUNITY.
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Determine PSYCKES Users

= Workgroup determines:

— Staff requiring PSYCKES access, and whether or not
they already have an OMH-issued user ID

— Staff who will be responsible for enabling access to
PHI access using Recipient Search/Registrar Menu
and using Registrar Menu to fill-in and print consent
form

= Enrollment information from users is obtained by
workgroup and passed on to Security manager

— Workgroups may have a request form for new user
requeStS f NE*I‘JORK
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Access to PSYCKES

»= Access is managed in the OMH Security
Management System (SMS)

= Security Manager uses SMS to grant PSYCKES
access to staff by checking the “PSYCKES-Medicaid
Access” box option in their SMS user account

= Every user gets his/her own User ID and Token

— Those who have OMH tokens for other applications (i.e.,
NIMRS, MHPD, etc.) can use the same token for
PSYCKES

— If you do not have a token, the Security Manager will
create a new account in SMS which will generate a
request for you to receive a User ID

Office of
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Token Request for PSYCKES Users

= Granting new PSYCKES Medicaid access in SMS triggers a request
to OMH Security

= The user will be emailed their User ID and temporary password for
the Self-Service Console, which can be accessed at:
mytoken.ny.qov

= From within your Self-Service Console account, you can:
= Request your token

Set security questions

Reset your PINs

Activate tokens

Request a replacement token

= We recommend all users set up security questions in the console so
that you can reset your own PIN if ever needed

Office of
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https://mytoken.ny.gov/console-selfservice/SelfService.do

Security Management

System (SMS)
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Self-Registration in SMS

= Appointed Security Manager registers in SMS using
iInstructions provided by OMH/ITS

= Enter the following in self-registration page:
— Name and title
— Emall address; mailing address if hard token preferred
— Phone number
— Existing OMH User ID for this agency, if any

= Token will be sent if needed
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Agency Informatiom:

Security Manager
address: 185 Kisco Aveanus, Suite 4 SG'f-RGQIStratIOn

AgeEncy Mame: a-Home

ity Stabts Zip: Mount Kisco Fw L0549~

SecuFity Mamager Lnd o ation:

If wou use sany COMNH spphcation (e.g. Web=Salute, TATIRS, MHAPD, MIMRS, MYITSER, PIO=, =tc. ) plesases =nb=r your
existing OMH Wszer [ im the bax below,. otherwiss, we will aszign & newe I Far SMS and jow will nesd b kesp
track af yowr multiple User ID=.

If you O MROT haws an s=icting OFH User 1D, please l2aws thic box blank.

Existing OMH User [D: I

Firsk Plasrrie: PA_T .- L=k Marme=:
= MHarme: I I
= Date of Birth: | = iSender: | ot
* Title: |

Mailing Address for

SacuriD™ Tolans =) Use the Agency Address above as my Mailing Address for SecurlD™® Tokens

) use the following address as miy Mailing address for SecurlD™ Tokens:

Mailing Addresc:

P.O, Box:

= wWrork Ernmail:
* Re-enber Worlke Email:

|
|
|
ity Stabe Zip: | -
|
|
* work Phone #: |

v b _ Exik.= |

= [ I hawve read and agres to the Confidentiality B Mon—Disclozsure Agresment

bk




RSA SecurlD Token

)
]

Enter PIN P

= Security Token LOOOOELY
Required
— “Soft token”

* To be placed on a Soft Token >
mobile device (i.e.,
IPhone, Android,
Blackberry, etc.)

— “Hard token”
* Looks like a keychain

SECURID’

= ®
and is mailed to the
Security Manager or
user Hard Token

= PIN set at first log-on



Security Manager Login to SMS

S~ NEWYORK STATE
Office of Mental Health
Statement of Access and Confidentiality

WARMNING: This computer system is solely for the use of authorized users for official purposes. Users of this system have no
expectation of privacy in its use. To ensure that the system is functioning properly, individuals using this computer system are
subject to having all of their activities monitored and recorded by system personnel. Use of this system evidences an express
consent to such monitoring.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By
continuing to use this system you indicate yvour awareness of, and consent to, these terms and conditions of use. If vou do not
agree to the conditions stated in this warning, LOG OFF IMMEDIATELY.

Userid:

Password or Passcode:

Note: To log-on with a new token, enter just the
=ix digits displayed on the token device.

Login I

T Copyright. 2006 Mew York State Office of Mental Health, All Rights Reserved.

NEWYORK | Office of

OPPORTUNITY.
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User Page — User List

M State Wednesday, August 05, 2009

Security Management System [SMS] \E

A-Home Vinod R. Rawvikuemar

User List: User Count = 65

Select 3 userID from the list below to grant the user access to an apphcation. (Currently, PSYCKES Medicaid
and PCS are the only applications available.) If an individual is not listed, you can create a useriD for him/her
by chicking on the "New User™ button and compieting the "New User"” screen.

Note: The hist below may not include all OMH userlDs at your agency. In rare circumstances, UseriDs will not
be displayed. If you need to grant access to a user missing from the list and you know the individual already
has an OMH userlD, please click on the "New Uszer” button and then enter the individual's OMH useriD on the
"New User” screen.

Token Assigned

¢ HIA12410 Adshs, Herald J. requested: 07/25/2009 >
¢ GA12410 Ahome, Gérﬁeldmcore no 7 -

¢ AAB12410 Bhaumik, Amith A. sent: 11/12/2008

& L8633EZE Brew, Enn Z. noc

& 128 zb Cafy. James L. nro

¢ L8633ESD Daslikid, Enn S. ne

& GDi12410 Derbyshire, George requested: 0770172009

s D Cfdafadfid, Sdaff no

¢ 12210DD Dobre, Djien no

# 2)D12410 Donald, Zobre J. no o~

l New User J




Search for Existing User

i‘:? '{R? QSMS: Lzers @ = Bl - EEA v l-_;}F‘age v @ Todks » >
LUl s AL NaG TURGH Asoy U B
J ISTCMIA  Abbatiello, Matthew yes ﬂ
A ISTCKEA  Adalian, Kristen no
A S0MS_A1 Admin 1, Soms no
A S0OMS_AZ  Admin 2, Soms no
& MHPDADMIN Administrator, Mhpd no
A ADMINIST... Administrator, Salute no
A SYRAGENT Agent, Syracuse no
A ISTCNAA  Ahmad, Naushad YES
A COCCNX¥A  Aldrich, Norm B. no
4 CORAIBA  allen, John expired |

Search Criteria:

Agency: OMH Central Office
Application: | PSYCKES MEDICAID |
Uzer I |
Last Name: First Name:
Name: |

Show Deactivated
Uzer

Show Security
Manager

Clear Search Criteria | | Search




Edit Existing User
Click on pencil icon

il:? {Rf @SMS:USEIS

UL UISTl LS man e

TURSH T Moyl e

oow [ - = - s sPagev i Took e
[

& ISTCMIA  Abbatiells, Matthew yes ﬂ
A ISTCKEA  Adalian, Kristen no
\ 4 S50MS_A1  Admin 1, Soms no
# SOMS_42  Admin 2, Soms no
A MHPDADMIN Administrator, Mhpd no
A ADMINIST... Administrator, Salute no
# SYRAGENT Agent, Syracuse no
# ISTCMAA  Ahmad, Naushad YES
# COCCNXA  Aldrich, Norm B. no
& CORAIBA  Allen, John expired =
Search Criteria:
Agency: OMH Central Office
Application: | PSYCKES MEDICAID =]
Uzer I |
Last Name: First Name:
MName: |
Show Deactivated r
U=er
Show Security r
Manager

Clear Search Crteria

| | Search




Edit Existing User
Scroll down to PSYCKES-Medicaid and check box

L 4hF g8 SMS: Edit User | |

- Statewide - WViswer

- Sy stem Susditor .;I

Patient Characteristics Survey [PCS]

Buthentication: Pa=z=word or Token
Erowps: Group Mame
r LS Submitter O & Person assigned By the Secwnity Manager to snterfedit
data amd viewjprnt report= in e POCS application Tor The
wnits or sites with wihich e = ssscciated.
r LS Supsrrisor {08 Sllcw = vreer To ses ad snber dats Dor AL wnill site=, a3
Turther allocws= vser to upload and downlcad Tacility dats
and reports.
PSS Soomms: + + + Facility Anit/Sit= Mame

T Srcw writs and =it=s not assigned to the PSS Submilter growp:

Pasychkes Medicaid [PSYCKES MEDICATD ]

Suthentication: =i

(Sroupe: Group Name

= Peycke=sMedicaid O

[ =

Prroovider ID0=: Prronwikder ID

1]



Click “Update”

Edit User

User Informeticon:

L= To:

Pl
Cate of Gartih:
Tithe=:

Ermemil -

Wicarde Pivoame: =
e

DI T Tobomm:

La=T Lipiahesd Bny:

Pl = bal

LuthventhicaTicom -

(S

ISTC oS

= First Maame: M.I = La=t Mo

IK:‘I:: II‘-‘I IEI“':rﬁ:lr
Sl

Pirosgeraamn: Mamageer

kKate  sherman@E@omihn . state: . my s

{Z1Z) S4=-5150 =t

DM H

Cmantral O o=

Mot a==igureed

Blewbe= P

Fam=ws oond

11

a3 1

Heaslth Provider Directory [MHPD]

oo Tiolkomam
Eroasp MNermes
SfimamisTrator

Comanty — Sl

Comanty — L=
Fisld Offio= - Sl
Fimld Offio= - User

P - Sgfhrman

Hax= =il Thee=
Tacility reocard

Hax= Thees: =ame

Tacility i T ooy

Hax= =il tThee=

T =i liT 0 m i T

Sherman on LZ7/Z20/ 2010 05 :Z4:32Z M

L

Wi F awarites T ool= Help
ES SMS: Edit User I |
Sl bt Tussdey, Decmmmibar 21 230100
" Securty Management System [SMS]
=4 HF"I'IT.-'l 1 l==th S I et S - Rt ML Shrmcrraen

-t

U el o o

Coanty Umesr ToncticmeliTy s
ooty DM H= Facility maidnbermmrmso=

Page=

Prowisdiesr User Tuncticomallity samsd

R e T

sl

=T Thee=
Lpscilaibe The=

=

Tuncticnality == & Prowikder User Tor sech

st Thee
Tl rpms——are




_Create “New User”

Wednesday., August 05, 2009

A ‘

Security Management System [SMS]

Vinod R. Rawvikumar

A-Home

User List: User Count = 65

Select 3 userlD from the list below to grant the user access to an apphication. (Currently, PSYCKES Medicaid
and PCS are the only applications available.) If an individual is not listed, you can create a useriD for him/her
by chicking on the "New User™ button and completing the "New User” screen.

Note: The hist below may not include all OMH userlDs at your agency. In rare circumstances, UseriDs will not
be displayed. If you need to grant access to a user missing from the list and you know the individual already
has an OMH userlD, please click on the "New User” button and then enter the individual's OMH useriD on the
"New User”™ screen.

Name Token Assigned
¢ HIA12310 Adshs, Herald J. requested: 07/25/20089 -
¢ GA12210 Ahome, Gérﬁeldmcore no '
¢ AAB12410 Bhaumik, Amith A. sent: 11/12/2008
¢ L8633EZE Brew, Enn Z. noc
& ICi24 ';7 Cary, James L. nro
& L8633ESD Daslkid, Enn S. no
2 GDi12410 Derbyshire, George requested: 07/01/2009%
s D Cfdafadfid, Sdaff no
¢ 12210DD Dobre, Djien no
'.,0 23012410 Donald, Zobre J. no >

l New User J
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New User

User Information:

User ID:

Name:

Date of Birth:
Title:

* Email:

* Work Phone =:
* Agency:

SecuriD® Token:

Token Type
Needed:

Assurance Level 2:

Create “New User”

Thursday, March 3, 2016

Security Management System [SMS] I

New York University Hospitals Center

If the user has an existing OMH User ID, please enter it in the User ID box. If the user
does not have an OMH User 1D, please leave the User ID box blank. SMS will auto
generate a new User ID.

*= First Name: M.I.: * Last Name:
Gender: ~
Ext.:

New York University Hospitals Center
Not assigned
|

| Software Token | |Hardware Token

No

I Create User l [ Users ]




Select Access Type

Psyckes Medicaid [PSYCKES MEDICAID]

Authentisgtion: Token

Groups: Group Name

[¢1  PsyckesMedicaid

KNS

Provider ID's : Provider 1D

= =

Office of
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NEW YORK
STATE OF
OPPORTUNITY.




User Token & Login

= Within 48 hours, the user will be emailed their User ID and temporary
password for the Self-Service Console, which can be accessed at:
mytoken.ny.gov

— User requests token in the Self-Service Console
— Downloads the RSA SecurIlD Token app to mobile device

— Once your token is received, then user will import the token into RSA
SecurlD Token app

= When new user logs into PSYCKES for the first time, they will create a
Personal Identification Number (PIN) to be used on all subsequent logins

— PIN must contain eight numeric digits
— Cannot start with a O (zero)

— PIN cannot have sequential and consecutive numbers (forward or
reverse) such as 11111111, 12341234, or 12344321

Office of
Mental Health

NEW YORK
STATE OF
OPPORTUNITY.



https://mytoken.ny.gov/console-selfservice/SelfService.do

Login Resources

Login to PSYCKES /

Login Instructions

About EIYCKES
PSYCKES Training *
Materials

PSYCKES Training

Webinars

Quality Indicators
Implementing
PSYCKES

Quality Improvement
Collaboratives
MycHOIS
ContactUs

Login Instructions

Self-Service Console

The Self-Service Console is a way to manage your RSA token and PIN, which are used for logging into secure OMH applications
such as PSYCKES. Use the console to:

Setup security questions % — All users should do this so you can reset your own PIN if need be.

Reset your PIN % if you are getting an authentication error.

Request and activate tokens % if you need a replacement token or if you receive a new token that needs to be activated.
Troubleshoot token issues % by answering your security questions and indicating the token issue.

o o o o

Token Instructions
As of April 2022, mobile tokens are the default soft token sent to new users or to existing users who need a replacement token.

o If you were assigned a mobile token, view the Mobile Token Instructions %% document to learn how to install the RSA
SecurlD App on a mobile device and import your unigue token into the RSA SecurlD App.

o If you were assigned a desktop soft token prior to April 2022, you can view the Desktop Token Instructions % document to
locate your deskiop token email, install the RSA software on your computer, and import your unigue token into the RSA
software.

Login Instructions
For first time and subsequent login instructions as well as for troubleshooting steps for “authentication error” messages, please
reference the Login Instructions % document.

Login Help
For token and login support contact one of the following ITS helpdesks, depending on whether you are an external partner (non-
OMH employee) or an OMH employee:

o External Partners (Non-OMH Employees):
healthhelp@its. ny.gov or (518) 474-5554 then press '2" at the prompt

o OMH Employees Only:
fixit@its ny.gov or 1-844-891-1786



Training & Technical

Assistance
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I
PSYCKES Training

= PSYCKES website: www.psyckes.orq

= PSYCKES Training Webinars
= Live webinars: Register on PSYCKES Training Webinars
page
= Recorded webinars: Slides and recordings available
— Using PSYCKES Quality Indicator Reports
— Navigating PSYCKES Recipient Search for Population Health
— Using the PSYCKES Clinical Summary

— Consent, Emergency, Quality Flag: PSYCKES Levels of
Access

— PSYCKES Mobile App for iPhones & iPads
— Introduction to PSYCKES

— Where to Start: Getting Access to PSYCKES
— Introduction to the Self-Service Console

= PSYCKES User Guides & Short How-To Videos
= www.psyckes.org > PSYCKES Training Material<

f NEW YORK
STATE OF
OPPORTUNITY.

Office of
Mental Health



http://www.psyckes.org/
http://www.psyckes.org/

Helpdesk Support

» PSYCKES Help (PSYCKES support)
— 9:00AM - 5:00PM, Monday — Friday
— PSYCKES-help@omh.ny.gov

= |TS Help Desk (Token, Login, & SMS support)
— Provider Partner OMH Helpdesk:
— 1-518-474-5554; healthhelp@its.ny.gov

— OMH Employee ITS Helpdesk:
— 1-844-891-1786; fixit@its.ny.gov

Office of
Mental Health

NEW YORK
STATE OF
OPPORTUNITY.
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	We will begin shortly
	To hear the webinar, click “Call Me” in the Audio Connection box and enter your phone number -the WebEx system will call your phone
	To hear the webinar, click “Call Me” in the Audio Connection box and enter your phone number -the WebEx system will call your phone
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	If you do not see the Audio Connection box, go to the top of your WebEx screen, click “Communicate” > “Audio Connection” > “Join Teleconference”
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	▪All phone lines are muted▪Access “Q&A” box in WebEx menu at the right of your screen; if you expanded the view of the webinar to full screen, hover cursor top center of screen to see menu▪Type questions using the “Q&A” feature–Submit to “all panelists” (default)–Please do not use Chat function for Q&A▪Note: slides will be emailed to attendees after the webinar
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	▪A web-based platform for sharing…
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	–Medicaid claims and encounter data
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	–Other state health administrative data
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	–Data and documents entered by providers and patients
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	▪Secure, HIPAA-compliant
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	▪Supports:
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	–Quality improvement: quality measures, quality flags
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	–Clinical decision-making and care coordination: individual client information
	–Clinical decision-making and care coordination: individual client information

	Who is Viewable in PSYCKES?▪Over 10 million NYS Medicaid enrollees (current or past)–Fee for service claims–Managed care encounter data, all product lines–Dual-eligible (Medicare/Medicaid): Medicaid data only▪Behavioral Health Population, i.e., at least one of the following:–Psychiatric or substance use service,–Psychiatric or substance use diagnosis, OR–Psychotropic medication▪Provides all data available –general medical, behavioral health, residential, etc.
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	▪Clinical Summary provides up to 5 years of data, updated weekly▪All Medicaid FFS claims and Managed Care encounter data, across treatment settings–Medications, medical and behavioral health outpatient and inpatient services, ER, care coordination, residential, lab, and more!▪Multiple other state administrative databases (0-7 day lag):–New York City Department of Homeless Services (NYC DHS)–Health Home enrollment & CMA provider (DOH MAPP)–Managed Care Plan & HARP status (MC Enrollment Table)–MC Plan assigne
	▪Clinical Summary provides up to 5 years of data, updated weekly▪All Medicaid FFS claims and Managed Care encounter data, across treatment settings–Medications, medical and behavioral health outpatient and inpatient services, ER, care coordination, residential, lab, and more!▪Multiple other state administrative databases (0-7 day lag):–New York City Department of Homeless Services (NYC DHS)–Health Home enrollment & CMA provider (DOH MAPP)–Managed Care Plan & HARP status (MC Enrollment Table)–MC Plan assigne
	What Types of Reports Are Available?▪Individual client level reports–Clinical Summary: Medicaid and State PC treatment history, up to 5 years▪Provider and Managed Care level reports–My QI Report: current performance on all quality indicators, drill down to clients involved–Recipient Search Reports: run ad hoc reports to identify cohorts of interest–PSYCKES Usage Reports: monitor PHI access by staff–Utilization Reports: support provider VBP and BHCC data needs▪Statewide Reports–Can select a quality indicator
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	▪PSYCKES identifies clients flagged for quality concern in order to inform the treating provider, care manager  or network and to support clinical review and quality improvement ▪When a client has a quality flag, the provider is allowed access to that individual’s Clinical Summary▪Examples of current quality flags include: –No diabetes monitoring for individuals with diabetes and schizophrenia–Low medication adherence for individuals with schizophrenia–Antidepressant trial of < 12 weeks for individuals with
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	Best Practices▪Plan–Contact PSYCKES Helpdesk if interested in getting access–Complete/Return Documents for PSYCKES Access–Establish PSYCKES Workgroup–Determine PSYCKES Use Cases▪Prepare–Complete Protocol for Granting Users Access to PSYCKES–Develop Policies and Procedures–Prepare Computers–Train Designated Staff ▪Put into Use–Put PSYCKES and Established Procedures into Practice▪Sustain–Develop a Plan to Sustain Practices
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	Plan▪Contact the PSYCKES Helpdesk at PSYCKES-Help@omh.ny.govto check if your agency currently has PSYCKES access or is eligible▪Types of provider agencies/organizations in New York State that are eligible for PSYCKES access include:–Agencies with an OMH-licensed program or program with OMH oversight–Agencies with an OASAS-licensed program (not including residential only programs)–DOH-recognized Health Homes and Care Management Agencies–Federally Qualified Health Centers (FQHCs)–Local Government Units–BHCC n
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	Complete/Return Documents to Obtain Organizational Access to PSYCKES
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	If agency/organization is eligible for PSYCKES access:
	If agency/organization is eligible for PSYCKES access:
	If agency/organization is eligible for PSYCKES access:

	▪Complete “PSYCKES Access Online Contact Form” via Survey Monkey: 
	▪Complete “PSYCKES Access Online Contact Form” via Survey Monkey: 
	▪Complete “PSYCKES Access Online Contact Form” via Survey Monkey: 
	▪Complete “PSYCKES Access Online Contact Form” via Survey Monkey: 
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	PSYCKES Access Online Contact Form Survey Via Survey Monkey
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	▪Provider agency organizations should have the following information ready–Contact information: Name, title, address, phone number, email address, fax number (CEOs only)•CEO or Executive Director•COO or Deputy Director•PSYCKES Point Person 1•PSYCKES Point Person 2•Additional PSYCKES Point Persons (if applicable)▪Taxpayer Identification Number (TIN)▪Medicaid Provider ID (if applicable)
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	▪Organization CEO (or another person who is legally authorized to bind the organization to the contractual terms) signs the Office of Mental Health (OMH) PSYCKES Confidentiality Agreement ▪Acknowledges that PSYCKES provides access to Medicaid claims data and protected health information▪Agrees to comply with all New York State and Federal privacy laws and regulations▪Agreements will be countersigned by the OMH PSYCKES Director
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	Top of Page 1
	Top of Page 1
	Bottom of Page 5
	Establish PSYCKES Workgroup
	Establish PSYCKES Workgroup
	Establish PSYCKES Workgroup


	▪Members of the work group might include: 
	▪Members of the work group might include: 
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	–Leadership –promotes initiative
	–Leadership –promotes initiative
	–Leadership –promotes initiative
	–Leadership –promotes initiative


	–Medical champion –promotes clinical use
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	–PSYCKES point person(s) –oversees project 
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	–Quality manager -coordinates utilization of services
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	–Training staff -coordinates/conducts training 
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	–Administrative staff /clinical staff -obtains clients' consent; manages consent processes required to view client-level data in PSYCKES 
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	Workgroup Determines PSYCKES Use Cases
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	▪Workgroup assesses potential uses of PSYCKES
	▪Workgroup assesses potential uses of PSYCKES
	▪Workgroup assesses potential uses of PSYCKES
	▪Workgroup assesses potential uses of PSYCKES
	▪Workgroup assesses potential uses of PSYCKES


	▪Determines how PSYCKES will be used, who will use PSYCKES, and how it will be integrated into the workflow in different settings–Use client-level Clinical Summaries to support clinical reviews, treatment planning, care coordination and discharge planning–Use My QI Report to support quality improvement projects–Use Recipient Search and Utilization Reports to support population health management
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	▪Legal document defining an organization’s responsibilities with regards to information obtained via any and all OMH applications
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	▪Access is managed in the OMH Security Management System (SMS) ▪Security Manager uses SMS to grant PSYCKES access to staff by checking the “PSYCKES-Medicaid Access” box option in their SMS user account
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	▪The user will be emailed their User ID and temporary password for the Self-Service Console, which can be accessed at: mytoken.ny.gov ▪From within your Self-Service Console account, you can:▪Request your token▪Set security questions▪Reset your PINs▪Activate tokens▪Request a replacement token▪We recommend all users set up security questions in the console so that you can reset your own PIN if ever needed 
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	▪Security Token Required–“Soft token”•To be placed on a mobile device (i.e., iPhone, Android, Blackberry, etc.)–“Hard token”•Looks like a keychain and is mailed to the Security Manager or user▪PIN set at first log-on
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	User Token & Login▪Within 48 hours, the user will be emailed their User ID and temporary password for the Self-Service Console, which can be accessed at: mytoken.ny.gov –User requests token in the Self-Service Console–Downloads the RSA SecurID Token app to mobile device–Once your token is received, then user will import the token into RSA SecurID Token app▪When new user logs into PSYCKES for the first time, they will create a Personal Identification Number (PIN) to be used on all subsequent logins–PIN must 
	User Token & Login▪Within 48 hours, the user will be emailed their User ID and temporary password for the Self-Service Console, which can be accessed at: mytoken.ny.gov –User requests token in the Self-Service Console–Downloads the RSA SecurID Token app to mobile device–Once your token is received, then user will import the token into RSA SecurID Token app▪When new user logs into PSYCKES for the first time, they will create a Personal Identification Number (PIN) to be used on all subsequent logins–PIN must 
	User Token & Login▪Within 48 hours, the user will be emailed their User ID and temporary password for the Self-Service Console, which can be accessed at: mytoken.ny.gov –User requests token in the Self-Service Console–Downloads the RSA SecurID Token app to mobile device–Once your token is received, then user will import the token into RSA SecurID Token app▪When new user logs into PSYCKES for the first time, they will create a Personal Identification Number (PIN) to be used on all subsequent logins–PIN must 
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