HOW TO FILL OUT YOUR NIMRS SECURITY FORMS

In order to access NIMRS, you will need to complete 3 separate forms:

1. The Authorization CNDA Form — the CNDA (Confidentiality and Non-Disclosure
Agreement) must be properly filled out and notarized before it is returned to OMH.
(This is the 1-page form attached to a 6-page document that you should
read before you sign the form).

2. The CASA Form —the CASA (Computer Application Sharing Agreement) is a
2-page form that must be filled out, signed and returned to OMH.

On the CASA, you will list all of the people in your organization who will be authorized
users of NIMRS. Each person that you list as an Authorized User will be required to
fill out a copy of the 1-page “Request for NIMRS Access” form described below.

3. The “Request for NIMRS Access” Form — A copy of this 1-page form must be filled

out for each person that you list as an Authorized User on the CASA form. It must be
signed by the individual user and by the local facility administrator.

This manual includes instructions for completing all of these forms.

IF YOU HAVE ANY QUESTIONS, PLEASE CONTACT US AT:

(518) 474-3619
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This One-Page Form is Called the “Authorization CNDA.”

It Must be Notarized

1. Be sure to type your
agency name here.

2. Check off the documents
that you are sending along
with this form.

S EEEEEEEEEEEEEEEEEEEEEEEEENN
Do Not Write On Your Form
Below This Line
It is for OMH Use Only

ﬁ

om

AUTHORLIATION FORM: ONDA, DEA, CASA

AUTHORIZATION FORM: CNDA, DEA, CASA

Lomplebon Detaile

comipleting all other sections.

The 'Receiving Entty Authorized Signatory” (RAS) is responsible for completing all sactions with bolded ikalicized labels.
Wity the axcmpbion of the ‘dethorization” saction, the RAS can delegate complation autfionty. OMH is responsible for

If you reed help in completing this farmn, please call the OMM help deck (S18) 474-5554_

IParties to the Agreement

The partics to this CHDA are the Mew York State Office of Mental Health [OMH], a Hew York State agency
rvith primcipal offices located at 44 Holland &venwe, Slbany, Now York 12229, and

i Tnsert mawme of County, Prag

Agancy, Corp

ar Individuaf)

hereafter known as "Recelving Entity”.

Applicant Information

|Reguestor Name

=

Jiddress

Telmpiane

Authorization

[F=aiving Enlily Autharized Sigmatary.

I hawe reai the sitachad docimisnts
please check box{s) below]l. | agres o the
ueitins and have legal suthorily to cesmmil
e Receiving Entity to them.

hame

Signelurg

lttached
documents

O Confidentiality and Non Discloswre Agreameant

O  Computer Application Sharing Agresment (CASA) (Spacky nombar_____ )
O  Data Exchange Agreament (DEA)
O Rider {(Spacty numbar and fypa)

(Spacify number_____J}

NOTARY: The

R acal Esti
ipnature musl be

noterired by &

Moty Pubite

|Swara fo befora me Chls _

hm;-nwlmr,-su;a
TN NNNNANNNNNNNE N |}

P CTLE Tt | Rt reareertd Theas, & T
bl ot & aim sai=lied that they ase compbae
Jarad ihat by “ednimeem necessany’ atoss & baing
falleees] (858 & DEA)L

Sag it

JOMH futhorzed Signatory: | agnes o the
bsiies il hawi: kegal sinbaiiey fo oaimimit OMH o
i=ii

Plemtinf

Sy

jok Information Secanty Offcer: 1 wil fle
b fceci vt s e coly et ek a Sl

HKaix| Ciai]

i he CASA,

Sy it

i

3. The “Requestor” can be the
e Risk Manager, Director, Owner,
or Partner.

4. The “Receiving Entity” can be
G e Executive Director, Owner,
or Partner

5. This Document Must Be
Notarized

—

E EEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEENI
Do Not Write On Your Form
Below This Line
It is for OMH Use Only
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1. You can enter today’s date

This is the “CASA” Form (Page 1 of 2)

oam

COMPUTER APPLICATION SHARDNG & GREEMENT

COMPUTER APPLICATIDN SHARING AGREEMENT (CASA)
MEW YORK STATE OFFICE OF MENTAL HEALTH (OMH)

Imtroduction

A Computer Application Skaring Agresment (CASA) nust be compheted B you nesd access to anyg OMH System
{including e-mrail). A sepaeate form st be completed for sach competer sysbemn o which the Receling Entity
neads acoess.

This Agressnent must accompany and be filed with 3 properdy execoted OMH Confidentiality and Mon-Discosune
Agresenent (CHMDA). The name of the Receiving Entity must be the sane on both the CASA and the CHDA I the
nzrezs are mot the same, an esglanation of the eletiorship must be provided with the CASA,

Terms and Conditions

Purpose and Mature of Work
Descrbe the purpase and nabee of work for which access to an OMH System is netded [ plese dentify Systerms) 1o
b moressed).

for your Start Date.

2. List all of the users for whom
you are requesting NIMRS
access.

Remember: You will need to
submit a completed
“Request for NIMRS Access”
form for each person listed.
If you need more space,
attach a page with the
names and other information
requested.

HOW TO FILL OUT YOUR NIMRS SECURITY FORMS

>

Start date of access requirements | End date of this acoess reguirements. (i

imaawn| |

-

Authorized User Access List
Flease list ol names and conbact debails of perscerse] within your organization authorized to access the System{s).
| This is used a5 e basis to alocabe aooess rights, CNSUNE MBS 308 DOCUTSOE )

Haiwse! Lagt First Tt|EE|'I|'.I ne | Work Location ih ‘ %EH‘IQ b SEcess

—~—~—

Mon-Heooving Lntity Dats List

If weus inkend on shasing Applicabion information, please Bst ol other agencies, degarments, ceganizations, o ot
enkithes thiat will be reviewing, sharing, or will othensise b2 in contact with these data, Also list the name and
telephore number of the contact person for each agency.  {DMH must understand IF data Is to be shared and wikh
whonn it will b sharesd )

Agency/departmient | Comtact Name Conkact

Telephone

Explamation of nesd e access Information

3. Type/write the following in this box:

“Reporting Incidents to OMH
and CQC through the NIMRS
web-based Application.”

— 4. Leave the End Date blank

e 5. The System to Access is “NIMRS”.

= 6. The Work Location is the address
of the primary work site of that
Authorized User.

7. Include any County or other

@ Agencies or Entities with whom

You may share your data.
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This is the “CASA” Form (Page 2 of 2)

2

m COMPUTER A FPLICATION SHARDNG O GREEMENT

Terminations of Access on Change of Status Information

W lxber than one week prior to an imperding change of employes status of any person lBentFled above (e.g.
termination, transfer ), Recsiving Entity shall give OMH written notice of such change. If such metice 15 bo be provided
2% least alght days prior bo the termination date, it shall be mase wia U.S, el I sech weltken rofice B bo be provided
no earlier than one week prion bo the bermination date, it shall be made via .5 mail 2nd in addition, a facsimibke oopy
must be conkemporancously be provided to the OMH Help Desk at {512) 4745439, Upon recsipt of written
netFication, OMH will terminabe access te the OMH Systeny and will confiom all Infereration vaith Recetsing Entiby,

Amendment of ooess Lists

If Recateing Enthy wishes o amaend the list of persons identified in this Agreement, it shall provide OMH wiEh prior
wrkten notice of such regquested amendments. Upon recelpt of writhen notification, OMH will review the neguest and
il confiom all Infonration with Receling EntRy, and, If appropriate, will subsequently modfy and authorize acoess bo
the OMH System without delay. Amendments shall not be deemed to be effechive untll authorized by OMH.

Storage of Data 1. Check one of the boxes to
Ty oncesst = Qe indicate whether or not you are

Policy WOT enclosed L .
attaching a copy of your data

If your data use Policy i HOT Includesd, please detall specific steps that will be B2ken to ensere B confldentaliby of H
Eric data: management policy

Please encose a copy of your data storage, access, and seowity policy

[Y )

h

\ 2. If you are NOT attaching a copy

of your data management

Electronic Coples of Data Held on OMH Applications . ..

Receiving Entity shall not facilkate, EMEEIUME,P:' autharize, drscty or indiractly, any slectrenic copies of data, or links pO|ICy, type a descrlptlon of
befween OHH Applications and any privabe databese withoof prior written consent from OMH. yOUr data Securlty plan. YOU
Im order 10 enabkz OMH to werly that nesw links do not jeoperdice securky o poivacy of data, Receiving EntRy shall not i

faciitate, effectuste, or authorize, directly or indinecily, 2oy configeration of OMH Systems to support new Enks mlght Want tO talk tO yOUr IT
between private information & other types of Information maintained by sy sereioe provider. Manager_

Confidentality Certification

Purssnk to this Agresment and the CHDW, Recelsing EntRy agrees that no data s aey fomn shall be combined o
madie 3 part of aey other database or information shaeing 2nd retrieval system unbess othensse authorized throwgh 2
Rider to thae CNDA. Recsiving Entity agrees that any use of ndividual patient record st beyond this applicabion must
have e prior writien approval of ORMH.

Recelving Entity hereby agreess to install any computer softwane issusd purssant to this Agresment anly in those
locations that have been identified by Receving Entity of this Agreement and appeoved by OMH, as evidenced by Iks
ewcution of this Agreement. Mo secondany veork location access to OMH computing resources shall be sathornized
without prior writben notice fo and approsal of OREH

The OMH requires 2l entities fandling these data records o keep a record of dakta use, and Recelving EniRy honeby
agress bo o so. Adduioaally, the OMH reserves the right bo imenediately audit Recelsing Entity's necords involving
access rights and data identifled In this Agreement to ensure compliance vwith this Agressnent and the CHDA, The
OMH further meserses the right bo immediately terminate the applicatisn approved in s Agresment in e event of
noncompliance with this Agresment andior the CNDA.

Ereaches of this Agreement

Thi failure of Receiving Entity to adhene to any of the peowisions of this Compuber Application Sharing Agresment may
rasult in cdflcation, leitation or termination of computer spelication scoss, 28 B sole discrethon of OMHEL

(]
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This is the REQUEST FOR NIMRS ACCESS Form

(You Need to Fill Out One of These Forms for Each User that you Listed on the CASA Form)

1. Type the information for
each user (one user per
form).

2. Leave this field blank.
OMH will complete this
information.

3. User signs and dates here.

4, Supervisor or Administrator

signs and dates here. \heads to obtain access for this individual to OMH computer resources. /

S EEEEEEEEEEEEEEEEEEEEEEEEESR
Do Not Write On Your Form
Below This Line
It is for OMH Use Only

\business with OMH consistent with the terms and conditions as set out in the signed agreements. | agree to use

REQUEST FOR NIMRS ACCESS
(FOR NON-OMH EMPLOYEES)

STATEMENT OF CONFIDENTIALITY - Information contained in any Office of Mental Health (OMH) database is confidential and legally
protected under Federal and New York State law and applicable OMH pelicy or standards. The inf ion may be a d only with
specific authorization by OMH. Misuse of any data or application system, including inappropriate access to or use of information from the
database will subject the individual to administrative, civil and criminal disciplinary action. Print-outs, photocopy or facsimile of confidentia
information may only be made by authorized users and must be d and properly di d of in accordance with Mental Hygiene Law,
OMH policy and OMH Security Standard and Procedure Manual. No information will be released to any source other than those authorized.
All computer resources are restricted solely for the conduct of with OMH istent with the terms and conditions as set out in
the signed agreements (CNDA, CASA andlor DEA) . Personal and unauthorized usage is prohibited.

First Name: Mi: Last Name:

Agency Name:

Business Address:

City, State, Zip:

Telephone No.: - - ext:

E-Mail Address:

OMH User ID: *

*If you have an OMH UseriD, please enter it here. If not, an OMH UserlD will be assigned.

Select Requested NIMRSWeb Security Group: (Choose One Only) T

! Administration Staff (A) [IClinical/Line Staff (L) ["IClinical Supervisor (S)

_ Medical Staff (M) ["!Program Evaluation (P) ['Risk Management (R) (
View Reports (V1) [View Reports/Data (V2)

Requestor: | understand that access to OMH Systems is being granted for the sole purpose of conducting

this access only for the business consistent with these agreements.

Name: Date:

Signature Type Name \

Local Facility's NIMRS Administrator: | confirm that proper procedures have been followed with local department

Name: Date:

Signatu Name
IIIIIIIIIIIIIEIIglllllllllllllllllll ‘glIIIIIIIIIIIIIIIIIIIIIII

TO BE COMPLETED BY OMH:

BQl OMH Groupwise Email Account for this user. [_| Yes [_| No Initials: Date:

Security Unit - Token Serial No. Initials: Date:

LAN - Groupwise Email Account (User is external - NIMRS Local)

Groupwise Userid Initials: Date:
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5. For Security Group, select
only one group per user.

Your facility will need at least

2 Risk Management users.

(If you have questions, call
518-474-3619, and we will help
you select your groups.)

6. Enter name and date for
for each signature.

Do Not Write On Your Form
Below This Line
It is for OMH Use Only
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