Using the OMH
Security Management System
(SMS)
to Grant Access to the
PSYCKES-Medicaid Application
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Agenda

m Brief SMS Overview

= How to designate a security manager for
your Institution

m Creating a new user in SMS

= How the security manager grants PSYCKES
access to users



What iIs SMS?

= OMH web-based application

m Facilities use SMS to authorize staff members to
access certain OMH applications, including Mental
Health Provider Directory (MHPD), Patient
Characteristics Survey (PCS) and PSYCKES

= One or more local security managers (within the
Institution) are designated by Chief Executive
Officer (CEQO) / Executive Director (ED) as security
managers

m Supported by OMH Help Desk: 800-HELP-NYS
(800-435-7697)



http://www.omh.ny.gov/omhweb/email/compose_mail.asp?tid=IT_Helpdesk

Access to PSYCKES

Access is managed via SMS

Access is managed at the local level by one or more
Security Managers designated by the hospital's CEO /
Executive Director

Hospitals will first need to enroll in SMS, sign a
Confidentiality and Non-Disclosure Agreement (CNDA),
and designate a Security Manager (SM)

SM grants access to staff via SMS
= Those who have OMH user ID in any program use same ID
= Those who have OMH tokens use the same one for PSYCKES
= If needed, tokens are automatically sent from Central Office

Every user gets his/her own User ID and Token



Designating a Security Manager

m Contact OMH Help Desk, and request that they
re-send to CEO/ED the e-mail with instructions
for designating a security manager (goes to
“Director” listed in MHPD)

m CEO/ED receives e-mail, which includes hospital-
specific information and a link for self-registration

s CEO/ED simply forwards email to security
manager

m Security Manager self-registers



Security Manager Self-Registration

m Log onto http://smssr.omh.state.ny.us/

m Accept confidentiality agreement

m Proceed to self-registration page, and enter
= Name and title
= Mailing address for token, e-mail address
= Existing OMH User ID, if any
= Date of birth and gender

m Token will be sent If needed


http://smssr.omh.state.ny.us/

Security Manager Self-Registration

Agency Information:

A-Home

Mount K

First Marne:
* Mame:
* Date of Birth:

* Title:
iling Add

dailing addr

Mailing




Token Activation
Security Manager Activates Tokens for Self and Users

<3 RSA Web Express: Activate Token - Microsoft Internet Explorer
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https://sms.omh.state.ny.us/

8 Mew York State Dffice of Mental Health

S~ NEWYORK STATE
Office of Mental Health
Statement of Access and Confidentiality

WARNING: This computer system iz =zolely for the use of authorized users for official purposes. Users of this system have no
expectation of privacy in its use. To ensure that the system is functioning properly, individuals using this computer system are
subject to having all of their activities monitored and recorded by system personnel. Use of this system evidences an express
consent to such monitoring.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By
continuing to use this system you indicate your awareness of, and consent to, these terms and conditions of use. If you do not
agree to the conditions stated in this warning, LOG OFF IMMEDIATELY.

Userid:

Password or Passcode:

Note: To log-on with a new token, enter just the
ziw digits displayed on the token device.

Login I

& Copyright. 2006 New Yaork State Office of Mental Health, All Rights Reserved.
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https://sms.omh.state.ny.us/

A 'ﬂ:""l*: State Wednesday, Asguest 05, 200
g : [ Security Management System [SMS]

2 of Mental § 1 B Hag e Wineeed K. Flawikumar

User Lisk: User Count = 65

Select & userlD froam the st below o grant the usar access o an application. [(Currently, PSYCKES Medicaid
and PCS are the only applhcations available.} It an indrndual i not listed, wow can create a userfD for himfhear
by chicking on the "Neaw Lissr”™ button and completing the “New Usesr" screen.

Mote: The list below may not include all OMH usaeriDs at your agency. In rare circumstances, UseriDs will mot
be dispiayved. If you nesed to grant access to a user missing from the list and you know the indvidual already
has an OMH useriD, please click on the “New Uzer” button and then enter the individusl's OMH userliD on the
“HMew User™ scresn.

Edit User ID Token Assigned

Adshs, Herald J.

dhome, Garfialdmoors

Ehlhaurmak:, Srmuith 4.

Brew, Ennm Z

Cary, James L
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Daslkcyd, Ernn 5.
Diarbywshire, George
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Diobre, Dpaen
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Search for Existing Users

& SMS: Users

ISTCMIA Abbatiello, Matthew

ISTCKEA Adalian, Kristen

SOMS_A1  Admin 1, Soms

SOMS_AZ  Admin 2, Soms

MHPDADMIM Administrator, Mhpd no
ADMINIST... Administrator, Salute no
SYRAGENT Agent, Syracuse no
ISTCMNAS Ahmad, Maushad Ves
COCCNX¥A  Aldrich, Morm B. no

CORAIBA  Allen, John expired
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Search Criteria:

Agency: OMH Central Office

Application: IPSYCKES MEDICAID

User ID: |

Last Mame: First Mame:

Name: | |

Show Deactivated
User -

Show Security
Manager I

Clear Search Critera

J |nternet




“New User” Button

Wednatday. Aoguest 03, 200

N Yok State
o : 1 Security Management System [SMS]

2 of Mental Hea'th A -Haime Winod K. Flawsikumar
Users

User List: User Count = 65

Select 8 userlD from the st below to grant the user access to an application. [(Currenthy, PSYCKES Medicaid
and PCS are the only applications available.} It an indradual ig not listed, vou can create a useriD for himfher
by chcking on the "New Lser” button and compieting the “New User” screen.

Mote: The list below may not include all OMH wuserlDs at your agency. In rare circumstances, UseriDs will not
be displaved. If yvou need to grant access to a user missing from the st and you Know the individual alresdy
has an OMH useriD, pleaze chek on the “New Uzer” button and then enter the individual’'s OMH uzeriD on the
“Hew Usar™ screean.

Edit User 1D Token Assigred

Adshs, Heraid 1. reqguested: 07 259/2009

S

Ahome, Garfisldmoons

Ehaurmak, Amith A,

Brew, Enn Z

Cary, James L

Daslkgd, Ernn 5.

Dearbyshire, George reqguested: OF/'0
Cidafadid, Sdaff no

Diobre, Duen no
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Creating a New User

User Information:

If the user has an existing OMH User ID, please enter it in the User ID box, If the user
does not have an OMH User 1D, please leave the User ID box blank, SMS will auto
generate a new User [D,

* First Name: I * Last Name:

Mame:

* Date of Birth: * Gender:
* Title:

* Emnail;

* Agency: A-Harme

SecurlD® Token: Mot assigned

Create Usepr




Edit Existing User(s)

ISTCMIA Abbatiello, Matthew

ISTCKEA Adalian, Kristen

SOMS_A1  Admin 1, Soms

SOMS_AZ  Admin 2, Soms

MHPDADMIN Administrator, Mhpd no
ADMIMIST... Administrator, Salute no
SYRAGENT Agent, Syracuse no
ISTCMNAA  Ahmad, Naushad VES
COCCNXA  Aldrich, Norm B. na
CORAIBA  Allen, John expired
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Search Criteria:

Agency: OMH Central Office

Application: IPSYCKES MEDICAID

User ID: |

Last Name: First Name:

MName: |

Show Deactivated
User r

Show Security
Manager r

Clear Search CHtera




Edit User Screen

Edit User Information / Access Type(s)

Tumadey, Pecember 21, 2010

1 Securty Management System [SMS]

tth D H Cantrel Offecm Kote M. Sharmon

Edit User

User Information:

| | Deactivate | |Reset Passwordl |

Mental Health Provider Directory [MHPD ]

Passw

Ha= all the County Us=r functionality and can =38t the
oounty DMH's Facdility maint=namos page and update the
facility reccrd

o= - Us=r

Provider - &dmin Ha= all the Provider U=er functionality and can =dit the
facility maintensncs oacs and aodate the facilitys oscond




Scroll down to PSYCKES-Medicaid

8 SMS: Edit User

Facility,UnilySit=: Name

Payckes Medicaid [PSYCKES MEDICAID ]

Tok=n

Group Name
PeyckexMedics

I P=yckesM=d

Prowiider ID




Select Access Type

S0 2R (@ SMS: Edit User

["] Show units and sites not assigned to the PCS Submitter group:

Psyckes Medicaid [PSYCKES MEDICAID]

Authentication: Token

Groups: Group Mame
[vl  PsyckesMedicaid
[T PsyckesMedicaid Registrar

Provider ID's : Provider ID




Access Types

s PSYCKES-Medicaid
= Granted to ALL PSYCKES users at the hospital

m Access to all PSYCKES data, at the hospital, clinic,
prescriber and client levels

s PSYCKES-Medicaid Registrar

m Access granted as needed, in addition to PSYCKES-
Medicaid access

m Uses PSYCKES Consent Module to attest that
consumer has granted consent to access Protected
Health Information (PHI), or that PHI may be disclosed

due to an emergency

= Request access in SMS; access approved for each
clinic after one person from that clinic attends Consent

Module Webinar



Update and Return to User List

4R @ S5MS: Edit User

Bleas YWiork: [-tate
e 3

Tussdey, December 21, 2010
Security Management System [SMS]

ffice of M=ntal |lealth S Cmntrel oifize Ketm M. Sharmen
G0 To Heip Adbepart Logoast

Edit User

Usger Informeation:

Deactivate | | Reset Passwordl |

wncticnality and can =dit

e rmem moed peeim e Frm Tmeilite rmem—ed




Token Activation

m Tokens are sent to Security Manager, who
activates them for all users before passing them
to users.

m Users then log onto PSYCKES and establish
Personal Identification Numbers (PIN) to be
used in conjunction with token number.




Suggested Phase-In

m As soon as possible:

s PSYCKES-Medicaid access for all members of Quality
Improvement (Ql) Team, and selected additional staff

m PSYCKES-Medicaid Registrar access for 1-2
members of QI team

m During CQI project, determine how PSYCKES
will be integrated into clinic operations:

= Extend PSYCKES-Medicaid access to prescribers and
other staff

= Extend Registrar access to those who will consent
clients and/or attest that clients have consented



Next Steps

Contact Kate Sherman to ascertain the name of your
Institution’s Security Manager(s)

If necessary, contact OMH Help Desk to initiate the
process of assigning new/additional Security Manager(s)

Provide Security Manager with PSYCKES users’ data:
= Name and title

= E-mail address

= Date of birth and gender

= Existing OMH User ID, if known

m Type of access: PSYCKES-Medicaid only? or also Registrar?

Security Manager creates new users and grants access to
existing users

Optional: one person from each clinic attends consent
module training and completes brief form



Resources and Contact Information

m PSYCKES website:
Go to: www.psyckes.org =2
Select at left: “QI Teams” -
See “Using PSYCKES” drop-down menu -
Select “Access to PSYCKES”

m OMH Help Desk
800-HELP-NYS (800-435-7697)

m PSYCKES-Help



http://www.psyckes.org/
http://www.omh.ny.gov/omhweb/email/compose_mail.asp?tid=IT_Helpdesk
http://www.omh.ny.gov/omhweb/email/compose_mail.asp?tid=ITpsyckesHelpdesk
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