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1. Introduction
OMH’s Information Security Unit requires all external facilities to sign the CNDA prior to granting 
access to any of the OMH applications. The Confidentiality and Non-Disclosure Agreement (CNDA) is 
a web-based application used to capture and store electronic signature of the facility director and 
facility signatory for all external facilities. This user manual provides step-by-step guidance on using 
the CNDA application. 

2. Login Process
2.1 You must have received an email that includes your username and the CNDA application link. 
2.2 Click on the application link and the Sign-in Selection page should be displayed. 
2.3 Click on the external/local providers (Non-State Employees) button from the Sign-in Selection 

page. 

2.4 Enter your username (NY. Gov ID) and password. (Refer to section 4 of this document, if you 
forgot or need to set your password). 

2.5 Click the Sign In button. 
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3. Viewing and Verifying Demographic Information  
3.1 Review your demographic information displayed on the CNDA form on the homepage. 

 
3.2 Verify that your name, position, email address, work phone number, facility name, address, city, 

state, and zip code are accurate. 

 
 

3.3 If any information is incorrect or outdated, contact the OMH Helpdesk via Phone: 1-800-Help-NYS 

(1-800-435-7697) Option #2 or Email: healthhelp@its.ny.gov 

4. Accepting the CNDA  
4.1 Read the CNDA terms and conditions carefully. There are options to cancel, which returns you to 

the OMH home page. Confirm will process your review and sign off. Print will allow you to print the 
document for your records. 
 

4.2 Click the checkbox "*I, [Your Name], agree to the above terms and conditions, and have the 
authority to legally bind '[Facility Name]' to this agreement". 

 
4.3 Click the Accept button. 
 

tel:18004357697
mailto:healthhelp@its.ny.gov
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5. Electronic Signature  
5.1. Review the confirmation message carefully. 

 
5.2. Click Confirm to electronically sign the CNDA. 
 

 
 
5.3. The system will display the signed CNDA. 
 

5.4. Once the CNDA is signed, it can be printed at any time. 
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6. Assigning Security Manager Role  
6.1 Click on Send Self-Registration Email menu item. 
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6.2 Select one of the radio buttons "I will be the new security manager" or "I need to send an email 
to a new security manager". 
 

 
 

6.3 If the director chooses to serve as the Security Manager for the facility, then they must select the 
first radio button option and click on submit button. This action, as part of the CNDA process, will 
trigger an email notification to the facility director for a new role assignment, including instructions 
to request RSA token and the security manager role will be assigned to the facility director. 

 
 

6.4 If the director chooses to send an email to a new security manager, then they must select the 
second radio button option and complete the required information. 
 

 
 

6.5 Click the Submit button. 
 

6.6 The system will send an email notification with a link to the AMSSR application to self-register to a 
new security manager selected by the Director. 
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7. Email Notifications 
7.1 The following email notification is sent to the facility director or signatory when first radio button is 

selected. 
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7.2 The following email is sent to a new security manager with a link to the AMSSR application to self-
register, when second radio button is selected. 

 
 


