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PSYCKES iOS Mobile Application

The PSYCKES mobile application for iOS devices (iPhone & iPad) was developed to
provide quick, portable access to a client's PSYCKES Clinical Summary. The mobile
app will be particularly convenient for users who interact with clients in the community;
however, it can be used by any PSYCKES user with an iOS device. For more
information about the PSYCKES application, visit the PSYCKES homepage.

Requirements for installing the PSYCKES mobile app

Before installing the PSYCKES mobile app, the following requirements must be met:

Technical Requirements

1. iOS device (iPhone, iPad, iPod; in the future, we hope to develop an app that is
compatible with Android devices)

2. The latest version of iOS; users can check to see if an upgrade is needed by
navigating to Settings > General > About and look for “Software Version” If your
version is not 13.0 or higher, navigate to Settings > General > Software Update
and select “Install Now” for latest update

3. iPhone 5 and above; iPad Mini 2 and above; iPad Air; iPad Pro 9.7 & 12.9; THE iPad

Pre-Login Requirements

1. In order to use the PSYCKES mobile app, the user must be granted access to
PSYCKES by their provider agency. Access for individual users is managed by an
agency’s Security Manager(s). To find out if your agency has access to PSYCKES
or who your Security Manager is, contact PSYCKES Help Desk.

2. Users cannot login from the PSYCKES mobile app if it is their first time logging in
to the application. Users will need to login at least one time on the desktop
version, set up their PIN for their token, and then subsequent logins can be done

on the PSYCKES mobile app.

Installing the PSYCKES mobile app

To use the PSYCKES app, users will need to install it from the iOS App Store.

eecC0 ATET = 10:03 AM 7 3 90% > 4

Install PSYCKES mobile app:

1 psyckes (]
1) Tap the App Store icon on iOS Device
2) Search for “PSYCKES”
3) Install the free PSYCKES mobile PSYCKES { ~sTarl ]
application (App Store account password Research Foundation for
may be required)

Figure 1. PSYCKES Mobile App
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Installing and importing token into the RSA SecurlD
Token app

An RSA SecurlD security token is required in order to login to PSYCKES. It generates a
random set of numbers at 60-second intervals and these numbers are what will be
inputted into the “passcode” section of the PSYCKES login page. These security tokens
are provided to users by OMH.

There are two forms of security tokens — a physical “hard” token that looks like a
keychain and a software “soft” token” that can be downloaded onto a computer or
smartphone. A hard token may be used to login to the mobile app; however, we
recommend installing a soft token onto your iIOS device for the convenience of having
your token and PSYCKES mobile app in one place.

Install RSA SecurlD App

1. Tap the App Store icon on iOS Device

2. Search for “RSA SecurlD”

3. Install the RSA SecurlD app

4. If prompted, enter your Apple ID or iTunes account credentials

Import Token from Email

1. Soft tokens are sent via email to user’s email address listed in SMS
a. Users who have a hard token but would prefer to use a
soft token can request to have a soft token sent to
them by the OMH Security team

2. Locate the original email from the OMH Security team by searching your email
inbox for: its.sm.bhp.bs.omh.sao@its.ny.gov or
Information Security Office@omh.ny.gov
a. If necessary, forward the token email to an email account where you can
access it on your device
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3. Using your phone, open the e-mail from 4. Select RSA’s “Import with Token”
OMH containing the token file attachment option:
(for example, “token1/sdtid”) and tap on the
attachment:

000cO ATAT = 2:39PM 7 1 79% D
2 Messages

< Back Now Soft Token -(nniau?cunmn,tcc <
IMPORIANT NOTICE:
This e-mail is meant only for the use of the
intended recipient. It may contain confidential
information which is legally privileged or
otherwise protected by law. If you received this ¢-
mail in error or from someone who was not
authorized to send it to you, you are strictly
prohibited from reviewing, using, disseminating,
distributing or copying the c-mail. PLEASE

NOTIEY US IMMEDIATELY OF THE ERROR ® okl polivestian S
BY RETURN E-MAIL AND DELETE THIS LT Floder 00 e Moo YouTK ves Shaw
MESSAGE FROM YOUR SYSTEM. Thank you f .

for your cooperation.

L4 ‘& B RSA
- \J =
. foken

Message Mail Add to Notes  Import with
T

G— al-
[} B S & L [ Cancel
Figure 2. OMH email with token and installation Figure 3. Import token into RSA app

instructions

5. Enter the token file password that 6. Confirmation Message will display
was provided in OMH email: once token is successfully imported:
@i ee 200 SR B
Cancel Token Import
Enter the token password to complete
your token import.
eescccne ] i

Figure 5. Confirmation message when token
Figure 4. Enter token file password isimported
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Logging In

Individuals granted PSYCKES-Medicaid access will be assigned the following:

1. OMHUser ID
2. RSA SecurID security token

Follow the steps below to login to the PSYCKES mobile app:

1. Tap on the PSYCKES mobile app icon

2. Enter User ID

3. If the RSA token is downloaded on your iOS device, open the RSA app, input
your PIN, and select the blue arrow on the right

Note: If you did not download RSA SecurlD Token app onto your iOS device,
you can use your soft token on your desktop or hard token keychain and
manually type in the passcode into the PSYCKES app login page. If users would
prefer a soft token, they should contact their Security Managers and have them
put that request in SMS, or contact the ITS Helpdesk:

For NYS state employees (i.e. OMH, DOH, OASAS, etc.): fixit@its.ny.gov
For community providers: healthhelp@its.ny.gov

wssos ATET & 10:45 AM o % S6% W

PSYCKES

Need help logging in?

Figure 6. PSYCKES login page for mobile app
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4. The 8-digit time-sensitive passcode will appear in the soft token app, including the
seconds remaining to use that specific passcode. Tap the copy icon at the bottom of
the screen (as shown in Figure 7) in order to copy the passcode. Return to
PSYCKES app login page, double tap to paste passcode and tap Login.

Note: If using a hard token to login to the mobile app, enter your PIN + the 6
digits from the hard token into the passcode line.

ATAT O I R 3
{PN Passcode
LOOOOKAM

38895094
MM

Figure 7. Passcode from RSA

5. Once you have logged in by entering in your User ID and passcode, you will be
prompted with the Medicaid Confidentiality agreement. If you select ‘Agree,” you'll

be fully logged into PSYCKES. If you select ‘Disagree,” you will be brought back
to the login screen.

2487  LTE -
Log out

Medicaid Confidentiality
PLEASE AGREE TO THE TERMS AND CONDITIONS
BEFORE ACCESSING PSYCKES

Please Note: Medicaid recipient level data is
confidential and is protected by State and
Federal laws and regulations. It can be used
only for purposes directly connected to the
administration of the Medicaid program. You
are required to read, understand and comply
with these regulations. There are significant
State, Civil and Federal criminal penalties for
violations.

Please follow your agency's protocols for
handling and transmitting PHI and other
information protected by the Health Insurance
Paortability and Accountability Act (HIPAA).

Federal Medicaid Confidentiality
Standards

The Federal Medicaid confidential data
standard is established by §1902(a)(7) of the
Social Security Act (42 USC §1396a(a)(7)).
The law requires that a "State plan for medical
assistance must: (7) provide safeguards
which restrict the use or disclosure of
information concerning applicants and
recipients to purpoeses directly connected
with the ariministration of the nlan " This

Disagree Agree

Figure 8. Medicaid Confidentiality Agreement
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Need Help Logging In?

On the PSYCKES mobile app login page, there is a “Need help logging in?” link that
provides users with instructions/answers to common login questions. Additionally,
contact information is provided if users have follow-up questions.

e8c00 ATAT & 11:16 AM 7 % 78% EE)
< Login
User ID

Setup

Forgot your user ID?

Passcode

PIN Setup

Forgot your pin?

Software "soft" security token
Physical "hard" security token

Install RSA & import token

Contact

Helpdesk Info

Figure 9. “Need Help Logging In” Page

For troubleshooting login issues; contact the ITS Help Desk:
For NYS state employees (i.e. OMH, DOH, OASAS, etc.): fixit@its.ny.gov
For community providers: healthhelp@its.ny.gov

For questions about the PSYCKES application; contact PSYCKES-
help@omh.ny.qgov
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Recipient Search

Once you have logged into the PSYCKES mobile app, the landing page is the Recipient
Search. This is for users to find clients in order to view their clinical summaries. Users
can search forindividuals by one or a combination of recipient identifiers.

wec0c ATET % 1M:63 AM o % 72 WD

Cancel Search

L L Search
ReC I p I ent Id entlfl erS FIND CLIENT TO VIEW CLINICAL SUMMARY

e Medicaid ID
e Social Security Number (SSN)
e First Name

e Last Name
e Date of Birth (DOB)

Why did my searchyield no results?

could yield no results: Figure 10. Recipient Search page

There could be a few different reasons why a search

e Error entering client Medicaid ID or SSN
e Client is not in PSYCKES because new to
Medicaid or no behavioral health history
e Client received behavioral health services using —

another Medicaid number or other insurance £ Search
Too many results

Why did my searchyield too many results?

If your search criteria match more than 10 recipients in
PSYCKES, you will receive a message that instructs how to | " " saa e
narrow results to find the intended recipient. * Searches using a Meciaid D or SSN wil

resultin a direct match

arching by Name — enter First

e Using unique identifiers (Medicaid ID or SSN) " Name, Last Name, and DOB to rarrom
e Searching by First Name, Last Name, AND DOB

Figure 11. “Too many results” page

2020 PSYCKES User’s Guide:iOS Mobile Application 10



Recent Recipients

* A special feature that the PSYCKES mobile app has that the desktop version
does not is the “Recent” tab on the bottom of the Search page.

®o000 ATET & 353 PM 7 % 96% wecoo ATAT & 3:56 PM 7 4 96% .
Cancel Search Recent
search CLINICAL SUMMARIES YOU RECENTLY VIEWED
FIND CLIENT TO VIEW CLINICAL SUMMARY Doe, John B
Male
SSN Name 01/01/1901 (117 Yrs)
Last viewed 04/05/2017
Medicaid ID (i.e, AA12345A)
Doe, John B

Male
01/01/1901 (117 Yrs)

——>

Q & £ Q 8 X
Figure 12. Recent tab icon Figure 13. Recent list

This feature lets users see a list of clinical summaries that they have recently viewed,
including the date and time in which they were viewed. The recent list will be in
descending order (latest viewed record will appear first).

Remove Recipients from Recent List

To remove a client name from the recent list, simply swipe left on the client name and
select “Remove.”

356 Pu 7 § sox

Recent

Doe, John B
Male
0011901 (117 Yis)

nB

1 (117 Yrs)

Figure 14. Remove recipient from Recent List
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Clinical Summary

The Clinical Summary in the PSYCKES mobile app provides the past one year of
information on an individual client across treatment settings with some exceptions (See
note below). Certain data has special protections, including information on substance
abuse, HIV, family planning, and genetic testing, and will only be displayed in the
Clinical Summary with client consent or in a clinical emergency (more information

available in the Enable PHI Access section).

The Clinical Summary data is refreshed on a weekly basis.

Note: Alerts & Incidents (e.g., suicide attempt) will not be limited to the past one year
only but will include all available data from the past 5 years. Additionally, the Hospital

ER Utilization will display 5 years.

The Clinical Summary is separated into these 10 sections described in more detail

below:
e General °
e Current Care Coordination o
e Alerts & Incidents o
e Active Medicaid Restriction )
e Quality Flags o
General

The General section of the Clinical Summary includes:

e Gender from Medicaid

e Date of Birth

e Address from Medicaid

e Medicaid ID

e Dual-Eligibility (Medicaid & Medicare)

e Managed Care Plan

e HARP Status

e HARP HCBS Assessment Status

e Primary Care Physician (Managed Care Plan-
Assigned)

e DSRIP PPS

2020 PSYCKES User’s Guide:iOS Mobile Application

Plans & Documents

Screenings & Assessments

Diagnoses
Medications
Services

12:43 v

{ Back

Doe, John
CLINICAL SUMMARY AS OF 02/29/2020

General

GENDER FROM MEDICAID
Male

DATE OF BIRTH
01/01/1950 (70 Yrs)

ADDRESS FROM MEDICAID
123 Wain
New York, NY 12345

MEDICAID ID
XYZ12345

DUAL-ELIGIBLE (MEDICAID & MEDICARE)
Yes

MANAGED CARE PLAN

Fidelis Care New York (LTC Partial Cap)
HARP STATUS

Eligible Pending Enrollment (H9)

HARP HCBS ASSESSMENT STATUS

Tier 2 HCBS Eligibility (Reassess by
03/20/2020)

MC PLAN ASSIGNED PCP

Malmazada, Meir

DSRIP PPS

Westchester Medical Center PPS

o] LTE ()

Figure 15. Clinical Summary:

General Section
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* A special feature that is available only in the PSYCKES mobile app is the ability
to view a map of the client's address by tapping on address.

Note: Address may not be current, depending on the accuracy of the Medicaid
information and when it was last updated.

.. ATAT & 206 Pm rHiam
Medicaid Address

Doe, John 8

350 Stn Ave

'

Figure 16. Clinical Summary: Client Medicaid Address Map

Current Care Coordination

The Current Care Coordination section appears in the clinical summary of recipients for
whom information is available in the databases listed below. Current status and contact

information is displayed for the following applicable services:

e Health Home and Care Management: Includes health home and care
management provider name, start date, and main contact name and phone
number. This information is updated weekly from the Department of Health
(DOH) Health Home and Care Management file.

e Assisted Outpatient Treatment (AOT): Includes AOT provider name,
enroliment date, and main contact name and phone number. AOT data is
updated weekly from the Tracking for AOT Cases and Treatment (TACT)
database.

e Assertive Community Treatment (ACT): Includes ACT provider name, start
date, and main contact name and phone number. ACT data is updated weekly
from the Child and Adult Integrated Reporting System (CAIRS) database.
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e Transition from WMS to NYSoH Message: The following message will be
displayed in the “Current Care Coordination” section of the Clinical Summary for
clients who are required to use the NYSoH system for Medicaid recertification
and Medicaid is either about to expire or already expired:

“Medicaid Eligibility Alert: This client must use the New York State of
Health (NYSoH) enrollment system for Medicaid recertification (expiration:
<date>). For More information contact NYSoH at 1-855-355-5777.”

#0000 AT&T & 2:28 PM <} 58% M)
£ Search Results

Current Care Coordination

AOT

Behavioral Health Network, Inc. (Enrolled Date:
10/06/2016, Expiration Date: 06-0CT-17), Main
Contact: Joy Smith, Phone: (585) 922 - 2500
HEALTH HOME (ENROLLED)

GREATER ROCHESTER HLTH HOME NETWORK
(Begin Date: 01/01/2014 - Current)

Deborah Peartree 585-737-7522
dpeartree@therihn.org

Kristy Kelley 585-978-7741
kkelley@therihn.arg

CARE MANAGEMENT (ENROLLED)
BEHAVORIAL HEALTH NETWORK

MANAGED CARE PLAN
Fidelis Care New York

HARP STATUS
Enrolled without HCBS Eligibility (H1)

Quality Flags

BH QARR - DOH PERFORMANCE TRACKING MEASURE

Figure 17. Clinical Summary: Current Care Coordination Section

ability to call contacts directly from within the app by tapping on the blue phone
number and selecting “Call.”

. Another special feature that is available only in the PSYCKES mobile app is the

(555) 555 - 5555

Cancel Call

Figure 18. Calling providers from PSYCKES mobile app
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Additional Eligibility/Enrollment Messages Within Current Care
Coordination

The following messages will appear in a client’s Clinical Summary if applicable:

OnTrackNY Early Psychosis Program enrollment information
Health Home Plus eligibility

OPWDD NYSTART eligibility

POP High User and/or POP Potential Clozapine Candidate
OMH Unsuccessful Discharge — Lost to contact alert

Active Medicaid Restrictions

This section will only appear if the recipient has an active Medicaid Restriction. This
data includes type of restriction(s) (e.g., inpatient pharmacy, physician), the begin date,
and the name and contact information of the provider(s) to which the recipient is
restricted. This data is updated weekly from the Medicaid database.

Users can contact physicians/pharmacy directly by tapping on the phone number.

Alerts and Incidents

The Alerts & Incidents section in the Clinical Summary displays information from the New
York State Incident Reporting and Management System (NIMRS) as well as Medicaid
service information with date of the service and name of the provider agency related to:

Suicide Attempt

Suicidal Ideation

Self-Inflicted Harm/Injury

Self-Inflicted Poisoning

Overdose — Opioid

Overdose Risk — Concurrent Opioid & Benzodiazepine past 1 year

Note: There is also a “View All” option located at the top of the section to view all alerts
and incidents in chronological order.

{ Search Results

Alerts & Incidents View All
Positive Depression Screening 2
most recent on 02/03/2020

Positive Suicide Screening 2

most recent on 01/30/2020

Overdose - Opioid 1
most recent on 03/02/2019

Suicidal Ideation 2
most recent on 04/02/2012

Figure 19. Alerts & Incidents Section
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Quality Flags

Quiality Flags identify areas of concern in a client’s care or service utilization. Specific

Quiality Flags will be displayed for clients who meet criteria.

For more information about Quality Flags, please visit our PSYCKES webpage

www.psyckes.org under “Quality Concerns.”

Plans & Documents

This section allows the user to view previously existing
plans or complete a safety plan using the Stanley-Brown
Template. Safety Plans completed in the mobile app will
attach to the client’s Clinical Summary and be available
for any PSYCKES user working with that client (with
consent or in an emergency).

Note: Plan can be saved as a draft and finished later
with same iOS device if it cannot be completed in one
session.

Quality Flags

GEMERAL MEDICAL HEALTH

« No Qutpatient Medical Visit >1Yr
HIGH UTILIZATION - INPT/ER

+ 2+ ER-BH
+ 2+ Inpatient - BH

Plans & Documents

Safety Plans
most recent 3/21/2018

Complete a Safety Plan #@

Figure 20. Complete a safety plan

Complete each section of the

Stanley Brown Template Warning signs (thoughts, images,

feelings, behaviors) that a crisis may

o be developing
Warning signs

Internal coping strategies | isolate myself
Social supports and settings N ]

| feel hopeless
Family and friends for crisis help
Professionals and agencies

Making the environment safe

Reason for living

esess Skoich ¥ 9:41 AM 100% | [.0) ATAT LTE 123 PM + % 78% - 4| [ .00 ATAT LTE 2118 PM 7 % 78% mm
Close [[< Back { Back
Safety Plan for Doe, John Warning signs

Please confirm that you wish to
submit this safety plan and attach it to
the Clinical Summary for Smith,
John.

Date Completed
Add to Clinical Summary

optoember - 3 2015
October 24 2016
November 25 2017

26

Figure 21. Completing Stanley-Brown safety plan template
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Screenings & Assessments

In this section, users can review results and complete new screenings and assessments.
The following screenings and assessments are available within a client’s Clinical
Summary:

e Columbia Suicide Severity Rating Scale (C-SSRS)
e Patient Health Questionnaire (PHQ-9) depression questionnaire

Results of the screenings and assessments completed on the mobile app will be added to
the client’s Clinical Summary and will be viewable for any PSYCKES user working with
that client (with consent or in an emergency).

LBEES Wl T

< Search Results

Plans & Documents

Complete Safety Plan

Screenings & Assessments

Complete a PHQ-8 or C-S5RS

C-SSRS 4
most recent on 01/02/2019

Figure 22. View or complete assessment

9:25 7 il T - 514 4 wall = 08
Cancel

Na sy
L~ )

Hew rany attempts have you C-SSRS added for Smith, John

ever made?
1 Results summary:

High Risk: 1 Suscide Attermpt(s); Last attermpt
Past 3 months

How leng ago was your most

recent attempt? Due to high risk, an updated Safety Plan

is recommended. In the Clinical
Past 3 maonths ./ Summary, you can review existing plans

or complete a new one.

4-8 months
7-12 manths
Between 1-3 years

Sedect a screaning/assessement
B it Between 3-10 years

PHQ-9 (depression) s Over 10 yesrs

e C-SSRS (suicide)

Add to Clinical Summary Back to Clinical Summary

Cancel

Figure 23. Completing a C-SSRS assessment and adding to Clinical Summary
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Diagnoses

Diagnostic information in the Clinical Summary is split into 2
sections:

e Behavioral Health
e General Medical

Each section lists the number of unique diagnoses on the
right-hand side.

Tap on the Behavioral Health or General Medical sections,
to view all primary and secondary diagnoses associated
with any Medicaid claim submitted for the recipient in the
past year.

Tap on the diagnosis to view provider invoices associated
with the diagnosis, including the provider's name and date
of service.

Medications

Medication information in the Clinical Summary is split into 3
sections:

e Controlled Substances
e Behavioral Health
e General Medical

Tap on the medication section (for example Behavioral
Health Medications) to view a list of medications that have
been picked up within the past year, including information on
drug class, date of last pick-up, and total days’ supply of
each medication in the past year.

Note: Pickup records in the past 45 days may not be
available

2020 PSYCKES User’s Guide:iOS Mobile Application

jeococ ATET =

< Clinical Summary
Behavioral Health Diagnoses
R

INTH PAST YEA

# Services
Diagnasis for diagnosis
Other Mental Disorders 1
Schizoaffective Disorder 10
Schizophrenia 3

Unspecified/Other Anxiety Disorder 2

Unspecified/Other Psychotic
Disorders

9:50 AM 7 % 89% m;

Figure 24. Clinical Summary:
BH Diagnoses

12:517 | LTE

£ Clinical Summary

Behavioral Health
Medications

IN PAST YEAR
Pickup records in past 45 days may not be available
Medication # Picked Up Past Year
Propranolol Hel

Side-Effect Management

Last Pick Up: 01/14/2020 15
Dose: 20 MG, 6/day

Quantity: 180

Haloperidol

Antipsychotic

Last Pick Up: 01/13/2020 3
Dose: 5 MG, 3/day

Quantity: 90

Hydroxyzine Pamoate
Anxiolytic/Hypnotic

Last Pick Up: 01/10/2020 1
Dose: 50 MG, 3/day

Quantity: 30

Quetiapine Fumarate
Antipsychotic
Last Pick Up: 01/10/2020 22

Figure 25. Clinical Summary:
BH Medications
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Services

The Clinical Summary provides information on the following services, if paid for by
Medicaid in the past year:

e Outpatient Behavioral Health e Laboratory & Pathology
e Outpatient Medical e Radiology

e Hospital & ER (5 Years) e Medical Equipment

e Dental and Vision e Transportation

e Living Support & Residential

The numbers on the right are the number of services provided in the past year.

Additionally, there is a “View All” option located at the top of the section that will display

all services in chronological order.

2211+ W LTE @ 21167 o1 LTE )

& Search Results £ Clinical Summary
Outpatient Medical

Behavioral Health IN PAST YEAR

General Medical LAST MONTH LAST M
02/12/2020 02/0
Physicians Group - Phys|
Internal Medicine ERIV|
Services View All HEALTH QUEST MEDICAL YOR
PRACTICE P C Persd
. . Migraine, unspecified, not intractable, brain
Outpatient Behavioral Health 102 R T (e
Outpatient Medical 28 ‘
Hospital & ER (5 Years) 21 Service Types View All
Laboratory & Pathology 23 Clinic - Unspecified Specialty 4
Living Support & Residential 10 Physicians Group - 10
Internal Medicine
Dental 8 Physician Group 9
Transportation 130 Eye Care Practitioner 1
Clinical Summary data as of 03/11/2020 Physicians Group - Neurology 3

Learn about data sources

Physicians Group - Ophthalmology 1

Figure 26. Clinical Summary: Services Figure 27. Outpatient Medical Services

Tap on the service category to view information on the specific services provided,
including date(s) of service, provider name, and diagnosis given at time of service.
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Note: If the client you are viewing has not signed a consent, and this is not an
emergency, the Hospital & ER data will combine Mental Health and Substance Use
services into one Behavioral Health category

2:207 o -
< Clinical Summary
Hos_pltal & ER (5 Years) { Clinical Summary
B Hospital & ER (5 Years)
AST MONTH LAST MONTH HFAET & YEARS:
06/09/2019 - 06/10/2019 06/10/201 \ST MONTH LAST MONTH
ER Mental Health ER Menta
BETH ISRAEL MEDICAL CENTER BETH ISR, 06/10/2019 - 06/10/2019 06/09/20
Adjustment disorder, unspecified Adjustmen ER Behavioral Health ER Behav
BETH ISRAEL MEDICAL CENTER BETH ISR
Adjustment disorder, unspecified Adjustmen'
Service Types View All
ER Mental Health * Service Types View Al
ER Substance Use s I ER Behavioral Health 10
ER Medical 3 ER Medical 3
Inpatient Mental Health 2
Inpatient Behavioral Health 7
Inpatient Substance Use 5
Inpatient Medical 1
Inpatient Medical 1
Figure 28. Clinical Summary with Figure 29. Clinical Summary
Consent or Emergency: ER Mental without Consent or Emergency:
Health & Substance Use Service Types ER Behavioral Health Service Type

What are Special Protections for PHI?

Client-level data is available to provider agency users when clients they serve are
positive for a quality flag, with client consent, or in a clinical emergency. Certain
categories of protected health information (PHI) are subject to additional special
protections.

Information with special protections include:

Substance use
HIV

Family planning
Genetic information
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How to get access to PHI with special protections

PHI with special protections will be displayed in PSYCKES when the client signs:

1. PSYCKES Consent Form or;

2. Behavioral Health Care Collaborative (BHCC) Patient Information Sharing
Consent Form or;

3. Department of Health Adult Health Home Patient Information Sharing Consent
(DOH-5055)

The other instance in which PHI with special protections will be displayed is if:

1. Agency attests to a clinical emergency (Clinical Summary is available for 72
hours in a clinical emergency).

Consenting clients allows providers to view Medicaid recipients who are not positive for
a quality flag and/or have data with special protections, as well as for those recipients
who are not associated with a provider through Medicaid billing.

To consent a client, the user will need the client to sign consent. A PSYCKES consent
form that is pre-populated with your agency’s information can be printed from the
Registrar Menu of the PSYCKES application. Currently, only English and Spanish
PSYCKES consent forms are available within the application.

The PSYCKES consent form is also available as a blank PDF on the PSYCKES website
in the following languages:

e English e Japanese
e Spanish e Khmer

e Arabic e Korean

e Chinese e Russian

e Haitian e Urdu

e Creole

Note: Users with state level access and users from Managed Care Organizations will
see all available data, including data with special protections, without client consent.
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How to Enable PHI Access

If a client is found in PSYCKES and has not yet been linked to the user’s agency via
Medicaid billing or with consent or emergency access, the Search Results page will
allow the user to “Enable PHI Access” by completing a four-step process to attesting to
the organization’s right to access the client’s clinical summary.

Step 1: Search for clientin the entire PSYCKES database
a) Enter Medicaid ID or SSN in Search box.
b) Confirm the data matches the intended client

e |f data does not match intended client, return to Search Results
¢ |f data matches intended client, tap “Enable PHI Access.”

®0000 ATRT % 11:16 AM 7} 73% W

£ Search Results
Doe, JohnB

PHI ACCESS NOT YET ENABLED
General

GENDER FROM MEDICAID
Male

DATE OF BIRTH

01/01/1901 (117 Yrs)

ADDRESS FROM MEDICAID
350 5th Ave
New York, NY 10118

MEDICAID ID
AA123458B

Enable PHI Access

Figure 30. Search Results

Step 2: Select reason for having a right to access the client’s
Medicaid data

If the client signed consent, select:

a. Client signed the PSYCKES consent form — With signed consent, PSYCKES
users at the agency will have access to all available Clinical Summary data for
three years after the consent was entered, or three years after the last Medicaid
claim from the agency has been processed by the New York State Medicaid
Program, whichever is later.
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b.

o PSYCKES consent forms can be found/printed from the desktop
version of PSYCKES, under the Registrar Menu

Client signed the BHCC consent form — With signed consent, all clinical level
data including PHI with special protections will be viewable. Data will be available
to both the provider/agency that entered this BHCC consent as well as the
selected BHCC/IPA Network until the day the client withdraws consent, or until
three years after the last date the client received services from the agency,
whichever comes first.

Client signed the DOH-5055 consent form — With signed consent, users at the
agency will have access to all client level data according to their User Role
Survey. The user types that will have access to the data are Care Management
and Health Home Administration. This access will remain in effect until the day
the client withdraws DOH-5055 consent, or until the client is no longer enrolled in
that Health Home, whichever comes first.

In the absence of signed consent, select:

a.
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This is a clinical emergency — Selecting this will give user the ability to view the
client’s data for 72 hours.

Client is currently served by or being transferred to my agency — Selecting
this will give user the ability to view a client’s Clinical Summary data if the client
has an active quality flag and it will not provide access to data with special
protections (HIV, substance use information, family planning, genetic testing).
The data will be available to PSYCKES users at the agency for 9 months.

Cancel

PHI Access

Why are you allowed to view
this data?

The client signed consent
only sefect consents that apply

[J Client signed PSYCKES consent form

[ Client signed a BHCC Patient Information
Sharing Consent

O client signed a DOH-5055 Health Home
Patient Information Sharing Consent

The client did not sign consent

[0 Thisis a clinical emergency

[J clientis currently served by or being
transferred to my facility

Cancel

Figure 31. Reason for viewing data
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Step 3: Indicate the way in which the client’s identity has been verified
and submit

Attest to client identity via the following:

e Select “Provider attests to client identity,” if you or someone at your agency

has experience with the client and hit ‘Next’ or;
o Select “Client presented 1 photo ID” OR “Client presented 2 forms of non-

photo ID” and hit ‘Next.” The user will be prompted to select the form(s) of
identification from an approved list.

e ATAT W TS AM T NN
( Back Cancel
PHI Access

How do you know this is the
correct person?

Provider attests client identity
Client presented 1 photo ID

Client presented 2 forms of non-
photo ID

Figure 32. Confirming client’s identity
Step 4: Enable access

Depending on the reason you selected as your right to view a client’s Clinical Summary,

the “Enable” page will display a message. For example, if the client has signed the
PSYCKES consent form this is the message that will be displayed:

LR 57 P -} T
£ Back

PHI A._ccess

Cancel

Main Street Medical Center will
be given access to all available
Clinical Summary data for 3
years (renews automatically
with billed service)

Figure 33. Enable PHI Access for PSYCKES consent
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Change PHI Access

At the top of a recipient’s Clinical Summary, you can see what type of PHI Access your
agency has for an individual.

€0000 AT&T % 9:52 AM 7 % 87%

< Recent
Doe, John B

CLINICAL SUMMARY AS OF 03/12/2020
PHI Access: Quality Flag

Update Access

Figure 34. Clinical Summary: PHI Access: Quality Flag - Updating PHI Access

If you wish to update the access you currently have for a recipient, such as wanting the
recipient’s full data (including data with special protection) it can be changed by
selecting “Update Access.”

Follow Steps 1-4 listed above in the “How to Enable PHI Access” section. Once you
have enabled the access you selected, you'll see the change reflected in the recipient’s
Clinical Summary:

®0000 AT&T % 9:52 AM < R 87%

< Recent
Doe, JohnB

CLINICAL SUMMARY AS OF 03/12/2020

PHI Access: PSYCKES Consent _

Update Access

Fig 35. Clinical Summary: PHI Access: PSYCKES Consent

Withdrawing Consent

A client who has granted PSYCKES consent may withdraw consent at any time by
signing the PSYCKES Withdrawal of Consent form. Users would need to:

a. Print the Withdrawal of Consent from the desktop version of PSYCKES (or have
pre-printed copies handy)

b. Go to the desktop version of PSYCKES in the Registrar Menu to “withdrawal of
consent”

Note: If a user accidentally consents a client, they need to immediately withdraw
consent in the desktop version. If the user is unable to access a desktop, they should
contact the PSYCKES Helpdesk immediately at psyckes-help@omh.ny.gov.
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Logging Off

When a user has finished using the PSYCKES mobile app, it is important to log off. In
order to log off, the user will need to navigate to the Settings icon on the bottom right-
hand side of their screen.

Q & '3

Settings

Figure 36. Settings icon

Within the Settings page, the user can view the following:

a. The User ID they are logged in as
b. The agency they are associated with in PSYCKES
c. De-identify (see below)

In order to log out, the user will need to select “Log Out” at the top right-hand side of
their screen. Once the user has logged out, they will be brought back to the log in
screen.

De-identify

This feature allows users to scramble client identifying information within the mobile app

(name, date of birth, Medicaid ID, address.)

MW

Settings

Mental COMDREM
Health
STATE

De-identsty

:

Figure 37. Settings: Log Out & De-identify
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Timing Out

The PSYCKES mobile app has a “timed out” feature that will log users out if the screen
has been idle for more than 15 minutes. This is to ensure the security of personal and
sensitive client information.

Screenshots Prohibited

Security of recipients’ sensitive and personal information is of the upmost importance in
PSYCKES. Due to this emphasis on security, users are prohibited from taking
screenshots while using the PSYCKES mobile app. If a user attempts to take a
screenshot, they will receive a message instructing them to go into their iOS device’s
photos and remove the screenshot.

12:439 o LTE ()

¢ Back

Doe, John
CLINICAL SUMMARY AS OF 02/29/2020

General

GENDER FROM MEDICAID
Male

DATE OF BIRTH
01/01/1950 (70 Yrs)

Screen shots of PSYCKES are

m prohibited. Delete from Photos
immediately.

xY. 45

DUAL-ELIGIBLE (MEDICAID & MEDICARE)
Yes

MANAGED CARE PLAN

Fidelis Care New York (LTC Partial Cap)
HARP STATUS

Eligible Pending Enrollment (H9)
HARP HCBS ASSESSMENT STATUS

Tier 2 HCBS Eligibility (Reassess by
03/20/2020)

MC PLAN ASSIGNED PCP

Malmazada, Meir

Figure 38. “Screenshot prohibited” message

2020 PSYCKES User’s Guide:iOS Mobile Application 21



Updates to PSYCKES mobile app

The PSYCKES application is continually evolving and so will the mobile app. There are
two kinds of updates that can occur with the PSYCKES mobile app:

e iOS software update
e PSYCKES app version update

Users will receive automatic update messages when it is necessary to bring the iOS
software and/or PSYCKES mobile app up to date. These messages will include
instructions on how to update.

ATAT & 51PN AR Y B
( Login
Software Update Required

The PSYCKES App requires i0S version
10S:10.4, APP:1.0 or higher.

To update go to:
Settings > General > Software Update

Figure 39. “Software Update Required” message
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