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PSYCKES iOS Mobile Application

The PSYCKES mobile application for iOS devices (iPhone & iPad) was developed to
provide quick, portable access to a client's PSYCKES Clinical Summary. The mobile
app will be particularly convenient for users who interact with clients in the community;
however, it can be used by any PSYCKES user with an iOS device. For more
information about the PSYCKES application, visit the PSYCKES homepage.

Requirements for installing the PSYCKES mobile app

Before installing the PSYCKES mobile app, the following requirements must be met:

Technical Requirements

1. iOS device (iPhone, iPad, iPod; in the future, we hope to develop an app that is
compatible with Android devices)

2. The latest version of iOS; users can check to see if an upgrade is needed by
navigating to Settings > General > About and look for “Software Version” If your
version is not 15.0 or higher, navigate to Settings > General > Software Update
and select “Install Now” for latest update

3. iPhone 5 and above; iPhone 6s; iPhone 6s Plus; iPhone SE (original model);
iPod Touch (seventh-generation); iPhone 7;iPhone 7 Plus; iPhone 8; iPhone 8
Plus; iPhone X; iPhone XR; iPhone Xs; iPhone Xs Max; iPhone 11; iPhone 11
Pro; iPhone 11 Pro Max; iPhone SE (2020); iPhone 12 mini; iPhone 12; iPhone
12 Pro; iPhone 12 Pro Max

4. iPad Mini 2 and above; iPad Air; iPad Pro 9.7 & 12.9; THE iPad; iPad Pro 12.9-
inch (1st through 5th generations); iPad Pro 11-inch (1st through
3rd generations); iPad Pro 10.5-inch; iPad Pro 9.7-inch; iPad Air (3rd and
4th generations); iPad Air 2; iPad mini (5th generation); iPad mini 4; iPad
(5th through 8th generations)

Pre-Login Requirements

1. In order to use the PSYCKES mobile app, the user must be granted access to
PSYCKES by their provider agency. Access for individual users is managed by an
agency’s Security Manager(s). To find out if your agency has access to PSYCKES
or who your Security Manager is, contact PSYCKES Help Desk.

2. Users cannot login from the PSYCKES mobile app if it is their first time logging in
to the application. Users will need to login at least one time on the desktop
version, set up their PIN for their token, and then subsequent logins can be done
on the PSYCKES mobile app.

Installing the PSYCKES mobile app

To use the PSYCKES app, users will need to install it from the iOS App Store.
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Install PSYCKES mobile app: seoco ATET = 10:03 AM {3 SOXES?
1) Tap the App Store icon on iOS Device RS =
2) Search for “PSYCKES”

3) Install the free PSYCKES mobile B Ef;?-fﬁ?w.mm for [ INsTALL |
application (App Store account password

may be required
y d ) Figure 1. PSYCKES Mobile App

Installing and importing token into the RSA SecurID
Token app

An RSA SecurlID security token is required in order to login to PSYCKES. It generates a
random set of numbers at 60-second intervals and these numbers are what will be
inputted into the “passcode” section of the PSYCKES login page. These security tokens
are provided to users by OMH.

There are two forms of security tokens — a physical “hard” token that looks like a
keychain and a software “soft” token” that can be downloaded onto a computer or
smartphone. A hard token may be used to login to the mobile app; however, we
recommend installing a soft token onto your iOS device for the convenience of having
your token and PSYCKES mobile app in one place.

Install RSA SecurlD App

1. Tap the App Store icon on iOS Device

2. Search for “RSA SecurlD”

3. Install the RSA SecurlD app

4. If prompted, enter your Apple ID or iTunes account credentials

Import Token from Email

1. Soft tokens are sent via email to user’s email address listed in SMS:
a. New soft tokens are now automatically set to go on
computers only. To request a token for your “mobile
device instead of desktop,” send a request to the
OMH/ITS Helpdesk and include the following
information:
i. Name
ii. Emalil address
ii. OMH-issued User ID
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iv. Type of mobile device that your mobile token
will go on (e.g., iOS/Apple, Android, etc.)

b. Users who have a hard token but would prefer to use a
soft token can request to have a soft token sent to
them by the OMH/ITS Helpdesk

c. OMH/ITS Helpdesk contact information:

i. External Providers (Non-State Employees)
OMH Helpdesk: healthhelp@its.ny.gov
ii. State Employees ITS Helpdesk: fixit@its.ny.gov

2. Once the OMH/ITS Helpdesk approves your request fora mobile token, you'll
receive a confirmation email which will include:
a. Login instructions for the Self-Service Console
i. Note: Use a separate desktop computer to login to the Self-Service
Console (https://mytoken.ny.gov)
b. Mobile token import instructions

New or Additional Software Token
Request is approved

Dear John:

Healthhelp@ITS.ny.gov 3/1/2021
John.Smith@ABCHospital.org .

You have been assigned a new mobile token. We suggest using
two devices, one to display the code and your phone to scan it.
To generate your QR code for your phone please do the
following:

1. Go to https://mytoken.ny.gov
2. Login with your user ID and use ABCD1234 as the

password.
2 Db 1 H dada Lokt aial la lal

Figure 2. Mobiletoken confirmation email
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3. Login to the RSA Self-Service Console page on a desktop computer:

® Home

SELF-SERVICE CONSOLE

@ welp -

Attention: Due to the cur|
RSA Team needs to get iy
token request.

Please review our instructional
on working remotely is also avy

Advantages to RSA softwarg

* There is a short turnaround ti
* Requesters can monitor statuy

If you are unable to regquest|

Please allow up to 10 busines:
Please ensure you can pick up
your shipping address to a ne:
Once a hardware token is app
token, This email activation is

Please contact ROAMIL.Nv.00N

Log Gn

Log On

Log on with your corporate credentials to request new tokens and manage existing tokens,

User I |

Forgot your user ID? Contact your administrator.

t this time. In the event the
field when submitting your

hCRaZBE. More general information

itting the request,

losed, please be sure to change

kkcess to this email to activate your

FOUR CONPOFIte CTRIEATIMNE 1D IRGMSE New TOKSNE B

Support

3 mana0e Seting tokes

Do ysu reed 1o enatis 3 new token?

Figure 3. Enter User ID login to the Self-Service Console

4. Set your “Authentication Method” to “Password”:

* Home

SELF-SERVICE CONSOLE

@ Wl -

Attention: Due to the current high volume of requests, ITS strongly recommends the use of RSA software tokens at this time. In the event the
RSA Team needs to get in touch with you, please leave the best contact number in the “"Reason for Token Request” field when submitting your

token request.

Please review our instructional
on working remotely is also av

Advantages to RSA softwar

« There is a short turnaround tj
* Requesters can monitor staty

If you are unable to reques)

* Please allow up to 10 busined
* Please ensure you can pick ui

your shipping address to a ng
* Once a hardware token is apy

EE- Log On

You may choose how you want to authenticate yourself. Select your preferred authentication methed and log on.

User ID: johnsmith1

Password ¥

Authentication Method:

ool

CRGZBE. More general information

hitting the request,

flosed. please be sure to change

iccess to this email to activate your

token, This email activation i
Please contact RSAMits.n
Log On

\ser 10

P your CORPOIte CTEdeAn N 10 (8

“oQ¥ with any questions or concerns. Thank you.

Suppoet

ML e TOKENE BN) MANBNE SEETING TokPAE

Do ysu reed 1o enatin 3 new token?

Figure 4. Set authentication method to “Password”
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5. Enter the password that was provided in mobile token confirmation email:

SELF-SERVICE CONSOLE
*® Home @ elp -

Attention: Due to the current high volume of requests, ITS strongly recommends the use of RSA software tokens at this time. In the event the
RSA Team needs to get in touch with you, please leave the best contact number in the "Reason for Token Request” field when submitting your
token request. -
Please review our instructional video on how ‘v!' Log On

on working remotely is also available here: h)

L general information
Advantages to RSA software tokens: Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

* There Is a short turnaround time for electro jrest,
* Requesters can monitor status of token app)

User ID:
If you are unable to request an RSA soft|
« Please allow up to 10 business days for del| Authentication Method: Password
* Please ensure you can pick up the token fro| be sure to change
your shipping address to a new address wh Passwaord: sessnsn

* Once a hardware token is approved, you wi

mail to activate your

token, This email activation is required for i

Please contact RSAMits.nv.cox with any qued | cancel | Log On

Log On 5

L5 50 W yOUE CORPOFIER STRIBATIN 10 (GEE New TOKSNE B3 MANIOE SEITING TokerE

Do ysu reed 1o enatie 3 new token?

Figure 5. Enter password provided by Helpdesk

6. After successfully logging in, you will see a “My Account” section that provides
information on your new mobile token:

= 4 b st

O & mytckenay.go Links.do o e H

T npps [ PEVORES 0

= Logpes o0 25 jehmsmithABCHosptalorg | L0000

o | Difice of Infonmation

Technology Services  gp) E.SERVICE COMNSOLE

L My Account @ i

Tt e allmes oot v puur e
wou can afso use this paPe 10 request 2

g ez i, Corlain edls s puus scoot i adininstsber approval.
and user group membership, and s e regess hisnory

1, hotmr

Tomar Eribarpoive - Arndnonl Tobom mneds o e wclvabe buione s cen use iL Chok on U “scteale Yous ol ik o

My Authenticators My Frodile
Tokens - requesia i Prrsnnal Information

Ervtes i e void

Taken Sertal Humber RSA Securld R T
PN
cui Mar 34, 031 0:TTO0 P EOT

Evpires O TFo00-00 PM EET

O Diemand Aukhemtication
Srcuriby Guestions

Bar configused
' Floam et o pour security uestions and e

g g b e 3pplca on i 3geme T s il sritn i JpRCIon Gohy B tha perpese iendsd 3nd moegnin Ths any rksthiesss ar olicker 30Ty b eaprmedy (wahibized and may eubiberr s o bagal amion, misch sciviny indudos, bt i nor Bmined 03 30y ek oraed Jmempe m ooces dac, o 0
madity, e i

FERiS, (o Slovarribin te Softa i
Lerens

2 Eafzrmoron Tahselzgy SerAces
Copyrigit £ 1994. 010 Dl Tre. =r Bz suboclarian. AR Fighes Asaared.
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7. Within the “My Account” section, select “Activate Your Token”:

.- - -
:

salfsenvicayExistingUsen L inksde 6y

Legged o 360 johnamith@ ABCHospitalong | Los ol

oo | Cyifce c

ol infor on
Technalogy Servicas | cp) F SERVICE COMNSOLE

- My Authenticators
- My Account LR
Tokens - request 3 new token|view Securll token demo
Thiz AnE RIREE P B AR YL USAr prohie SR mAnAnE Ve
Vol vt b e U G L rega aulhenllers e us
Enterprise- Androld Activate Your Token

1, Hares talls, test, troubleshoot

Token Serial Number: 1234567850 RSA SecurlD

My Authenticators PIN: Mot Created

Craate PIN
. Dec 30, 2035 7:00:00 PM EST
Emtarprise- Andrald Actiale Four Token Expires On: request replacement

Wiew dvlaiy el Ll

ot Emterprie - Ancenid Token nesds b e acvats bafore yof

Tahans - peuusel s cey G e S

Tuskowrs Saer il Number: 12383567830
P on-Demand Authentication
Expras On:
Security Questions  zetup
Not configured
wn-Bemand Autlsentivation Ploase set up your security questions and answers

By kagging Inko the sprllcation you agres hak you will ik this appllowion ol dar the pupons Intended and racogrine tak any mbchisous or malicss scity e sy probibited asd moy abfect yo 52 lsgal actizn. Such actviey ind udas, bt be nat llibed 10 any snoutharined atemgt 1o accaas data, or b
iy, TeASCES ATGINaRT TR fompile, o Slennamizia te Sftare.
For ca ConkRct vaLr CurTe 35 tokan sdminidre .
Hum ‘ork Siata Citios of Enformartion Teshrolvgy Service
Casyright & 1995-1010 Dall Iec. or kn subcAarias. AN Rights Fxosrsad

Figure 7. “Activate Your Token” selection

8. A pop-up window will appear on the desktop computer with a QR code to be
scanned by your mobile device. The QR code will only be available for5
minutes

Activate Your Token

Step 1: Open the RSA SecurlD app on your device.
Mavigate to the screen to scan a QR Code. If you do not have the app, you can
download it from the app store on your mobile device.

Mote: The Scan QR Code option is not supported on i05 6.

Step 2: Scan QR Code. What is a QR Code?

MNote: The QR Code display will expire in 4:59 minutes.

¥ Scan QR Code unsuccessful?

Figure 8. Example QR code
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9. To scan the QR code, open the RSA app on your mobile device, and tap
“Scan QR Code” on the welcome page:

« Search wll T 10:26 AM < Q0% —
Welcome
Welcome

Welcome to RSA SecurlD

To use this app, you need to import This app requires a software token for generating one-
time passwords.

a software token.
Contact your administrators if you have not received a

P software token to import into the app.
Please contact your administrator.

SECURID

@ @

Import URL Scan QR Code

Figure 9. RSA app “Welcome” screen on Android (left) and iPhone (right)

10.the QR code is scanned, you'll see a confirmation on both the desktop screen
and your mobile device that the token has been successfully imported:
| Activate Your Token

1
Step 1: Open the RSA SecurlD app on your device
Navigate to the screen to scan a QR Code. If you do not have the app, you can
download it from the app store on your mobile device.
Note: The Scan QR Code option is not supported on iOS 6.

Step 2: Scan QR Code.
1 token was successfully imported into the RSA Software
Token app on your device

» Scan QR Code unsuccessful?

T

| [cioze)

Figure 10. Confirmation that token was successfully imported
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Logging In
Individuals granted PSYCKES-Medicaid access will be assigned the following:

1. OMHUser ID
2. RSA SecurlD security token

Follow the steps below to login to the PSYCKES mobile app:

1. Tap on the PSYCKES mobile app icon

2. Enter User ID

3. If the RSA token is downloaded on your iOS device, open the RSA app, input
your PIN, and select the blue arrow on the right

Note: If you did not download RSA SecurlD Token app onto your iOS device,
you can use your soft token on your desktop or hard token keychain and
manually type in the passcode into the PSYCKES app login page. If users would
prefer a soft token, they should contact their Security Managers and have them
put that request in SMS, or contact the ITS Helpdesk:

For NYS state employees (i.e. OMH, DOH, OASAS, etc.): fixit@its.ny.gov
For community providers: healthhelp@its.ny.gov

eeco0 ATET & 10:45 AM 7 % E6% .

PSYCKES

Need help logging in?

Figure 11. PSYCKES login page for mobile app
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4. The 8-digit time-sensitive passcode will appear in the soft token app, including the
seconds remaining to use that specific passcode. Tap the copy icon at the bottom of
the screen (as shown in Figure 12) in order to copy the passcode. Return to
PSYCKES app login page, double tap to paste passcode and tap Login.

Note: If using a hard token to login to the mobile app, enter your PIN + the 6
digits from the hard token into the passcode line.

g 328 PM T -
{PN 7
3889 5094

®

= ® >

®

Figure 12. Passcode from RSA

5. Once you have logged in by entering in your User ID and passcode, you will be
prompted with the Medicaid Confidentiality agreement. If you select ‘Agree,” you'll

be fully logged into PSYCKES. If you select ‘Disagree,” you will be brought back
to the login screen.
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948 ¥ a1 LTE (wm):
Log out

Medicaid Confidentiality

PLEASE AGREE TO THE TERMS AND CONDITIONS
BEFORE ACCESSING PSYCKES

Please Note: Medicaid recipient level data is
confidential and is protected by State and
Federal laws and regulations. It can be used
only for purposes directly connected to the
administration of the Medicaid program. You
are required to read, understand and comply
with these regulations. There are significant
State, Civil and Federal criminal penalties for
violations.

Please follow your agency's protocols for
handling and transmitting PHI and other
information protected by the Health Insurance
Partability and Accountability Act (HIPAA).

Federal Medicaid Confidentiality
Standards

The Federal Medicaid confidential data
standard is established by §1902({a)(7) of the
Social Security Act (42 USC §1386a(a)(7)).
The law requires that a "State plan for medical
assistance must: (7) provide safeguards
which restrict the use or disclosure of
information concerning applicants and
recipients to purposes directly connected
with the ardministration nf the nlan” This

Disagree Agree

Figure 13. Medicaid Confidentiality Agreement

Need Help Logging In?

On the PSYCKES mobile app login page, there is a “Need help logging in?” link that
provides users with instructions/answers to common login questions. Additionally,
contact information is provided if users have follow-up questions.
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eenco ATAT 5 11:16 AM < 3 78% W)
< Login
User ID

Setup

Forgot your user ID?

Passcode

PIN Setup

Forgot your pin?

Software "soft" security token
Physical “hard" security token

Install RSA & import token

Contact

Helpdesk Info

Figure 14. “Need Help Logging In” Page

For troubleshooting login issues, contact the ITS Help Desk:
For NYS state employees (i.e. OMH, DOH, OASAS, etc.): fixit@its.ny.gov
For community providers: healthhelp@its.ny.gov

For questions about the PSYCKES application; contact PSYCKES-
help@omh.ny.gov

Recipient Search

Once you have logged into the PSYCKES mobile app, the landing page is the Recipient

Search. This is for users to find clients in order to view their clinical summaries. Users
can search forindividuals by one or a combination of recipient identifiers.

Recipient Identifiers

e Medicaid ID

e Social Security Number (SSN)
e First Name

e Last Name

e Date of Birth (DOB)

2022 PSYCKES User's Guide:iOS Mobile Application
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as00 ATAT & 1153 AM 74 72N

Cancel Search

Search .

Q £e3
= ie

Figure 15. Recipient Search page

Why did my searchyield no results?

There could be a few different reasons why a search
could yield no results:
e Error entering client Medicaid ID or SSN
e Client is not in PSYCKES because new to
Medicaid or no behavioral health history

e Client received behavioral health services using another Medicaid number or
other insurance

Why did my searchyield too many results?

If your search criteria match more than 10 recipients in PSYCKES, you will receive a
message that instructs how to narrow results to find the intended recipient.

e Using unique identifiers (Medicaid ID or SSN)
e Searching by First Name, Last Name, AND DOB

Recent Recipients

* A special feature that the PSYCKES mobile app has that the desktop version
does not is the “Recent” tab on the bottom of the Search page.
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woooo ATET = 353 PM o % 96% -
Cancel Search
Search Recents
FIND CLIENT TO VIEW CLINICAL SUMMARY Clinical summaries you recently viewed
SN Name Doe, John B
Male
08/23/1980 (41 Yrs)
Medicaid ID (i.e, AA12345A) ast viewed 03/03/2022 04:37 PM
Doe, John B
Male
05/14/1986 (35 Yrs)
ast viewed 03/02/2022 09:35 AM
Q = i3
Q 8; @ eor Recents
o —
Figure 16. Recent tab icon Figure 17. Recent list

This feature lets users see a list of clinical summaries that they have recently viewed,
including the date and time in which they were viewed. The recent list will be in
descending order (latest viewed record will appear first).

Remove Recipients from Recent List

To remove a client name from the recent list, simply swipe left on the client's name and
select “Remove.”

Recents

Clinical summaries you recently viewed

John Smith

Maie
08/23/1980 (41 Yrs)
ast viewed 03/03/2022 04:37 PM
o Jasmine
61 (60 S)_ N ‘ Delete

Figure 18. Remove recipient from Recent List

Clinical Summary

The Clinical Summary in the PSYCKES mobile app provides the past one year of
information on an individual client across treatment settings with some exceptions (See
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note below). Certain data has special protections, including information on substance
abuse, HIV, family planning, and genetic testing, and will only be displayed in the
Clinical Summary with client consent or in a clinical emergency (more information
available in the Enable PHI Access section).

The Clinical Summary data is refreshed on a weekly basis.
Note: Alerts & Incidents (e.g., suicide attempt) will not be limited to the past one year
only but will include all available data. Additionally, the Hospital ER Utilization will

display 5 years.

The Clinical Summary is separated into these 10 sections described in more detalil
below:

e General e Plans & Documents
e Current Care Coordination e Screenings & Assessments
e Alerts & Incidents e Diagnoses
e Active Medicaid Restriction e Maedications
e Quality Flags e Services
General

The General section of the Clinical Summary includes:

e Gender from Medicaid

e Date of Birth

Address from Medicaid

Medicaid ID

Dual-Eligibility (Medicaid & Medicare)

Managed Care Plan

HARP Status

HARP HCBS Assessment Status

Primary Care Physician (Managed Care Plan-Assigned)

2022 PSYCKES User's Guide:i0S Mobile Application 17



12:43 v W LTE [m)

¢ Back

Doe, John
CLINICAL SUMMARY AS OF 02/29/2020

General

GENDER FROM MEDICAID
Male

DATE OF BIRTH
01/01/1950 (70 Yrs)

ADDRESS FROM MEDICAID
123 Main 5t
New York, NY 12345

MEDICAID ID
XYZ12345

DUAL-ELIGIBLE [MEDICAID & MEDICARE)
Yes

MANAGED CARE PLAN

Fidelis Care New York (LTC Partial Cap)
HARP STATUS

Eligible Pending Enrollment (H2)

HARP HCBS ASSESSMENT STATUS
Tier 2 HCBS Eligibility (Reassess by
03/20/2020)

MC PLAN ASSIGNED PCP
Malmazada, Meir

DSRIP PPS
Westchester Medical Center PPS

Figure 19. Clinical Summary: General Section

* A special feature that is available only in the PSYCKES mobile app is the ability
to view a map of the client's address by tapping on address.

Note: Address may not be current, depending on the accuracy of the Medicaid
information and when it was last updated.
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< Clinical Summary

Medicaid Address

Doe, John 8

1

Figure 20. Clinical Summary: Client Medicaid Address Map

Current Care Coordination

The Current Care Coordination section appears in the clinical summary of recipients for
whom information is available in the databases listed below. Current status and contact
information is displayed for the following applicable services:

e Health Home and Care Management:
e Assisted Outpatient Treatment (AOT):

e Assertive Community Treatment (ACT):
e Housing/Residential Program (CAIRS):

e Health Home Non-Medicaid Care Management (HHNMCM):
e Non-Medicaid Care Coordination (NMCC)

e Intensive Mobile Treatment (IMT)
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#0000 ATET = 2:28 PM % 58% M

& Search Results

Current Care Coordination

AOT
Behavioral Health Network, Inc. (Enrolled Date:
10/06/20186, Expiration Date: 06-0OCT-17), Main
Contact: Joy Smith, Phone: (585) 922 - 2500
HEALTH HOME (ENROLLED)

GREATER ROCHESTER HLTH HOME NETWORK
(Begin Date: 01/01/2014 - Current)

Deborah Peartree 585-737-7522
dpeartree@therihn.org

Kristy Kelley 585-978-7741
kkelley@therihn.org

CARE MANAGEMENT (ENROLLED)
BEHAVORIAL HEALTH NETWORK

MANAGED CARE PLAN
Fidelis Care New York

HARP STATUS
Enrolled without HCBS Eligibility (H1)

Quality Flags

BH QARR - DOH PERFORMANCE TRACKING MEASURE

Figure 21. Clinical Summary: Current Care Coordination Section

Figure 22. Calling providers from PSYCKES mobile app

2022 PSYCKES User's Guide:iOS Mobile Application

Another special feature that is available only in the PSYCKES mobile app is the
ability to call contacts directly from within the app by tapping on the blue phone
number and selecting “Call.”
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Additional Eligibility/Enrollment Messages Within Current Care
Coordination

The following messages will appear in a client’s Clinical Summary if applicable:

OnTrackNY Early Psychosis Program enrollment information
Health Home Plus eligibility

OPWDD NYSTART eligibility

POP High User and/or POP Potential Clozapine Candidate

OMH Unsuccessful Discharge — Lost to contact alert

High Mental Health Need

Active Registries

Medicaid Eligibility Alert

e Assisted Outpatient Treatment (AOT) Referral Under Investigation

Active Medicaid Restrictions

This section will only appear if the recipient has an active Medicaid Restriction. This
data includes type of restriction(s) (e.g., inpatient pharmacy, physician), the begin date,
and the name and contact information of the provider(s) to which the recipient is
restricted. This data is updated weekly from the Medicaid database.

Users can contact physicians/pharmacy directly by tapping on the phone number.

Alerts and Incidents

The Alerts & Incidents section in the Clinical Summary displays information from the New
York State Incident Reporting and Management System (NIMRS) as well as Medicaid
service information with date of the service and name of the provider agency related to:

Suicide Attempt

Suicidal Ideation

Self-Inflicted Harm/Injury

Self-Inflicted Poisoning

Overdose — Opioid

Overdose Risk — Concurrent Opioid & Benzodiazepine past 1 year
Positive Screening for Depression and/or Suicide Risk

Note: There is also a “View All” option located at the top of the section to view all alerts
and incidents in chronological order.
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< Search Results

Alerts & Incidents View All

Suicidal Ideation 24
most recent on 01/09/2022

Self inflicted Poisoning 31
most recent on 12/29/2021

Self inflicted Harm/Injury 2
most recent on 06/18/2020

Figure 23. Alerts & Incidents Section

Quality Flags
Quality Flags identify areas of concern in a client’s care or service utilization. Specific
Quiality Flags will be displayed for clients who meet criteria.

For more information about Quality Flags, please visit our PSYCKES webpage
www.psyckes.org under “Quality Concerns.”

Plans & Documents

This section allows the user to view previously existing Quality Flags
plans/documents or complete a safety plan using the e e s
Stanley-Brown Template. Safety Plans completed in the + No Qutpatient Medical Visit 1 ¥r
mobile app will attach to the client’s Clinical Summary LE;EE_;{ N-METR

and be available for any PSYCKES user working with » 2+ Inpatient - BH

that client (with consent or in an emergency).

Plans & Documents
Note: Plan can be saved as a draft and finished later Complete a Safety Plan  SE—_gGIT)
with same iOS device if it cannot be completed in one Safety Plan 1
SeSSion_ mast recant an 02/24/2020

Figure 24. Complete a safety plan
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< Back
Close || € Back
Safety Plan for John Smith Warning signs You can change the date if this was
Required fields are marked with * :
Complete each section of the ® o . completed prior to today.
Stanley Brown Template. Warning signs (thoughts, images,
feelings, behaviors) that a crisis may be
Date Completed 03/01/2022 developing Date Completed Mar 2, 2022
S 2 * Warning sign 1
Warning signs | isolate myself
Internal coping strategies \Warming &idn 3
| fe:{';:ggzig:s January 2020
Social supports & settings Febrt 1ary 1 2021
Warning sign 3
Family & friends for crisis help March 29027

Professionals & agencies
Making the environment safe

Reason for living

Important: This document will be accessible for the
individual client and/or provider agency involved in
creating it. Other provider agencies may view only with
client consent or in a clinical emergency.

Add to Clinical Summary Add to Clinical Summary

Figure 25. Completing Stanley-Brown safety plan template

Screenings & Assessments
In this section, users can review results and complete new screenings and assessments.
The following screenings and assessments are available within a client’s Clinical Summary
within iOS:

e Columbia Suicide Severity Rating Scale (C-SSRS)

e Patient Health Questionnaire (PHQ-9) depression questionnaire

Results of the screenings and assessments completed on the mobile app will be added to
the client’s Clinical Summary and will be viewable for any PSYCKES user working with
that client (with consent or in an emergency).
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< Back

Plans & Documents

Complete a Safety Plan ]

ol = B

C-SSRS

Screenings & Assessments

Complete a PHQ-9 or C-SSRS

most recent on 10/20/2021

a

Figure 26. View or complete assessment

e
< Bacs
Plans & Documents
Complate a Safoty Pan
Safety Plan

most tecart o0 SNOU02

&, n_—..

Comiphete a PHQ-Q or C-SSRS
C-SSRS

Mot secent on W2N2021

Diagnoses
Sehavioral Hoalth

3

PHQ-9 (Oepression)

11:399 wll 56 .

Cancel

C-SSRS for for John Smith
Columbia-Suicide Severity Rating Scale

This suicide screening is intended to be
administered as a Clinician-Client
interview.

Date Completed Mar 17, 2022
Entered By LOO0OCSM

MONTEFIORE
Aaency MEDICAL CENTER
Survey Type

Initial assessment
Includes lifetime questions

Ongoing assessment

11:409 wll 56 .

Cancel

C-SSRS for John Smith
Columbia-Suicide Severity Rating Scale

Question 1.

In the past 3 months, have you wished you
were dead or wished you could go to sleep
and not wake up?

Yes

No

Question 2.
In the past 3 months, have you actually had
any thoughts about killing yourself?

Yes

No

Add to Clinical Summary

514 il v i

C-SSRS added for Smith, John

Results summary:

High Risk: 1 Suicide Attempt(s); Last attempt
Past 3 months

Due to high risk, an updated Safety Plan
is recommended. In the Clinical
Summary, you can review existing plans
or complete a new one.

Back to Clinical Summary

Figure 27
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< Clinical Summary

Diagnostic information in the Clinical Summary is split into 2 | Behavioral Health Diagnoses
sections:

# Services
Diagnasis for diagnosis

e Behavioral Health

i Other Mental Disord 1
e General Medical er Mental Disorders

Each section lists the number of unique diagnoses on the Sehizoaffecive Disorder 10
right-hand side. Schizophrenia 3
Tap on the Behavioral Health or General Medical sections, Unspecified/Other Arodety Disorder 2
to view all primary and secondary diagnoses associated Unspecified/Other Psychotic !
with any Medicaid claim submitted for the recipient in the preorders

past year.

Tap on the diagnosis to view provider invoices associated
with the diagnosis, including the provider's name and date
of service.

Figure 28. Clinical Summary:
Behavioral Health Diagnoses

Medications
Medication information in the Clinical Summary is split into 3 sections:

e Controlled Substances
e Behavioral Health
e General Medical

Tap on the medication section (for example Behavioral Health Medications) to view a
list of medications that have been picked up within the past year, including information
on drug class, date of last pick-up, and total days’ supply of each medication in the past
year.

If the user is interested in seeing distinct pick-ups for medication in the past year, they
would tap on the right-hand arrow of the medication row. The individual medication
details would include the pick-up date, strength, tabs per day, route, quantity dispensed,
days supply, prescriber, and pharmacy details.

Note: Pickup records in the past 45 days may not be available.
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< Back < Behavioral Health Medications
Behavioral Health Medications Quetiapine Fumarate
Antipsychotic

In Past Year
Pk up records o past 45 days may not be avadlable

Medkcaton 2 Puckod Up Past Year 01/28"2022
Strength: 200 MG

Quetiapine Fumarate ;iﬁ:gr:?y: 1

Antipsychotic ’

Last Pick Up: 01/28/2022 Qty: 30

Dose: 200 MG, 1/day Days Supply: 30

Quantity: 30 Pharmacy: FRIENDLY CARE PHARMACY INC
Prescriber: Herman Merrill Scot

Gabapentin

Mood Stabilizer 01/03/2022

Last Pick Up: 11)0%/2021 8 Strength: 200 MG

Dose: 300 MG, 2/day Tabs per day: 1

Quantity: 60 Route: Oral
Qty: 30

Clonidine Hel Days Supply: 30

ADHD Med Pharmacy: FRIENDLY CARE PHARMACY INC

Last Pick Up: 10/07/2021 9 Prescriber: Herman Merrill Scot

Dose: 0.2 MG, 2/day

Quantity: 60 11/30/2021
Strength: 200 MG

Mirtazapine Tabs per day: 1

Antidepressant Route: Oral

Last Pick Up: 04/01/2021 2 Qty: 30

Dose: 45 MG, V/day Days Supply: 30

Quantity: 30 Pharmacy: FRIENDLY CARE PHARMACY INC
Prescriber: Herman Merrill Scot
08/25/2021
Strength: 20 QG e—

Figure 29. Clinical Summary: BH Medications Figure 30. Medication Pick Up Details
Services

The Clinical Summary provides information on the following services, if paid for by
Medicaid in the past year:

e Care Coordination e Laboratory & Pathology
e Outpatient Behavioral Health e Radiology

e Outpatient Medical e Medical Equipment

e Hospital & ER (5 Years) e Transportation

e Dental and Vision

e Living Support & Residential

The numbers on the right are the number of services provided in the past year.
Additionally, there is a “View All” option located at the top of the section that will display
all services in chronological order.
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Medical n Outpatient Medical
In Past Year
Medications
LAST MONTH LAST MO!
BehavioralHealth 01/18/2022 01118/
Clinic - Medical Specialty Clinic
Medical JACOBI MEDICAL CENTER JACOH
Type 2 diabetes mellitus with Type 2
hyperglycemia hyperg
Services View All
Care Coordination 4
Outpatient Behavioral Health 5 N )
Service Types View All
I Outpatient Medical 4 I Clinic - Medical Specialty 3
Hospital & ER 67 Physicians Group - 4
Internal Medicine
Living Support & Residential 2
Transportation 6

Figure 31. Clinical Summary: Services Figure 32. Outpatient Medical Services

Tap on the service category to view information on the specific services provided,
including date(s) of service, provider name, and diagnosis given at time of service.

Note: If the client you are viewing has not signed a consent, and this is not an

emergency, the Hospital & ER data will combine Mental Health and Substance Use
services into one Behavioral Health category

2022 PSYCKES User's Guide:iOS Mobile Application
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< Back < Back
Hospital & ER Hospital & ER
In Past 5 Years In Past 5 Years
LAST MONTH LAST MOY LAST MONTH LAST MOY
02/01?/2022 - 02/05/2022 02/02, 02/03/2022 - 02/05/2022 02/02,
Inpatient Mental Health ER Me| Inpatient Behavioral Health ER Me|
BRONXCARE HOSPITAL CENTER BRON! BRONXCARE HOSPITAL CENTER BRON
Schizoaffective disorder, unspecified Patient Schizoaffective disorder, unspecified Patient!
medical medical
Service Types View All ‘ Service Types View Al
ER Mental Health 33 ER Behavioral Health 36
ER Substance Use 3 ER Medical 9
ER Medical 9 Inpatient Behavioral Health 36
Inpatient Mental Health 33 Inpatient Medical 5
Inpatient Substance Use 3
Inpatient Medical 5
Figure 33. Clinical Summary with Figure 34. Clinical Summary
Consent or Emergency: ER Mental without Consent or Emergency:
Health & Substance Use Service Types ER Behavioral Health Service Type

iPad Exclusive Features

The iPad version of the mobile app was redesigned based off of focus group findings
and utilizes the additional space allowed on this type of device, such as displaying data
in a table format for maximum comprehension. Some other exclusive iPad features
include:

Brief Overview

The brief overview will now be pulled into the iPad iOS app. This will be the default
screen a user lands on when they drill into a client’s clinical summary. It will also follow
the same logic as the brief overview in the desktop. The iPad user will be able to scroll
on the page while the left-hand navigation menu remains fixed. Sections with data entry
options or data contained within them will allow the user to tap and view. Sections with
no data entry options or data available will be grayed out and a pop up will state there is
no data available in this section (See Figure 35).
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Outpatient Providers Last Service Date & Type
ity Flags Gender from Medicald Managed Care Plan Oty Fogs Past Year st S Vo
YAgRAZL Fidelis Care New York (Mainstream) SERVICES PLLC
Plane & Decuments: Medicald ID MC Plan Assigned PCP Plars & Docorments
TGQTHNK EHNOIXD N BRONXCARE HOSPITAL CENTER 071172021 Clinic - Medical Specialty
Scroirings & Assessivents Seroinings & Assessinents
Date of Birth HARP Status . . » "
fo— QOS99 (999 Yrs) SNP HARP Efgibla Tior 2 HCBS (H4 with o HARLEM HOSPITAL CENTER 0572772021 Clinle - Mockcsl Specialty
Dual-Eligible [Medicaid & Hel )
Nedcations Medicare} HARP HC8S Assessment Status Nedcatiens
No Tier 2 HCBS Eligibilty (Reassess by All Hospital Utilization + § Yeors
Servions Address from Medicaid 99110/2022) Gt
Services OverTane ?T”mm“ Services OvarTime & ERVislts #Faciitias Last Faciity Stay
s = e e 20 Mental Health 9 MONTEFIORE MEDICAL CENTER 0n 07/20/2021
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T o MeolthHome (Enroled S . 47 Medics) 14 MEDS 00S ER & OUTPATIENT en 12/11/2021
Detviors asith COMMUNITY HLTHCARE NETV/ORK Al Betavaral Health
Stats clive Inpatient Bt o
Oupatentedicd 10 Begin Date: 01-AUG-21 Scroll D Oupaturnmiedical 10 Admissions  ©ociies Last Faciity Stay
Ml Covtace Retchral croff Down 16 MentalHealth 6 METROPOLITAN HOSPITAL CENTER on
Hoepital & ER W0 Allen Warncek Hoepial & ER "
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it & Radiclogy = 5 Substance Use 5 MEDS 005 HOSPITAL an 121122021
Labarators Labaraton '3
pabe s posn 2 4 Medical 2 MONTEFIORE MEDICAL CENTER 0n 031512021
Living Seppoct & 7 B5S-CHN Uirg Seppoct K 7
Resdential Rewdeatial
Safety Plans Most Recant
: Care Management (Enrolled) :
L COMMUNITY HLTHCARE NETWORK Al = 1 Safety Plan 02)01/2021  BRONX PSYCHIATRIC CENTER
e POP Potentisl Clozapine Candidate
Evaluata for notentlal clozaoine Inftiationireferral due to schzoohrenla, hich
Figure 35. Clinical Summary: Brief Overview Figure 36. Clinical Summary: Overview Cont.

Services Over Time Graph

The iPad version of the mobile app includes the “Services Over Time” graph which is
located under the “Services” section of the left-hand navigation menu. It will display the
past 1 years’ worth of client data in graph form. The graph uses dots to represent
distinct services/medication pickups and lines to represent continuous services (e.g.,
hospital inpatient stays). The graph also displays a “Medicaid Eligibility” line showing
the time period during which a client was eligible for Medicaid service and identifies any
gaps in eligibility. The graph view helps the user spot patterns in the client’'s medication
adherence and/or treatment consistency.

Users will have the ability to “tap” the dots/lines within the graph to see hover over
details like dates and provider names. When the user “pinches” the screen, it will zoom
into that specific time frame to enlarge. There is a ‘Reset’ button on the top right corner
to return the graph to its full size. Additionally, users can turn their device horizontally for
the graph to have additional space. (See Figure 37).
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Figure 37. Clinical Summary: Services Over Time Graph

Service Type Cards and Filters

Certain service sections will have a gray “service types” card listed above the section’s

table. It will include the unique Service Types as well as their distinct counts for that
specific section (Figure 38). Beneath the Service Type Card will be a table displaying

the date, type, provider, and diagnoses/procedure.
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Figure 38. Clinical Summary: Service Type Cards

Within each of the service sections, there will be a “filter” button option. When selected,
a window will pop up with the section’s unique service types/counts and corresponding
checkboxes. The user can select whichever service types they are interested in and tap
“apply.” Once the filters are applied, the section’s table will only display the services that
were selected. Additionally, the service type card box will reflect the filtered services
(Figure 40).
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Filters for Hospital & ER

Services Types # Visits

| ER Mental Health 4
ER Substance Use 36
| ER Medical

1 Inpatient Mental Health

B Inpatient Sutstance Use

[ Inpatient Medical

Figure 39. Clinical Summary: Filters

2022 PSYCKES User's Guide:iOS Mobile Application



100 AM  Wed Mar 9 TSNS

< Back
[T emexaqi wag...

Onervite Hospital & ER reset | BFaer |

In Past 5 Years

Alerts & ncdents

Samvices Types ¢ Vais
Cowiy Fiags ER Substance Use 36
Pens B Documers Inpatient Substance Use w
SLI0SMINGS & ASSeasMants
Dxe Type Provider Diaonons
Clagnesas
123062 - npatient HELIO HEALTH KC  Alcohol dependence,
) W02 Gungtance Use unoamakcatad
Nescatiens

1228/2027  ER Substance Use  UNIVERSITY H5P Alcahol sbase with
Services SUNY HLTH SC rraication,

uncompicated
Services Gver Tane £
12231202t - Inpatient CONFER PARKINC  Algohol dependence,
All Seceicos wy 22002 gupsance Use uncomplcated

Carks Cacninaion 2 12202021 ER Substance Use  UNIVERSITY HSP Acohol sbuse with

SUNY HLTH 5C rroxication, unspecified
Outpationt = V=002 Inpatient CONFER PARKINC  Alcohol dependence
Dehavvorad Kaslth 1204021 substance Use uncomplcated

Datpatiant Medical 1 111282021 ER Substance Use  UNIVERSITY HSP Alcohol dependence with

SUNY HLTH 5C rraxication,
o - uncomplcated
: 122021 - ER Subatance Use  UNIVERSITY HSP Alcohel dependence with
Rediclogy & N SUNY HLTHSC marication,
uncomplcaled
Labaratory s
& Pathotogy 123021~ Inpatient FLACRA Alcohol dependence,
W26202  sybstance Use uncomplcated
Living Suppoct &
Ressdartinl 142021 - Inpatient FLACRA Algohel dependence,
a0 Substance Use uncomplcated
Curta
10/31/2021  ER Substance Uss  UNIVERSITY HSP Alcohol sbuse with
SUNY HLTH 5C mLoxication,
Vi uncomplcated

Figure 40. Clinical Summary: Service Types

What are Special Protections for PHI?

Client-level data is available to provider agency users when clients they serve are
positive for a quality flag, with client consent, or in a clinical emergency. Certain
categories of protected health information (PHI) are subject to additional special
protections.

Information with special protections include:

e Substance use

e HIV

e Family planning

e Genetic information

2022 PSYCKES User's Guide:iOS Mobile Application
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How to get access to PHI with special protections

PHI with special protections will be displayed in PSYCKES when the client signs:

1. PSYCKES Consent Form or;

2. Behavioral Health Care Collaborative (BHCC) Patient Information Sharing
Consent Form or;

3. Department of Health Adult Health Home Patient Information Sharing Consent
(DOH-5055)

The other instance in which PHI with special protections will be displayed is if:

1. Agency attests to a clinical emergency (Clinical Summary is available for 72
hours in a clinical emergency).

Consenting clients allows providers to view Medicaid recipients who are not positive for
a quality flag and/or have data with special protections, as well as for those recipients
who are not associated with a provider through Medicaid billing.

To consent a client, the user will need the client to sign consent. A PSYCKES consent
form that is pre-populated with your agency’s information can be printed from the
Registrar Menu of the PSYCKES web application. Currently, only English and Spanish
PSYCKES consent forms are available within the web application.

The PSYCKES consent form is also available as a blank PDF on the PSYCKES website
in the following languages:

e English e Japanese
e Spanish e Khmer

e Arabic e Korean

e Chinese e Russian

e Haitian e Urdu

e Creole

Note: Users with state level access and users from Managed Care Organizations will
see all available data, including data with special protections, without client consent.

How to Enable PHI Access

If a client is found in PSYCKES and has not yet been linked to the user’s agency via
Medicaid billing or with consent or emergency access, the Search Results page will
allow the user to “Enable PHI Access” by completing a four-step process to attesting to
the organization’s right to access the client’s clinical summary.
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Step 1: Search for clientin the entire PSYCKES database
a) Enter Medicaid ID, SSN, or a combination of Name and DOB in Search box.
b) Confirm the data matches the intended client

e |f data does not match intended client, return to Search Results
¢ |f data matches intended client, tap “Enable PHI Access.”

#0000 ATRT & 11:16 AM = % 73% W

«{ Search Results

Doe, John B

PHI ACCESS NOT YET ENABLED
General
GENDER FROM MEDICAID

Male

DATE OF BIRTH
01/01/1901 (117 Yrs)

ADDRESS FROM MEDICAID
350 5th Ave
New York, NY 10118

MEDICAID ID
AA12345B

Enable PHI Access

Figure 41. Search Results

Step 2: Select reason for having a right to access the client’s data

If the client signed consent, select:

a. Client signed the PSYCKES consent form — With signed consent, PSYCKES
users at the agency will have access to all available Clinical Summary data for
three years after the consent was entered, or three years after the last Medicaid
claim from the agency has been processed by the New York State Medicaid
Program, whichever is later.

o PSYCKES consent forms can be found/printed from the desktop
version of PSYCKES, under the Registrar Menu

b. Client signed the BHCC consent form — With signed consent, all clinical level
data including PHI with special protections will be viewable. Data will be available
to both the provider/agency that entered this BHCC consent as well as the
selected BHCC/IPA Network until the day the client withdraws consent, or until
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three years after the last date the client received services from the agency,
whichever comes first.

Client signed the DOH-5055 consent form — With signed consent, users at the
agency will have access to all client level data according to their User Role
Survey. The user types that will have access to the data are Care Management
and Health Home Administration. This access will remain in effect until the day
the client withdraws DOH-5055 consent, or until the client is no longer enrolled in
that Health Home, whichever comes first.

In the absence of signed consent, select:

a.

This is a clinical emergency — Selecting this will give user the ability to view the
client's data, including data with special protection, for 72 hours.

Client is currently served by or being transferred to my agency — Selecting
this will give user the ability to view a client’s Clinical Summary data if the client
has an applicable quality flag and it will not provide access to data with special
protections (HIV, substance use information, family planning, genetic testing).
The data will be available to PSYCKES users at the agency for 9 months.

Cancel

PHI Access

Why are you allowed to view
this data?

The client signed consent
only select consents that appfy

[J Client signed PSYCKES consent form

[J client signed a BHCC Patient Information
Sharing Consent

[:] Client signed a DOH-5055 Health Homme
Patient Information Sharing Consent

The client did not sign consent

[J This is a clinical emergency

[J Clientis currently served by or being
transferred to my facility

Cancel

Figure 42. Reason for viewing data
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Step 3: Indicate the way in which the client’s identity has been verified
and submit

Attest to client identity via the following:

e Select “Provider attests to client identity,” if you or someone at your agency
has experience with the client and hit ‘Next’ or;
o Select “Client presented 1 photo ID” OR “Client presented 2 forms of non-

photo ID” and hit ‘Next.” The user will be prompted to select the form(s) of
identification from an approved list.

seoco ATAT W TS AM 7§ 0ON I
< Back Cancel
PHI Access

How do you know this is the
correct person?

Provider attests client identity
Client presented 1 photo ID

Client presented 2 forms of non-
photo 1D

Figure 43. Confirming client’s identity
Step 4. Enable access

Depending on the reason you selected as your right to view a client’s Clinical Summary,
the “Enable” page will display a message. For example, if the client has signed the
PSYCKES consent form this is the message that will be displayed:
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PHI Access

Main Street Medical Center will
be given access to all available
Clinical Summary data for 3
years (renews automatically
with billed service)

Figure 44. Enable PHI Access for PSYCKES consent

Change PHI Access

At the top of a recipient’s Clinical Summary, you can see what type of PHI Access your
agency has for an individual.

®0000 ATRT = 9:52 AM 7 3% 87%

€ Recent
Doe, John B

CLINICAL SUMMARY AS OF 03/12/2020
PHI Access: Quality Flag

Update Access

Figure 45. Clinical Summary: PHI Access: Quality Flag - Updating PHI Access

If you wish to update the access you currently have for a recipient, such as wanting the
recipient’s full data (including data with special protection) it can be changed by
selecting “Update Access.”

Follow Steps 1-4 listed above in the “How to Enable PHI Access” section. Once you
have enabled the access you selected, you'll see the change reflected in the recipient’s
Clinical Summary:
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®0000 AT&T = 9:52 AM 1 X 87%

< Recent
Doe, John B

CLINICAL SUMMARY AS OF 03/12/2020

PHI Access: PSYCKES Consent _

Update Access

Fig 46. Clinical Summary: PHI Access: PSYCKES Consent

Withdrawing Consent

A client who has granted PSYCKES consent may withdraw consent at any time by
signing the PSYCKES Withdrawal of Consent form. Users would need to:

a. Print the Withdrawal of Consent from the desktop version of PSYCKES (or have
pre-printed copies handy)

b. Go to the desktop version of PSYCKES in the Registrar Menu to “withdrawal of
consent”

Note: If a user accidentally consents a client, they need to immediately withdraw
consent in the desktop version. If the user is unable to access a desktop, they should
contact the PSYCKES Help Desk immediately at psyckes-help@omh.ny.gov.

Logging Off

When a user has finished using the PSYCKES mobile app, it is important to log off. In
order to log off, the user will need to navigate to the Settings icon on the bottom right-
hand side of their screen.

Q & £e3

Settings

Figure 47. Settingsicon

Within the Settings page, the user can view the following:

a. The User ID they are logged in as

b. The agency they are associated with in PSYCKES

c. De-identify (see below)

d. The User Role Profile (see below)
In order to log out, the user will need to select “Log Out” at the top right-hand side of
their screen. Once the user has logged out, they will be brought back to the log in
screen.
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Figure 48. Settings: Log Out
De-identify

This feature allows users to scramble client identifying information within the mobile app
(name, date of birth, Medicaid ID, address.)
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Settings

PSYCKES Version 5.0

Logged In As
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Agency
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Health

=8N CENTER

De-Identify # o

User Role Profile

Figure 49. Settings: De-identify

The User Role Profile

When you first log into PSYCKES, users are prompted to complete the User Role
Profile. If a user wishes to update their User Role Profile, for example to indicate a
promation, this can be done within the iOS mobile app. The User Role Profile is located
under the Settings menu. From there, you have the option to update any fields as
necessary. Before saving, you have the option to review your responses.
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Figure 50. Settings: User Role Profile

Timing Out

The PSYCKES mobile app has a “timed out” feature that will log users out if the screen
has been idle for more than 15 minutes. This is to ensure the security of personal and
sensitive client information.

Screenshots Prohibited

Security of recipients’ sensitive and personal information is of the upmost importance in
PSYCKES. Due to this emphasis on security, users are prohibited from taking
screenshots while using the PSYCKES mobile app. If a user attempts to take a
screenshot, they will receive a message instructing them to go into their iOS device’s
photos and remove the screenshot. PSYCKES also reserves the right to audit users
who have taken multiple screenshots and may take required steps to remove access
from said user.
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Smith, John

Clinical Summary as of 02/27/2022
PHI Access: Quality Flag

D/ Update Access

General

Gender from Medicaid
Male
Date of Birth
08/23°
Screen shots of PSYCKES are
Addre prohibited. Delete from

1234 Photos immediately
BRON

OK
Medice.. .

ABC12345

Dual-Eligible (Medicaid & Medicare)
No

Managed Care Plan

Molina Healthcare of New York (HARP)
MC Plan Assigned PCP

N/A

HARP Status

HARP Enrolled (H1)

HARP HCBS Assessment Status
Never Assessed

Current Care-Seerdination

Figure 51. “Screenshot prohibited” message

Updates to PSYCKES mobile app

The PSYCKES application is continually evolving and so will the mobile app. There are
two kinds of updates that can occur with the PSYCKES mobile app:

e iOS software update

e PSYCKES app version update
Users will receive automatic update messages when it is necessary to bring the iOS
software and/or PSYCKES mobile app up to date. These messages will include
instructions on how to update.
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