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Login Requires User ID and RSA Security Token

= Auser ID and RSA token issued by the organization for which you
work is required to login to PSYCKES

— Note: If you work for an OMH organization, this user ID and token is
the same you mightuse for MHARS, CAIRS, NIMRS, PCS or MHPD

* Your organization’s security manager grants you access to
“‘PSYCKES-Medicaid” using the Security Management System (SMS)

Soft token on phone

Enter PIN

Hard token Soft token on computer
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Locating Your Soft Token

= Search email Inbox/Junk/Spam folders for soft token
email sent from either:

Its.sm.bhp.bs.omh.sao@its.ny.gov
OR
Information_security office@omh.ny.gov

= Your soft token email will contain the RSA token
attachment, and the password to import the token
(password to import token is sent within the same
emall or a separate email)
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Can’t Locate Your Soft Token Email?

= |f you can’t locate your soft token email, contact
the OMH/ITS Helpdesk:

— External Providers (Non-State Employees): healthhelp@its.ny.gov
— State Employees: fixit@its.ny.gov

» Request that your soft token email be resent to
you, and include your PSYCKES user ID

® Please note: New soft tokens now automatically set to go on computer
only. To request token for “mobile device instead of desktop,” send
request to OMH/ITS Helpdesk; include type of mobile device you have
(e.g., Android, iPhone, etc.)
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Install RSA SecurID App on Mobile Device

00000 AT&T = 11:52 AM < 3 100% [ #+
To install the RSA SecurlD token | === »
app onto your mobile device:
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1. Go to the App Store icon on
IOS device or Google Play on
Android device

2. Search for “RSA SecurlD”

3. Install the RSA SecurlD app
« Device account password
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Import Your Token Into RSA App on Mobile Device

ATS 2:39PM RAREREY L

= |_ocate your soft token emall [<& o <

This e-mail 1s meant only for the use of the
intended recipient. It may contain confidential

" [f necessary, forward token | semsm s miase

. . mail in crror or from someone who was not
emal I to an email I accou nt sathorkoed 1o send K 10 you; you sro stricily
prohibited from reviewing, using, disscrminating,
distnbuting or copying the c-mail. PLEASE
th at C a n b e aC C e Sse d O n NOTIFY US IMMEDIATELY OF THE ERROR
BY RETURN E-MAIL AND DELETE THIS
MESSAGE FROM YOUR SYSTEM. Thank you

mobile device opminpieds

= Open token email from
mobile device

= Tap on the token file
attachment; it will look like

this: “userlD/sdtid” s 5 m o« o
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Import Your Token Into RSA App on Mobile Device

» Select RSAs = Enter the password = Confirmation message
“Import with to import token that will display once token
Token” option was provided with is successfully

token email imported
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Install RSA Token Software on Computer

First check to see if RSA

token software already

exists on your computer
— Open the Windows

search/ Start menu
(bottom left of screen)

— Type “RSA” into the
search field

— If you see “RSA
SecurlD Token” under
programs, then the
software has already
been installed
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Install RSA Token Software on Computer

» |f the RSA token software has not been installed on your
computer, you can install it using one of the following sites
depending on your Windows System Type:

— RSA SecurlD Software Token 5.0.2 for Microsoft Windows (64-bit)
— RSA SecurlD Software Token 5.0.2 for Microsoft Windows (32-bit)

* To find out If you have a 64-bit system or a 32-bit system
on your home computer, go to “System Information” via
your Windows search/Start menu in bottom left corner of
screen or through control panel

— “System Type” x64-based PC, use the 64-bit link to install RSA
— “System Type” x86-based PC, use the 32-bit link to install RSA
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https://community.rsa.com/external-link.jspa?url=https%3A%2F%2Frsa.com%2Fcontent%2Fdam%2Frsalink%2Ftokens%2Fwindows%2FRSASecurIDSoftwareToken5.0.2x64.zip
https://community.rsa.com/servlet/JiveServlet/download/73395-9-57434/RSASecurIDSoftwareToken5.0.2x86.zip

Install RSA Token Software on Computer

Extract/Un-Zip token file from download
— Select “Show in folder”
— Select “Compressed Folder Tools” > “Extract all”

1. Click “Next” at the Welcome screen

2. At the “License Agreement” screen, if you agree, select
accept the terms in the license agreement” and click “Next”

3. On “Setup Type” screen, leave the default “Typical” checked
and click “Next”

4. On “Ready to Install the Program” screen, click “Install”
. When the installation is complete, click “Finish”
6. Note: You do not need to restart your system
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ﬂ R5A SecurlD Software Token - Setup Wizard

ﬁ RSA SecurlD Software Token - Setup Wizard

License Agreement .
R S A Welcome to the RSA SecurlD Read the following license agreement carefully, R S A
Software Token Setup Wizard

A
The Setup Wizard will install RSA SecurID Software Token
5.0.2.440 x64 on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard. LICENSE AG REEMENT

*** IMPORTANT INFORMATION - PLEASE READ
CAREFULLY ***

WARNING: This program is protected by copyright law and
international treaties. This Software contains computer programs and other proprietary |,

Print

(®)1 accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

< Back Cancel = Back Cancel

ﬁ RS54 SecurlD Software Token - Setup Wizard ﬂ RSA SecurlD Software Token - Setup Wizard

Setup Type . Ready to Install the Program .
R SA The Setup Wizard is ready to begin the Typical installation. R S A 4

Choose the setup type that best suits your needs.

Pleaze select a setup type.

Click Install to begin the installation.

The RSA SecurlD 5_oftware TUkE” application will be installed. The If you want to review or change any of your installation settings, dick Back. Click Cancel to
Browser Plug-ins will not be installed. exit the wizard.

Choose which program features you want installed and where they will
be installed. Recommended for advanced users.

< Back w Cancel




Setup Wizard Completed

The Setup Wizard has successfully installed RSA SecurID
Software Token. Click Finish button to exit the wizard.

[ ]Launch RSA SecurID Software Token

< Back Finish Cancel




Import Your Token Into RSA Software on Computer

When you have RSA Token Software on your computer:
» | ocate your soft token emall

= Double-click on the token attachment (.sdtid)

= Click to open

= Enter password provided in the token emalll

— The password was either in the same email as your
token attachment or in an email sent separately

— This password Is case sensitive
» Success message appears, click “OK" or...

= Optional: change the "name” of your token to your
user ID for future convenience é
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By Mail - VanDeWal, Erica L (OMH]) - Qutlook - Google Chrome

B outlook.office365.com/mail/deeplink?version=2020051101.058&popoutve =18&leanbootstrap=1 ®
%y Replyall | ~ [a] Delete (&) Junk Block
Your token
WanDeWal, Erica L (OMH)
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YanDeWal, Erica L (QOMH) =

@ Software Token Instructions f... D LOOOOELY_00155922991.sdtid h

57 KB 7 KB b

2 attachments (64 KB} Download al Save all to Onelrive - Mew York State Office of Infomnation Technology Services

Per your request a software token has been assigned to you.

A software token does require software to be installed on the device and then the token is imported.
Instructions have been included in the attachment. Also attached is the sdtid file that is your
software token. Please read the instructions carefully so you will know what action you will need to
take. Your PIN is in New PIN mode. Therefore, please read the instructions for Setting your token

PIN.
Your password to import your token is: jon7smi

FPlease be sure to enter it in lowercase, as it is case-sensitive.

RZA LOOOOELY_00015...sdtid - Show all 4




r=n Enter File Password A

To complete import of LOOO0OELY_000155922991.=dtid file enter a
password.

< Enter password provided in
token email and click “OK”

Enter Password: [---um"-

[ Ok ][ Cancel l

r=a RSA SecurlD Token *

Token named 000155922991 successfully imported to Local Hard Drive (RSA).

Want to change token name? ‘ Change Name ‘

LOODOELV : (=
Options v
—
Enter PIN: ( ’
|

RS/ Securid




Requesting a Soft Token

» |f you use a hard token to login to PSYCKES and
would like to switch to use a soft token, contact the
OMH/ITS Helpdesk:

— External Providers (Non-State Employees): healthhelp@its.ny.gov
— State Employees: fixit@its.ny.gov

= Request that a soft token be sent to you, and
Include your PSYCKES user ID

" Please note: New soft tokens now automatically set to go on computer
only. To request token for “mobile device instead of desktop,” send
request to OMH/ITS Helpdesk; include type of mobile device you have
(e.g., Android, iPhone, etc.)
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