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PSYCKES PHI Access Module

Overview

PSYCKES-Medicaid users can view client-level Medicaid data of clients for whom the
user’s provider agency billed Medicaid and who are positive for a quality flag. This is
due to a federal mandate to monitor the quality of care for Medicaid clients. Certain
categories of protected health information (PHI) — including data associated with HIV,
substance use, family planning, and genetic information — are legally subject to
additional special protection and will not be displayed in PSYCKES-Medicaid without
client consent. OMH developed the PHI Access Module in PSYCKES-Medicaid to allow
provider agencies to obtain consent from clients for expanded access to their Medicaid
data. The PHI Access Module allows providers to view the Clinical Summary of
Medicaid recipients who are not positive for a quality flag and/or have data with special
protections, as well as for those recipients who are not associated with a provider
through Medicaid billing.

Gaining Access to the PHI Access Module
The PSYCKES PHI Access Module is accessed

through the “Registrar Menu” in PSYCKES- Implementation
Medicaid. In order to view the Registrar Menu, users JRUEERIgIERo[olell[gg[<piNer=1{(<To)
need PSYCKES Registrar access, in addition to Using PSYCKES for Clinical
PSYCKES-Medicaid access. These access levels Purposes: Guidelines for

are specified in the OMH Security Management Policies and Procedures as a
System (SMS). When a user has been granted tool to assist in implementing
PSYCKES Registrar access by their facility’s the PHI Access Module.
Security Manager, the Registrar Menu will be visible =&l s ERIglsl el leEvle]g)
upon logging into PSYCKES-Medicaid. strategies:

A PSYCKES Registrar is responsible for using the +« Identify staff that will be
PSYCKES PHI Access Module to attest: obtaining consent from

clients.

Create procedures for the
consent process.

Assign one or more staff
members to the role of
‘PSYCKES Registrar’.

1. Client has granted consent for staff at the
organization to access PHI;

2. PHI is being disclosed due to a clinical
emergency ofr;

3. Clientis being served by or transferred to the
provider agency.

The Registrar is also responsible for registering a client’s withdrawal of consent in
PSYCKES-Medicaid if the clients chooses to withdraw their consent and signs the
PSYCKES withdrawal of consent form.
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Clients for whom consent is required typically include:

e New admissions that are being served by your facility for the first time but have
previously received Medicaid services at any facility;

e Clients with a quality concern who potentially have data with special protections;

e Clients served by your facility who are not flagged with a quality concern and;

e Clients being transferred to your facility.

It is recommended that the PSYCKES Registrar sets up the PSYCKES consent form
ahead of time and prints multiple copies to have on hand for obtaining client consent.

The following steps detail how to set up and print the PSYCKES consent form using the
Registrar Menu in PSYCKES-Medicaid and how to obtain signed consent from clients:

A. Set up PSYCKES Consent Form
Set up the PSYCKES consent form ahead of time to include specific information about

the facility within the consent form:

@ L ogin to PSYCKES,

9Hover mouse over the
“Registrar Menu”.

@CIick on “Administration”
menu.

O Click on “Add/Edit Provider
Details for consent form”.
Note: The “Name of Provider”
field will be pre-populated with
your organization’s name.

['QY@_KFS MEDICAID -m
o e B O R S G | G e S O i

1

L)

=" :
PSY@_KFS MEDICAID m
[ G oot it oo © oot Saarch_© Prvstos i | i

Figure 1. Registrar Menu: Administration

6Fi|l in the blank fields so that the relevant contact information below can be
populated into the PSYCKES consent form:

» Name (or title) and phone number of staff member to which clients can
report suspected improper use of PSYCKES PHI.

» Name (or title) and phone number of staff member clients can contact to
obtain the PSYCKES Withdrawal of Consent form.

» Name (or title) of staff member to which clients can give the signed
PSYCKES Withdrawal of Consent form.

@ click “submit”.

Note: The information entered in the Administration menu will automatically populate on
all PSYCKES consent forms printed by any PSYCKES Registrar at the organization.
The information can be edited at any time by returning to the Administration menu.
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B. Print PSYCKES Consent Form
Print the consent form via the Registrar Menu in PSYCKES-Medicaid:

oHover mouse over the “Registrar Menu”.
9Click on the “Consent Forms” menu.

@Where it says “PSYCKES Medicaid — Print Consent Form”, select language of
consent form to be printed (English Version or Spanish Version).

GChoose “Open” for consent form to open in PDF format.

6Print consent form PDF (click File = Print).

pSY{ KES MEDICAID

ice of Mental Healh

QMy Qi Report () Statewide Reports Q) Recipient Search Q) Provider Search I © Registrar Menu I Q Usageé‘ts Q User Settings

Q PHI Access Q) Recipient Census | @ Consent Forms |O Administration

Psyckes Medicaid - Print Consent Form (

Psyckes Medicaid - Print Withdraw Consent Form (

Release: 4.9.3

Figure 2. Registrar Menu: Print PSYCKES Consent Form

C. Client Signs PSYCKES Consent Form
The appropriate time client consent is obtained should be decided:

e Include PSYCKES consent form in intake package, along with other forms or;

¢ Clinician can explain PSYCKES during a session with client and request consent.
On the consent form, the client can grant (or deny) her/his consent for a facility to

access all electronic health information through PSYCKES-Medicaid in connection with
providing health care services.

The PSYCKES consent form:

0,

+ Describes the type of medical information that will be available to the
provider, including PHI with special protections.

< Explains that once consent is granted, information on medical services that
occurred before or after the date of consent will be viewable in PSYCKES.

% Remains in effect until the day the client withdraws consent, or until three

years after the last date the client received medical services from the

provider aaencv. whichever comes first.

S —

D. File PSYCKES Consent Form
Offer a copy of the signed PSYCKES consent form to the client and file the original
consent form in the client’s chart (paper chart or EMR).
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Attest to Right to Access Client Data

The PSYCKES Registrar must use the PHI Access Module to attest to the right to
access client data (consent, clinical emergency, or attestation of service) in order for
users at the organization to be able to access the client’'s medical information. The
following steps detail how to use the PHI Access Module to attest to the right to access
client data:

oLogin to PSYCKES-Medicaid.

9Hover mouse over “Registrar Menu”.

9CIick on “PHI Access” menu.

@CIick “Enable access to client’s Clinical Summary”.

Now York State

PSY@KES MEDICAID
[T e of Mental Hoath

QOMy QI Report () Statewide Reports () Recipient Search Q) Pr%er Search I © Registrar Menu I Q Usage Reports () User Settings

@ PHI Access |@ Recipient Census () Consent Forms () Administration

PSYCKES Medicaid Protected Health Information (PHI) Access Menu

Enable access to client’s Clinical 'E-ummary‘:ly attesting to one or more of the following:

+ Client signed a consent form
+ Client data is needed due to clinical emergency
« Client is served at/is being transferred to yvour provider agency

Register client’s withdrawal of consent to disable access to client data.

Note: under certain circumstances (e.g., client quality flag), your provider agency may still have access to limited client data.

Deactivate an attestation of service that created a manual link between a client and your provider agency.
Note: Clients may still be linked to your provider agency based on Medicaid data.

Release: 4.9.3

Figure 3. Registrar Menu: PHI Access
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eFoIIow Steps 1 — 3 to look up client, attest to right to access data, and verify identity.

Step 1: Search for client in the entire PSYCKES-Medicaid database

a) Enter Medicaid ID or Social Security Number (including dashes).
b) Select the radio button next to the search option you are using (Medicaid 1D
or SSN).
c) Click “Search”. The client's demographic information will appear in the search
results.
d) Confirm the information matches the intended client
= If information does not match intended client, click “No, search again”.
= If information matches intended client, click “Yes, Continue to Step 2.

o Yok St
psY (I KES MEDICAID (o
[BFIE  Ofca of Mental Heath
OMy QIReport Q) Statewide Reports Q) Recipient Search Q) Provider Search [ @ Registrar Menu | © Usage Reports  Q User Settings
@ PHI Access ) Recipient Census ) Consen tForms @ Administration

Step 1

Enter dient’s Medicaid ID or Social Security Number and dick Search.

® Medicaid ID: ) SSN (XXX-XX-XXXX): AAAODOC-AI Search

Search Results:

Medicaid ID:

Name

Address

City State  Zip
DOB (MM/DD/YYYY) Age Sex

Is this the correct person?

[Ves, continue to Step 2 | | No, search again | :

TRel 2.9.3

L

hy -
psY (' KES MEDICAID * (0

QMy Qll Report _ Q) Statewide Reports Q) Recipient Search Q) Provider Search [  Registrar Monu | © Usage Reports Q) User Settings

@ PHI Access (Q Recipient Census Q) Consent Forms Q) Administration

Step 1

Enter client’s Medicaid ID or Social Security Number and dick Search.

® Medicaid ID: ) SSN (X00X-XX-XXXX): AADODDA Search

Search Results:
Medicaid ID:
AACOCDA
Name
MOUSE MINNIE
Address
13 GOOFIE LANE

City State  Zip
DONALD COUNTY NY 12345
DOB (MM/DD/YYYY) Age Sex
01/01/1500 21 F

Is thi rson?
Yes, continue to Step 2 No, search again |

Figure 4. Registrar Menu: PHI Access Step 1

Release: 4.9.3
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Step 2: Select reason for having aright to access the client’s Medicaid data
= If the client signed the PSYCKES consent form, check the box next to “Client
signed the Consent Form”
= In the absence of a signed PSYCKES consent form, select all that apply:

o0 Attestation of Clinical Emergency — Checking this box will only give
you the ability to view the client’s data for 72 hours. You are allowed to
print the client’s clinical summary during this time and place it in the
client’s chart.

0 Attestation of Service: Client is currently served by/ being
transferred to [Facility Name will pre-populate] — Checking this box
will only give you the ability to view a client’s Clinical Summary data if
the client has an active quality flag and it will not provide access to data
with special protections (HIV, substance use information, family
planning, genetic testing).

e Yiork Stata

PSY{ KES MEDICAID 0
[TIL  Offca of Mental Heath

OMy QI Report () Statewide Reports () Recipient Search (Q Provider Search I © Registrar Menu I Q Usage Reports () User Settings

@ PHI Access () Recipient Census () Consent Forms () Administration

Attestation for right to access client's Medicaid data (Select at least one option):

1. |Client signed the Consent Form 0o (_

{Access to all data for three years after the last Medicaid claim)

2. In the absence of signed consent, you may get limited access to client’s clinical data. Please check all that
apply:

a. | Attestation of Clinical Emergency | ‘

(Access to all data for 72 hours)

b. | Attestation of Service: Client is currently served by/ being transferred to [Agency Name] = (—
{Clinical Summary data is available only if the client has an active quality flag. In the absence of
consent, specially protected information such as HIV, family planning, substance use treatment etc.
will be excluded.)

Figure 5. Registrar Menu: PHI Access Step 2
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Step 3: Indicate the way in which the client’s identity has been verified
and submit
a) Attest client has been identified via the following:
= Check the box next to “Service provider attests to client identity,” if you or
someone at your facility has experience with the client or;
= Select the types of identification presented by the client from the two drop-
down lists (shown below) if the client presented two forms of valid
identification.
b) Complete the PHI Access Module process by clicking one of the following
buttons:
= Click “Submit and go to clinical report” to complete the process of
enabling access to client’s Clinical Summary to all users at your facility
and proceed to the client’s Clinical Summary;
= Click “Submit and quit” to complete the process of enabling access to
client’s Clinical Summary to all users at your facility and return to the main
PHI Access menu or,
= Click “Quit and do not submit” to cancel the process of enabling access
to that client’s data and return to the main PHI Access menu.

Client has been identified via the following:

Service Provider attests to client identity ]
—OR—

Client presented the following 2 forms of documentation to identify him/herself:

Identification 1z

Select from drop-down list [=]
Identification 2 :
Select from drop-down list [=]
Submit.and go to client’s Clinical Report ] l e ] [ e
Rel : 4.9.4

Figure 6. Registrar Menu: PHI Access Step 3

U.S. Passport, with photograph and name of the individual;

Driver's license or ID card issued by a state or outlying possession of the United States with photograph and name of the individual;
ID Card issued by US Federal, NY State or NY local government provider or entity, with photograph and name of the individual
Social security card

Foreign passport with |-651 stamp or attached INS Form 1-34 indicating unexpired employment authorization

___| Alien Registration Receipt Card with photograph (INS form 1-151), AKA "Green Card”;

United States Permanent Resident Card (USCIS Form 1-551), AKA "Green Card"

Temporary Resident Card (INS Form |-688).

Employment Authorization Card (INS Form |-683A);

Reentry Permit (INS Form 1-327)

Clie Refugee Travel Document (INS Form I-571);

Employment Authorization Document issued by the INS which contains a photograph (INS Form 1-688B):

Credit or bank card that is verified to be currently valid:

Current credit check to a recognized resource that confirms the information on the primary photo-ID:

Student ID that is verified to be current and valid.

Voter's registration card;

Military dependent’s 1D card;

US Coast Guard Merchant Mariner card;

Mative American tribal document;

Driver's license issued by a Canadian government authority

Ste|

Select from drop-down list v
Identification 2 :
Select from drop-down list v

| Submit and go to client’s Clinical Report | Submit and Quit n Quit and do not submit |

Release: 4.9.4

Figure 7. Registrar Menu: PHI Access Types of Client Identification
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Withdrawal of Consent

A client who has granted PSYCKES consent may withdraw consent at any time by
signing the PSYCKES Withdrawal of Consent form. A PSYCKES Registrar must revoke
the consent using the PHI Access Module in PSYCKES-Medicaid. Withdrawal of
consent revokes a facility’s ability to view a consented client's Medicaid data. However,
if the person who withdrew consent is flagged in PSYCKES for a quality concern, some
data for that person will still be accessible in PSYCKES, with the exception of data with
special protections (HIV, substance use information, family planning, genetic testing).

Note: Facilities that accessed a client's PSYCKES information while the consent was in
effect may include the information in the client's medical record. Even if the client
decides to withdraw consent, facilities are not required to return the PSYCKES
information accessed while the consent was in effect nor are they required to remove
the information from their records. Consent may be reinstated by having the client sign
a new PSYCKES consent form and having the PSYCKES Registrar complete the steps
in the PHI Access Module again.

The following steps detail how to use the PHI Access module to print the PSYCKES
Withdrawal of Consent form and revoke client consent:

A. Print the PSYCKES Withdrawal of Consent Form
GHover mouse over the “Registrar Menu” in PSYCKES-Medicaid.

GCIick on the “Consent Forms” menu.

eWhere it says “PSYCKES Medicaid - Print Withdraw Consent Form,” select

language of withdrawal of consent form to be printed (English Version or Spanish
Version).

QChoose “Open” for withdrawal of consent form to open in PDF format.

6Print withdrawal of consent form PDF (click File - Print).

N York State

psY({ KES MEDICAID (o

Gffica of Mental Heath

OMy QI Report ) Statewide Reports () Recipient Search () Provider Search I © Registrar Menu I Q Usag#por‘tg © User Settings

@ PHI Access () Recipient Census| @ Consent Forms |Q Administration

Psyckes Medicaid - Print Consent Form (

Psyckes Medicaid - Print Withdraw Consent Form {

Release: 4.9.4

Figure 8. Registrar Menu: Print PSYCKES Withdrawal of Consent Form
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B. Client Signs PSYCKES Withdrawal of Consent Form

C. File PSYCKES Withdrawal of Consent Form
Offer a copy of the signed PSYCKES withdrawal of consent form to the client and file
the original consent form in the client’s chart (paper chart or EMR).

D. Revoke PSYCKES Consent

a) Login to PSYCKES.

b) Hover mouse over “Registrar Menu”.

c) Click on “PHI Access” menu.

d) Click “Register client’'s withdrawal of consent” to disable access to client data.

e) Enter the client’'s Medicaid ID in the box provided and click “Search”.

f) Client's demographic information will appear; confirm the client found is the client
that signed the withdrawal of consent form.

g) Click “Withdraw” and a message box will appear asking you to confirm you wish
to withdraw consent; click “OK” to proceed and a confirmation message that
consent has been withdrawn will be displayed on the next screen.

Mewe ork State.

PSY (! KES MEDICAID 0
m. ' ‘i' Offica of Mantal Heakh

QOMy Ql Report Q) Statewide Reports Q) Recipient Search Q Provi"&earch @ Registrar Menu I © Usage Reports () User Settings

@ PHI Access (D Recipient Census (@) Consent Forms Q) Administration

PSYCKES Medicaid Protected Health Information (PHI) Access Menu

Enable access to cdlient’s Clinical Summary by attesting to one or more of the following:

+ Client signed a consent form
+ Client data is needed due to clinical emergency
+ Clientis served at/is being transferred to your provider agency

Register client’s withdrawal of consent to disable access to client data.
Note: under certain circumstances (e.g., client quality flag), your provider agency may still have access to limited client data.

Deactivate an attestation of service that created a manual link between a client and your provider agency.
Note: Clients may still be linked to your provider agency based on Medicaid data.

Release: 4.9.4

Figure 9. Registrar Menu: PHI Access Withdrawal of Consent
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Mg York State.

PSY{Ut KES MEDICAID
TSI  Gfca of Mental Heath

©My Ql Report () Statewide Reports () Recipient Search () Provider Search I @ Registrar Menu ] Q Usage Reports Q) User Settings

@ PHI Access () Recipient Census () Consent Forms () Administration

Register client's withdrawal of consent

Medicaid ID: | sgpopas
PHI Access

Release: 4.9.4

e

Maw York State.

PSYQUt KES MEDICAID ¥
[T  Ofice of Mental Haath

Q@My QI Report () Statewide Reports (Q Recipient Search () Provider Search I © Registrar Menu ] Q Usage Reports Q) User Settings

@ PHI Access () Recipient Census Q) Consent Forms () Administration

Register client's withdrawal of consent

Medicaid ID: | appopan

Results:
MOUSE MINNIE 01/01/1900 13 GOOFIE LANE DONALD COUNTY NY 12345 | ADDOOAA Withdraw

] Release: 4.9.4

-

=

] N ‘York Stata
PSY (I KES MEDICAID *

!- -Ili' Office of Mantal Heath
My QI Report Statewide Reports Recipient Search Provider Search Registrar Menu Usage Reports User Settings
OReg
@ PHI Access () Recipient Census () Consent Forms () Administration
- . . Message from webpage
Register client's withdrawal of =
Medicaid ID: A%
ADDODA @ Do you wish to withdraw the Consent?

-
Results: | oK | [ Cancel ]
MOUSE MINNIE 01/01/1900 13 GOOFIE LANE DONALD COUNTY NY 12345 | ADDOOAA Withdraw

[ Release: 4.9.4

.l

| New York Stata

1

PSY(tKES MEDICAID .

©OMy QI Report () Statewide Reports () Recipient Search Q) Provider Search I @ Registrar Menu ] © Usage Reports Q) User Settings

@ PHI Access (Q Recipient Census Q) Consent Forms Q) Administration

|-
[Consent withdrawal for recipient:) AODDDDAA

Register client's withdrawal of consent

Medicaid ID:

Release: 4.9.4

Figure 10. Registrar Menu: PSYCKES Withdrawal of Consent Procedures
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Look-up Consented Recipients in PSYCKES-Medicaid

After a PSYCKES Registrar uses the PHI Access Module to attest to the facility’s right
to access a client’s Clinical Summary, any PSYCKES-Medicaid user at the facility will

have access to the client’s Clinical Summary. The Recipient Search menu allows users
to look up clients in PSYCKES-Medicaid.

To view a list of all recipients consented to your facility, follow these steps:
O Login to PSYCKES-Medicaid.

9Click on “Recipient Search” menu.

9Within the “Services by a Specific Provider” search box, locate the “Current Access
Status” drop-down filter.

@From the drop-down list, select “Active Consent”.

BCIick “Search” in the bottom right hand corner (note: the Recipient Search function

defaults to display 50 recipients for each search. To view more names, select a

larger number in the “Maximum No. of Rows to be displayed” drop-down filter before
clicking “Search”).

e York State

0

Office of Mental Hoath

PSY@KES MEDICAID

¥

OMy QI Report  Q Statewide Reporlsl @ Recipient Search |O Provider Search () Registrar Menu () Usage Reports () User Settings

De-Identify

Recipient ldentifiers

Medicaid 1D or SSN: or First Name: Last Mame: DOB: MM/ DD/YYYY

Recipient Characteristics - as of: 11/27/2014

Quality Flag®: 10/01/2014 Definitions Services by a Specific Provider: |10/01/2014

Side-Effect Management

Sl
Diagnoesis:

Diagnosis given: 1+ ¥ times
Primary/Secondary:

EH Diagnosis*

Adjusiment Disorder

Anxiety Disorder

Attention Deficit Disorder

Autism & Pervasive Devalopmantal Dit

Past 1 Year v
Provider: AGENCY NAME
Age Group: Selact Ags Rangs ¥ Polyphamacy Summary
Antipsychotic Three Plus Region: Sslect Region ¥ County: | Select County ¥
Gender: | Any v Antipsychotic Twa Plus
Managed Care: | Select MCO v Antidepressant Three Plus Current Access Status:
g | Select MCO Antideprassant Two Plus - SC PSYCKES CensusiBiling, Consent, ER, Attestation of sarvice) v
Population: | A1l v Psychatrapics Four Plus
- - - v
Medication & Diagnosis: 10/01/2014 Past 1 Year
Prescriber Last Name: {----Care Coordination
Drug Mame: -@----Inpmiem-ER
feETE -i—---Living Support/Residentisl
§--Other -
Psychotropic Drug Class™: Mon-Psychotropic Drug Class*: :
Antidepressant Analgesics and Anesthetics
Antipsychatic Anti-infective Agents = = =
Aniolytic Ant-Obesity Agents Services by Any Provider: 10/01/2014 Past 1 Year v
Mood Stabilizer Antidiabetic

Antihyperipidemic . Provider( Opticnal):
Antibamadnnchn Region: Select Region ¥ County: Select County ¥
Service Utilization: Select Setting Type r Mumber of Visits: — v
Primary Only: (e
Service Setting™: Service Detail: Selected
Medical Diagnosis* 4--Care Coordination

Certain Conditions Originating in the F
Complications of Pragnancy, Chidbirtt
Congential Anomalies

Diabates

Foster Care

+
§--Inpatient - ER
4---Living Support/Residantial

v
Bipolsr Disorder - Diseases of Skin and Subcutaneous 7
,,,,,,,,,,,,,,, Dirrinene nf $ha Qinnd and Qinnd Som
- Recipient Related data is refreshed weekly and all other sections are refreshed monthly. .
Maximum Mo. of Rows to be displayed: 50 v Search Reset
- Search uses "OR” criteria within a list and "AND" criteria between lists _I _I

- "To select muttiple options within a list, hold down "CTRL" while making additional selections.

Release: 4.9.4

Figure 11. Recipient Search: Current Access Status
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