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PSYCKES iOS Mobile Application

The PSYCKES mobile application for iOS devices (iPhone & iPad) was developed to
provide quick, portable access to a client’'s PSYCKES Clinical Summary. The mobile
app will be particularly convenient for users who interact with clients in the community;
however, it can be used by any PSYCKES user with an iOS device. For more
information about the PSYCKES application, visit the PSYCKES homepage.

Requirements for installing the PSYCKES mobile app

Before installing the PSYCKES mobile app, the following requirements must be met:

Technical Requirements

1. iOS device (iPhone, iPad, iPod; in the future, we hope to develop an app that is
compatible with Android devices)

2. The latest version of iOS; users can check to see if an upgrade is needed by
navigating to Settings > General > About and look for “Software Version” If your
version is not 16.0 or higher, navigate to Settings > General > Software Update
and select “Install Now” for latest update

3. iPhone 5 and above; iPhone 6s; iPhone 6s Plus; iPhone SE (original model);
iPod Touch (seventh-generation); iPhone 7; iPhone 7 Plus; iPhone 8; iPhone 8
Plus; iPhone X; iPhone XR; iPhone Xs; iPhone Xs Max; iPhone 11; iPhone 11
Pro; iPhone 11 Pro Max; iPhone SE (2020); iPhone 12 mini; iPhone 12; iPhone
12 Pro; iPhone 12 Pro Max

4. iPad Mini 2 and above; iPad Air; iPad Pro 9.7 & 12.9; THE iPad; iPad Pro 12.9-
inch (1st through 5th generations); iPad Pro 11-inch (1st through
3rd generations); iPad Pro 10.5-inch; iPad Pro 9.7-inch; iPad Air (3rd and
4th generations); iPad Air 2; iPad mini (5th generation); iPad mini 4; iPad
(5th through 8th generations)

Pre-Login Requirements

1. In order to use the PSYCKES mobile app, the user must be granted access to
PSYCKES by their provider agency. Access for individual users is managed by an
agency’s Security Manager(s). To find out if your agency has access to PSYCKES
or who your Security Manager is, contact PSYCKES-Help@omh.ny.gov

2. Users cannot login from the PSYCKES mobile app if it is their first time logging in
to the application. Users will need to login at least one time on the desktop
version, set up their PIN for their token, and then subsequent logins can be done
on the PSYCKES mobile app..

Installing the PSYCKES mobile app
To use the PSYCKES app, users will need to install it from the iOS App Store.
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Install PSYCKES mobile app: sec00 ATET = i kI
1) Tap the App Store icon on iOS Device DS ©
2) Search for “PSYCKES”

3) Install the free PSYCKES mobile a YOS ation for vre. | INSTALL |
application (App Store account password

may be required
y ) ) Figure 1. PSYCKES Mobile App

Installing and importing token into the RSA SecurlD
Token app

An RSA SecurlD security token is required in order to login to PSYCKES. It generates a
random set of numbers at 60-second intervals and these numbers are what will be
inputted into the “passcode” section of the PSYCKES login page. These security tokens
are provided to users by OMH.

There are two forms of security tokens — a physical “hard” token that looks like a
keychain and a software “soft” token” that can be downloaded onto a smartphone. A
hard token may be used to login to the mobile app; however, we recommend installing a
soft token onto your iOS device for the convenience of having your token and
PSYCKES mobile app in one place.

Install RSA SecurlD App

Tap the App Store icon on iOS Device

Search for “RSA SecurlD”

Install the RSA SecurlD app

If prompted, enter your Apple ID or iTunes account credentials

PN =

Import Token from Email

1. Soft tokens are sent via email to user’s email address listed in SMS:
a. To request a token for your “mobile device” send a
request to the OMH/ITS Helpdesk and include the
following information:
i. Name
ii. Email address
iii. OMH-issued User ID
iv. Type of mobile device that your mobile token
will go on (e.g., iIOS/Apple, Android, etc.)
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b. Users who have a hard token but would prefer to use a
soft token can request to have a soft token sent to
them by the OMH/ITS Helpdesk

c. OMH/ITS Helpdesk contact information:

i. External Providers (Non-State Employees)
OMH Helpdesk: healthhelp@its.ny.gov
ii. State Employees ITS Helpdesk: fixit@its.ny.gov

2. Once the OMH/ITS Helpdesk approves your request for a mobile token, you’ll
receive a confirmation email which will include:
a. Login instructions for the Self-Service Console
i. Note: Use a separate desktop computer to login to the Self-Service
Console (https://mytoken.ny.gov)
b. Mobile token import instructions

New or Additional Software Token
Request is approved

Healthhelp@ITS.ny.gov 3/1/2021
John.Smith@ABCHospital.org

Dear John:

You have been assigned a new mobile token. We suggest using
two devices, one to display the code and your phone to scan it.
To generate your QR code for your phone please do the
following:

1. Go to https://mytoken.ny.gov

2. Login with your user ID and use ABCD1234 as the
password.
P

EY PPN DA | il

Figure 2. Mobile Token Confirmation Email
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3. Login to the RSA Self-Service Console page on a desktop computer:

SELF-SERVICE CONSOLE

® Homa ) reeip
Attention: Due to the cur| this time. In the event the
RSA Team needs to get | field when submitting your
token request. L
0g On
9 hCrpa7BE. More general information

Please review our instructional
on working remotely is also avy

Advantages to RSA softwardg Log on with your corporate credentials to request new tokens and manage existing tokens.

= There is a shart turnaround ti
* Requesters can menitor statud User ID | m

I you are unable to request)

itting the request.

» Please allow up to 10 busines
s Please ansure you can plck up) losed, pleasa be sure to changs
your shipping address to a ne:
fecess to this emall to activate your

* Once a hardware token is appll  Forgot your user 107 Contact your administrator,

token. This email activation is

Please contact BSAGI nv.goy

Log Gn Support

L2 B WAET) ORT COMPOFRNE CTEAATIER 10 FEGUSSE NEW TOKENS BT IMANBOE SUIETING TokEnT. .

Do o rwed o enable & new isken?

- B
Figure 3. Enter User ID Login to the Self-Service Console

4. Set your “Authentication Method” to “Password”:

SELF-SERVICE CONSOLE

g reslp

” Homa
Attention: Due to the current high volume of requests, ITS strongly recommends the use of RSA software tokens at this time. In the event the
RSA Team needs to get in touch with you, please leave the best contact number in the “Reason for Token Request” field when submitting your
token request.
Please review our instructional EE' Log On

on working remotely s alsa av

hCro7BE. More general information

Advmrtages to - 2" You may chocse how you want to authenticate yourself. Select your preferred authentication methed and log on.
= There is a short turnareund ti hitting the request,

= Requesters can monibor stabul User ID: johnsmith‘\
If you are unable to regues!
Authentication Method:
& Please allow up to 10 busined
#+ Please ensure you can plck uj Flosed, please be sure to change
your shipping address to a ng
| Cancel | coess to this email to activate your

Once a hardware token is apg
token, This email activation i

Please contact RSAMis v ooy with any questions or concerns. Thank you.
Log On Suppost

L 57 WA OUF CNPOFINE CTRMBANTIASE 11 MNGUBET New TOKBAE Snd MANA0S SEHETNG Tokens "

Do veu reed 1o enabie & nee token?

Feegat pouw

Figure 4. Set Authentication Method to “Password”
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5. Enter the password that was provided in mobile token confirmation email:

SELF-SERVICE CONSOLE

® Homa @ eip

Attention: Due to the current high velume of requests, ITS strongly recommends the use of RSA software tokens at this time. In the event the
RSA Team needs to get in touch with you, please leave the best contact number in the “Reason for Token Request” field when submitting your
token request. =
Please review our instructional video on how \VE. Log On f general information
on working remotely is also available here: b

Advantages to REA softwars tokens Legon is required. If you have forgotten your logon information, contact your help desk or administrator.

= There is a short turmareund time for electro; Jiest,

* Requesters can monitor status of token app| User ID:

If you are unable to request an RSA soft

& Please allow up to 10 business days for deli Authentication Method: Password

+ Please ensure you can plck up the teken frof be sure to change
your shipping address to a new address wh Password: sssssany

= Dnce a hardware token is approved, you wi mail te activate your
token. This email activation is required for H

Please contact BSAMRS. nvagay with any ques [ cancel |
Log On -
L5 5 with your COMORSEE CTaamHERE 3 rISsSE e Tokens and mAnNSge suisting tokens -
Lgar 1 [ o

oo wad 1o anatis 5 new token?
[ our e §0F Canthen your ad . !

6. After successfully logging in, you will see a “My Account” section that provides
information on your new mobile token:

= &0 & mytokenaygow/consoie-selfsandcaExstingUserLinks.da e d e H
1 npps [ PECKES DA L LATSnet Home

= | Office of Information
Technclogy Services

Logges o0 25 jedimsmithABCHospitalorg | L0005

SELF-SERVICE CONSOLE

L My Account @ e
Thes puga sllres 1
You £an e wse 1

i et it Carl
user group membership,

el L U st 15

§. hotsr

Fouan Eribar s - Arncionl Tk mneds o L wclvabe brione yos ten uee iL Chok on s *scteal Yous Fol® ik viom.

My Authenticstars

My Frodile
Tokens: - request 3 nem ookes

Parsnnsl Information

Etespraie Aadroid

Tken Sertal Humber

RSN SecurlD

PIN:

Expires On;

- DemAnd Authentication

Sncmriby Guections
werd
E Piwane sat op pour scurthy quastions and snawes

b g b e 2l on i 3gene 1o s wil grite i, 3p0RCaon aohy £ tha perpess iendsd 3nd mongntrn The any risthimwes ¢ oliches 30Ty
madkty, reeree

b sl peshibined zad may cohiect o 0 begal drrion, mich ey frcdpedss, bt i oo Bimined 1 a6y s xchor2ed amenpn m coecs dan, ot
AR R CARL, i S T Safte i
FOr ARGEARCR CONENCE Rr CLATAE A CRA AATHERTAON.
P ark: Stuhe Offize of Bnfonmomon Tacheelagy Serdces
Copyright £ 1394+ 30.13 il Irc. =0 kx subclarias. A8 Fphts Aaasred

igure 6. “My Account” Section
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7. Within the “My Account” section, select “Activate Your Token”:

- -

salfzanice/ExistingLsen L inkado a O

Logged o 250 johnsmith@ABCHospitalorg | ool

rw s | Oifice of nformation
Technalogy Services | cp| F.SERVICE CONSOLE

- My Authenticators
- My AcCount G tamip =
Tokens - request 3 new token|view Securll token demo
ThiE CAnE NIREE P b AR YT LSAr profie SR mARARE Vo
Vol Lt b s Ui B L P aublenla e e u
Enterprise- Androld Activate Your Token

1, Hae talls, test, troubleshoot

Token Serial Number: 1234567850 RSA SecurlD

My Authenticators PIN: Mot Created
Create PIN

Dec 30, 2035 7:00:00 PM EST

ot EMtermrie - Andenid Toen nesds b 5 acvats bafare vof

Tokida - gl & e bk S

Emtmrpris- Ardroid Expires On: request replacement
Tizkoar {2
P on-Demand Authentication
Expires On:
Security Questions  zetup
Not configured
KAt i itiad . Ploase set up your security questions and answers

By kaggieg Inko the spallcation you agres Hak you wil utlbm thin appllovion ol dar the posons Intendsd and racogrine Bk sny mbochisous or malicoss scbity b sy probibited acd moy oabfect you 52 legal actizn. Such activiry ind udas, bt b nat leited 10 any snoatharined atsmgt 1o accaes data, or b
iy, TeSCYE ATGINERT TR ompile, o Sleantamizia the Softiare,
For CA CorkRct vaLT CurTe 35 tokan sdminidrs .
Hue ‘ork: St Citlow of Enformartion Teshrelvgy Ssrvics
Copyright & 1935-3020 Dwll Irc. or k3 subwdlarias. AR Righis Psread

Figure 7. “Activate Your Token” Selection

8. A pop-up window will appear on the desktop computer with a QR code to be
scanned by your mobile device. The QR code will only be available for 5
minutes

Activate Your Token

Step 1: Open the RSA SecurlD app on your device.
Mavigate to the screen to scan a QR Code. If you do not have the app, you can
download it from the app store on your mobile device.

Mote: The Scan QR Code option is not supported on i05 6.

Step 2: Scan QR Code. What is a QR Code?

Mote: The QR Code display will expire in 4:59 minutes.

b Scan QR Code unsuccessful?

Figure 8. Example QR Code
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9. To scan the QR code, open the RSA app on your mobile device, and tap
“Scan QR Code” on the welcome page:

10:26 AM

Welcome

Welcome
Welcome to RSA SecurlD

To use this app, you need to imp::!rt This app requires a software token for generating one-
a software token. filnaaiond

Contact your administrators if you have not received a
Please contact your administrator. SEIE = BT DI R R

SECURID

® ®
Import URL Scan QR Code

Figure 9. RSA App “Welcome” Screen on Android (left) and iPhone (right)

10. Once the QR code is scanned, you'll see a confirmation on both the desktop
screen and your mobile device that the token has been successfully imported:
| Activate Your Token

Step 1. Open the RSA SecurlD app on your device
Mavigate to the screen to scan a QR Code. If you do not have the app, you can
download it from the app store on your mobile device.

Mote: The Scan QR Code option is not supported on i0S 6.

Step 2: Scan QR Code.
1 token was successfully imported into the RSA Software
Token app on your device
P Scan QR Code unsuccessful?

| [C'Dse-

Figure 10. Token Imported Confirmation
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Logging In
Individuals granted PSYCKES-Medicaid access will be assigned the following:

1. OMH User ID
2. RSA SecurlD security token

Follow the steps below to login to the PSYCKES mobile app:

1. Tap on the PSYCKES mobile app icon

2. Enter User ID

3. If the RSA token is downloaded on your iOS device, open the RSA app, input
your PIN, and select the blue arrow on the right

Note: If you did not download RSA SecurlD Token app onto your iOS device,
you can use your hard token keychain and manually type in the passcode into
the PSYCKES app login page. If users would prefer a soft token, they should
contact their Security Managers and have them put that request in SMS, or
contact the ITS Helpdesk:

For NYS state employees (i.e. OMH, DOH, OASAS, etc.): fixit@its.ny.gov
For community providers: healthhelp@its.ny.gov

eeco0 ATET & 10:45 AM 7 % E6% .

PSYCKES

MNeed help logging in?

Figure 11. PSYCKES Login Page for Mobile App
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4. The 8-digit time-sensitive passcode will appear in the soft token app, including the
seconds remaining to use that specific passcode. Tap the copy icon at the bottom of
the screen (as shown in Figure 12) in order to copy the passcode. Return to
PSYCKES app login page, double tap to paste passcode and tap Login.

Note: If using a hard token to login to the mobile app, enter your PIN + the 6
digits from the hard token into the passcode line.

ISTCMEHH

ISTCMHHZ

Enter PIN

ISTCMHHZ

Enter PIM

Figure 12. Passcode from RSA

5. Once you have logged in by entering in your User ID and passcode, you will be
prompted with the Medicaid Confidentiality agreement. If you select ‘Agree,” you'll

be fully logged into PSYCKES. If you select ‘Disagree,’ you will be brought back
to the login screen.
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948 ¥ a1/ LTE (wm):
Log out

Medicaid Confidentiality

PLEASE AGREE TO THE TERMS AND COMDITIONS
BEFORE ACCESSING PSYCKES

Please Note: Medicaid recipient level data is
confidential and is protected by State and
Federal laws and regulations. It can be used
only for purposes directly connected to the
administration of the Medicaid program. You
are required to read, understand and comply
with these regulations. There are significant
State, Civil and Federal criminal penalties for
violations.

Please follow your agency's protocols for
handling and transmitting PHI and other
information protected by the Health Insurance
Portability and Accountability Act (HIPAA).

Federal Medicaid Confidentiality
Standards

The Federal Medicaid confidential data
standard is established by §1902({a)(7) of the
Social Security Act (42 USC §81396Gala)(7)).
The law requires that a “State plan for medical
assistance must: (7) provide safeguards
which restrict the use or disclosure of
information concerning applicants and

recipients to purposes directly connected
with the ardminictration nf the nlan " This

Disagree Agree

Figure 13. Medicaid Confidentiality Agreement

Need Help Logging In?

The PSYCKES mobile app login page provides users with instructions/answers to

common login questions. Additionally, contact information is provided if users have
follow-up questions.
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eec00 ATAT = 11:15 AM < % 78% E)
< Login
UserID

Setup

Forgot your user ID?

Passcode

PIN Setup

Forgot your pin?

Software "soft" security token
Physical "hard" security token

Install RSA & import token

Contact

Helpdesk Info

Figure 14. “Need Help Logging In” Page

For troubleshooting login issues, contact the ITS Help Desk:
For NYS OMH/state PC employees: fixit@its.ny.gov
For non-OMH/non-state PC employees: healthhelp@its.ny.gov

For questions about the PSYCKES application; contact PSYCKES-
help@omh.ny.gov

Recipient Search

Once you have logged into the PSYCKES mobile app, the landing page is the Recipient
Search. This is for users to find clients in order to view their clinical summaries. Users
can search for individuals by one or a combination of recipient identifiers.

Recipient Identifiers

Medicaid ID

Social Security Number (SSN)
First Name

Last Name

Date of Birth (DOB)

OMH State ID

OMH Case Number

2024 PSYCKES User's Guide: i0S Mobile Application 14
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10:30 ¢ o 56+

Search

Search

Find client to view clinical summary

SSN Name Other

2 & 2

Search

Figure 15. Recipient Search page

Why did my search yield no results?

There could be a few different reasons why a search.
could yield no results:
e Error entering client Medicaid ID or SSN
e Clientis not in PSYCKES because new to
Medicaid or no behavioral health history
e Client received behavioral health services using another Medicaid number or
other insurance

Why did my search yield too many results?

If your search criteria match more than 10 recipients in PSYCKES, you will receive a
message that instructs how to narrow results to find the intended recipient.

e Using unique identifiers (Medicaid ID or SSN)
e Searching by First Name, Last Name, AND DOB
e Searching by “Other” (e.g., OMH State ID or OMH Case Number)
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Recent Recipients

*

10:30 il 5G+ B

Search

Search

Find client to view clinical summary

SSN Name Other

2 =] .

Figure 16. Recent Tab Icon

——>

A special feature that the PSYCKES mobile app has that the desktop version
does not is the “Recent” tab on the bottom of the Search page.

12:39 9 w56+

Recents
Clinical summaries you recently viewed

DOE, JOHN

Male

1/15/1979 (44 Yrs)
Last viewed 03/13/2024 10:34 AM
DOE, 10E

Male

06/28/1990 (33 Yrs)
Last viewed 171/13/2023 10:26 AM

nnnnnnn

Figure 17. Recent List

This feature lets users see a list of clinical summaries that they have recently viewed,
including the date and time in which they were viewed. The recent list will be in
descending order (latest viewed record will appear first).

Remove Recipients from Recent List
To remove a client name from the recent list, simply swipe left on the client's name and

select “Remove.”

Recents

Clinical summaries you recently viewed

DOE, JOHN

Male

08/23/1980 (41 Yrs)
ast view 0

i 03/03/2022 04:37 PM

E, JOE
Bo0 (33 Yrs)

Delete

Figure 18. Remove Recipient from Recent List
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Clinical Summary

The Clinical Summary in the PSYCKES mobile app provides the past 5 years of
information on an individual client across treatment settings with some exceptions (See
note below). Certain data has special protections, including information on substance
abuse, HIV, family planning, and genetic testing, and will only be displayed in the
Clinical Summary with client consent or in a clinical emergency (more information
available in the Enable PHI Access section).

The Clinical Summary data is refreshed on a weekly basis.

The Clinical Summary is separated into these 13 sections described in more detail
below:

e General e PSYCKES Registries
¢ Notifications e Plans & Documents
e Current Care Coordination e Screenings & Assessments
e Alerts e Diagnoses
e Social Determinants of Health e Medications
e Active Medicaid Restriction e Services
e Quality Flags
General

The General section of the Clinical Summary includes:

Gender from Medicaid

Date of Birth

Address from Medicaid

Medicaid ID

Phone (Source: NYC DHS) (if applicable)
Medicaid Aid Category

Medicaid Eligibility Expires on

Medicare

Managed Care Plan

MC Plan Assigned PCP (Primary Care Physician)
HARP Status

HARP HCBS Assessment Status

2024 PSYCKES User’s Guide: iOS Mobile Application 17



10907 il 5G+ (100
<

DOE, JOHN
As of 03/04/2024 () Data sources

General

Gender from Medicaid
Male

Date of Birth
1115/1979 (44 Yrs)

Address from Medicaid

123 MAIN STREET,
MNEW YOREK, NY 11111

Medicaid ID

ABC123D

Phone (Source: NYC DHS):
(222) 222-2222

Medicaid Aid Category

Ssli

Medicaid Eligibility Expires On

Medicare
Mo

Managed Care Plan
Fidelis Care New York (HARP)

MC Plan Assigned PCP
NS

HARP Status

HARP Enrolled (H1)
HARD HCRS AScacamen

At

Figure 19. Clinical Summary: General Section

Note: Address may not be current, depending on the accuracy of the Medicaid
information and when it was last updated.
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Current Care Coordination

The Current Care Coordination section appears in the clinical summary of recipients for

whom information is available in the databases listed below. The current status and

contact information is displayed for the following applicable services:

e Health Home and Care Management (Enrolled/Outreach)

e Assisted Outpatient Treatment (AOT)
e Assertive Community Treatment (ACT)

e NYC Jail Based Care

e NYC Department of Homeless Services (Shelter or Outreach)

e Intensive Mobile Treatment

e OMH Unsuccessful Discharge/Sustained Engagement Support team
e Adult Housing/Residential Program Non-Medicaid Care Coordination

e Re-Engagement Alert

1115«

il 56+ [T

£ DOE, JOHN

Current Care Coordination

AOT

CENTRAL NASSAU GUIDANCE AND COUN.
SERV., INC.

Enrolled Date: 15-NOV-23, Expiration Date: 14-
MAY-24

Main Contact
Jane Doe
(222) 222-2222

ACT

CENTRAL NASSAU GUIDANCE AND COUN.
SERV., INC.

Admission Date: 08-NOV-22

Main Contact
lane Doe

Figure 20. Clinical Summary: Current Care Coordination Section
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Notifications
The new Notifications section will include the following data, if applicable to the client:

e OnTrackNY Early Psychosis Program

e OMH Unsuccessful Discharge

e Health Home Plus Eligibility

e Heath Home Plus service (DOH - MAPP)
e OPWDD NYSTART

e AOT Referral Under Investigation

e Prescription Prior Authorization

¢ High Mental Health Need

e POP Potential Clozapine Candidate

e POP High User

e CORE Eligibility

e Mental Health Placement Consideration
e Medicaid Eligibility Alert

e Active PSYCKES Registry

1229 alll 56+ ([0

4 DOE, JOHN

Notifications

Health Home Plus Eligibility
This client is eligible for Health Home Plus due to:

3+ Inpt MH < 13 months, Ineffectively Engaged -
No Outpt MH <12 months & 2+ Inpt MH/3+ ER
MH

High Mental Health Need due to:

1+ Inpt MH in past 13 months ; AOT active or
expired in past 5 years ; Intensive Mobile
Treatment (IMT) in past 5 years

Mental Health Placement Consideration
due to:

1+ ER or inpatient visit in the past year with a
suicide attempt/ suicide ideation/ self-harm code;
1+ inpatient MH past & years; AOT History: Active
or Expired; Any history of mental health diagnosis
or treatment in jail; Evidence of Supplemental
Security Income (SS1) or SSD AND Any OMH
Specialty MH Service in past 5 years;
Ineffectively Engaged No Qutpatient MH <12
months; Intensive Mobile Treatment (IMT) in past
5 years

Figure 21. Clinical Summary: Notifications Section
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Active Medicaid Restrictions

This section will only appear if the recipient has an active Medicaid Restriction. This
data includes type of restriction(s) (e.g., inpatient pharmacy, physician), the begin date,
and the name and contact information of the provider(s) to which the recipient is
restricted. This data is updated weekly from the Medicaid database. Users can contact
physicians/pharmacy directly by tapping on the phone number.

Alerts

The Alerts section in the Clinical Summary displays information from the New York State
Incident Reporting and Management System (NIMRS) as well as Medicaid service
information with date of the service and name of the provider agency related to:

Suicide Attempt

Suicide Ideation

Self-Inflicted Harm

Self-Inflicted Poisoning

Homelessness (DHS/billing)

Overdose Risk — Concurrent Opioid & Benzodiazepine
Overdose — Opioid*

Positive Suicide Screening (C-SSRS)*

Positive Depression Screening (PHQ-9)*

Note: There is also a “View All” option located at the top of the section to view all alerts
and incidents in chronological order.

1:257 il 56+ (D
< DOE, JOHN
Alerts View All
Treatment for Suicidal Ideation 20

most recent on 12/04/2023

Homelessness - reported in billing
most recent on 12/04/2023

Treatment for Self
inflicted Poisoning 2
most recent on 10/24/2023

Suicide Attempt
most recent on 06/30/2023

Figure 22. Alerts & Incidents Section
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The Social Determinants of Health (SDOH) section includes societal and environmental
conditions that can impact a wide range of health risks and outcomes (i.e., food
insecurity, inadequate housing, problems related to education, employment, etc.) Users
can select a specific SDOH to view more details, such as: date of service, service type,
service subtype, provider name, and any other primary/secondary/quality flag-related
diagnoses. This data comes from Medicaid-billing codes.

The Social Determinants of Health section includes 18 different categories:

¢ Problems related to upbringing

e Problems related to social environment

e Problems related to physical environment

e Problems related to other psychosocial circumstances

e Problems related to medical facilities and other health care

e Problems related to life management difficulty

e Problems related to housing and economic circumstances

¢ Problems related to employment and unemployment

e Problems related to education and literacy

¢ Problems related to certain psychosocial circumstances

e Persons encountering health services for other counseling and medical advice,
not elsewhere classified

e Personal risk factors, not elsewhere classified

e Perpetrator of assault, maltreatment, and neglect

e Other problems related to primary support group, including family circumstances

e Other nutritional deficiencies

e Occupational exposure to risk factors

e Adult and child abuse, neglect and other maltreatment, suspected

e Adult and child abuse, neglect and other maltreatment, confirmed
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1:307 «ll 56+ ()

'S DOE, JOHN

Social Determinants of Health
(SDOH)

Problems related to employment 1
and unemployment

Problems related to housing and 2
economic circumstances

Other problems related to primary
support group, including family 1
circumstances

Personal risk factors, not
elsewhere classified

Adult and child abuse, neglect and 1
other maltreatment, confirmed

Figure 23. Alerts & Incidents Section

Quality Flags

Quality Flags identify areas of concern in a client’s care or service utilization. Specific
Quality Flags will be displayed for clients who meet criteria.

For more information about Quality Flags, please visit our PSYCKES webpage
www.psyckes.org under “Quality Indicators.”
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Plans & Documents

This section allows the user to view previously existing
plans/documents or complete a safety plan using the a5 of monthly Ol rapart 02/01/2024
Stanley-Brown Template. Safety Plans completed in the | " Utizaton - Inbt/e

mobile app will attach to the client’s Clinical Summary 2 EEﬁHd- .
and be available for any PSYCKES user working with o npationeR - e

that client (with consent or in an emergency).

Note: Plan can be saved as a draft and finished later OMH Housing history in past 5 years
with same iOS device if it cannot be completed in one Plans & Documents
ion.
sessio Complete a Safety Plan *ﬁ

Quality Flags

10+ ER - All Cause

Mental Health Placement Consideration

Evidence of Supplemental Security Income (SSI)
or SSD AND Any OMH Specialty MH Service in
past 5 years

Figure 24. Complete a Safety Plan

SOS only & 11:43AM

Safety Plan for DOE JOHN

Complete each section of the
Stanley Brown Template.

Date Completed

Warning signs

Internal coping strategies
Social supports & settings
Family & friends for crisis help
Professionals & agencies
Making the environment safe

Reason for living

Add to Clinical Summary

® || soSonly & 9:04AM ® || s0s only & 11:44 AM -
Close || € ¢
War_mng_ signs ) You can change the date if this was
® Required fields are marked with * completed prior to today

Warning signs (thoughts, images,
feelings, behaviors) that a crisis may Date Completed Apr 11, 2024
be developing '

* Warning sign 1
| isolate myself

* Warning sign 2
| feel hopeless

Warning sign 3

February 9 2022
March 10 2028
April 11 2024

Figure 25. Completing Stanley-Brown Safety Plan Template
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Screenings & Assessments
In this section, users can review results and complete new screenings and assessments.
The following screenings and assessments are available within a client’s Clinical Summary
within iOS:

e Columbia Suicide Severity Rating Scale (C-SSRS)

e Patient Health Questionnaire (PHQ-9) depression questionnaire

Results of the screenings and assessments completed on the mobile app will be added to
the client’s Clinical Summary and will be viewable for any PSYCKES user working with
that client (with consent or in an emergency).

S0S only = 9:03AM

< DOE JOHN

Plans & Documents

Complete a Safety Plan 0

Safety Plan 1
most recent on 04/11/2024

Screenings & Assessments

Complete a PHQ-9 or C-SSRS )

C-SSRS
most recent on 04/11/2024

Figure 26. View or Complete Assessment

S0S only = 9:04 AM ® || sosonly B 1:50AM () || sosonly & 11:50 AM m || sosonly = T:51AM -
< DOE JOHN Cancel Cancel
C-SSRS for for DOE JOHN C-SSRS for DOE JOHN
Plans & Documents Columbia-Suicide Severity Rating Scale Columbia-Suicide Severity Rating Scale
Complete a Safety Plan [0 is suicil ing is i
° ¢ +) || Tnis suicide screening isintendedto |} o oy C-SSRS added for DOE JOHN
be administered as a Clinician-Client .
intervi In the past 3 months, have you wished
Safety Plan 7 o || Mterview. you were dead or wished you could go to

most recent on 04/11/2024 sleep and not wake up?

Date Results summary:
Apr15, 2024 e .
Completed Yes High Risk: 1 Suicide Attempt(s); Last attempt

. Past 3 months
Screenings & Assessments

Entered By LOOOOMHH o
P || No Due to high risk, an updated Safety Plan
Complete a0 or G255k a is recommended. In the Clinical
Agency MAIN STREET Summary, you can review existing plans
C-SSRS 1 AGENCY or complete a new one.
most recent on 04/11/2024 Question 2,
In the past 3 months, have you actually
o i ; Survey Type had any thoughts about killing yourself?
elect a screeningfassessmen
) Initial assessment Yes
PHQ-9 (depression) Includes lifetime questions
No
C-SSRS (suicide) == Ongoing assessment

Cancel Back to Clinical Summary
Add to Clinical Summary

Figure 27. Completing a C-SSRS Assessment and Adding to Clinical Summary
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D’ag noses Behavioral Health Diagnoses
Diagnostic information in the Clinical Summary is split into _
two sections: o )
Schizoaffective Disorder 75
e Behavioral Health ,
. Tobacco related disorder 45
e Medical
. . . . Schizophrenia 76
Each section lists the number of unique diagnoses on the
. . Unspecified/Cther 18
r|ght'hand S|de Psychotic Disorders
Tap on the Behavioral Health or Medical sections, Other psychoactve substance 1
to view all primary and secondary diagnoses associated
. . . . . .. . Intellectual Disabilities 3
with any Medicaid claim submitted for the recipient in the
paSt 5 years. Conduct Disorder 3
. . . . . . . Alcohol related disorders 13
Tap on the diagnosis to view provider invoices associated
with the diagnosis, including the provider's name and date D s Byeorder 9
of service.
Figure 28. Clinical Summary:
Behavioral Health Diagnoses
Medications

Medication information in the Clinical Summary is split into 3 sections:

e Controlled Substances
e Behavioral Health
e Medical

Tap on the medication section (for example Behavioral Health Medications) to view a
list of medications that have been picked up within the past 5 years, including
information on drug class, date of last pick-up, and total days’ supply of each medication
in the past 5 years.

If the user is interested in seeing distinct pick-ups for medication in the past 5 years,
they would tap on the right-hand arrow of the medication row. The individual medication
details would include the pick-up date, strength, tabs per day, route, quantity dispensed,
days supply, prescriber, and pharmacy details.

Note: Pickup records in the past 45 days may not be available.
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1514 il 56+ (0D

1514 Wil 56+ (0
< <

Behavioral Health Risperidone
Pick up records in past 45 days may not be available Antipsychotic
Medication # Pick Ups

01/02/2024
Risperidone Strength: 1 MG
Antipsychaotic Tabs per day: 2
Last Pick Up: 01/02/2024 7 Route: Oral
Dose: 1 MG, 2/day Qty: 60
Quantity: 60 Days Supply: 30

Pharmacy: FULTON DRUGS INC

Duloxetine Hcl Prescriber: Chowduary Mahidul

Antidepressant
Last Pick Up: 12/14/2023 4 11/17/2023
Dose: 20 MG, 1/day Strength: 1 MG
Quantity: 30 Tabs per day: 2
Route: Oral
Haloperidol Qty: 120
Antipsychotic Days Supply: 60
Last Pick Up: 10/23/2023 3 Pharmacy: NARAYAN PHARMACY 2 LLC
Dose: 10 MG, 1/day
Quantity: 7 11/06/2023
Strength: 1 MG
Nicotine Tabs per day: 1
Withdrawal Management Route: Oral
Last Pick Up: 09/25/2023 1 Qty: 30
Dose: 7 MG/24HR, 1/day Days Supply: 30
Quantity: 28 Pharmacy: NARAYAN PHARMACY 2 LLC
Fluphenazine 10/27/2023
Decanoate, Injection Strength: 1 MG
Antipsychotic 2 Tabs per day: 1
Last Pick Up: 02— Route: Oral
Figure 29. Clinical Summary: BH Medications Figure 30. Medication Pick Up Details
Services

The Clinical Summary provides information on the following services, if paid for by
Medicaid in the past 5 years:

e Care Coordination e Living Support/Residential

o Behe_wioral Heallth e Laboratory & Pathology

e Medical Outpatient e Laboratory Results (State PC)
e Hospital/ER/Crisis e Radiology

e Dental e Medical Equipment

[ ]

Vision e Transportation

The numbers on the right are the number of services provided in the past 5 years.
Additionally, there is a “View All” option located at the top of the section that will display
all services in chronological order.
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3:44A8 il = 10
Medications
<
Controlled Substance
Behavioral Health
Behavioral Health
Service Types
Medical Clinic - Medical Specialty 12
Clinic - SU Specialty a
Prescriber - 00S 3
Physician Group 19
Services View All Physicians Group - Psychiatry 7
Physicians Group - Emergency Medicine B
. . Clinic - MH Specialty ;|
Care Coord'natlon 28 Multi-Type Group - Psychiatry 1
Multi-Type Group 4
Behavioral Health 81 SCip=pecialty &
Clinic - Unspecified Specialty 7
. i Physician - Unspecified 2
Medical Qutpatient 34 Clinic - SU Specialty - Rehab 1
Clinic - MH State Psych Center (Source: 1
. _ State PC)
Hospital/ER/Crisis 152 Clinic - MH Specialty - State Psych Center 2
(Source: State PC)
Living Support/Residential 2
Provider Invoices
Laboratory & Pathology 4 1 month ago
Radiology 10 01/27/2024 .
Clinic - Medical Specialty
NEW YORK CITY HEALTH
Transportation 72 AND HOSPITALS
Suicidal ideations
Figure 31. Clinical Summary: Services Figure 32. Behavioral Health Services

Tap on the service category to view information on the specific services provided,
including date(s) of service, provider name, and diagnosis given at time of service.

Note: Users have the option of filtering the services within each section to highlight
services of interest.
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3:328 o FTm 3:328 oW Fm

< Filter Cancel

Hospital/ER/Crisis Filters for Hospital/ER/Crisis

. Service Types
Service Types

Inpatient - Mental Health 35 Inpatient - Mental Health 35
ER - Mental Health 148
Rl 1) ER - Mental Health 148
ER - Substance Use il

ER - Medical 59
Provider Invoices ‘
4 months ago ER - Substance Use 1
11/07/2023
Inpatient - MH - Physician
- Psychiatry

SOMVANSHI SAURABH
Schizoaffective disorder, unspecified

8 months ago

07/19/2023 - 07/31/2023

Inpatient - MH

METROPOLITAN HOSPITAL CENTER
Schizoaffective disorder, bipolar type

1 year ago
Cancel Apply

02/28/2023
|_Inpatient - MPF—————
Figure 33. Hospital/ER/Crisis Service Figure 34. Hospital/ER/Crisis
Types Service Types Filter

iPad Exclusive Features

The iPad version of the mobile app was redesigned based off of focus group findings
and utilizes the additional space allowed on this type of device, such as displaying data
in a table format for maximum comprehension. Some other exclusive iPad features
include:

Brief Overview

The brief overview is available in the iPad iOS app. This will be the default screen a
user lands on when they drill into a client’s clinical summary. It will also follow the same
logic as the brief overview in the desktop. The iPad user will be able to scroll on the
page while the left-hand navigation menu remains fixed. Sections with data entry
options or data contained within them will allow the user to tap and view. Sections with
no data entry options or data available will be grayed out and a pop up will state there is
no data available in this section (see Figure 35).
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[TJ  maoecin tighg...

Overview for Fithbin Hhkmeon O
Clinical Summary as of 03/30/2024

Overview for Dkwuhpo Zggvnbj C
Clinical Summary as of 03/30/2024

Gender from Medicald Medicaid Aid Categery Medications Past Year Last Pick Up
HHGQdwdP 55l Overview " Fluphenazine Hel . Antipsychatic  10/31/2029  Dose: 10 MG, 1y «
Medicaid 1D Medicaid Eligibility Expires On Quanity: 30
CCIVSRJ JHQCMYY - e
Medicare o Plan Aripiprazole - Antiosychotic 10/31/2023 gjiil\%)? S, ey -
No alth Plan (SNP) -
Date of Birth MC Plan Assigned PCP Metformin Hel (Metformin Hel Er)  08/14/2023  Dose: 500 MG, 2/day «
01/01/9999 (999 Yrs) NjA - Biguanides Quentity: 60
Address from Medicaid HARP Status
KgauEpLuir Hiv SNP Envolled BH High-Risk (H4)

HARP HCBS Assessment Stz : . R
10 View an man e eas Ergs o] Outpatient Providers Past Year Last Seruice Date & Type

BRONXCARE HOSPITAL CENTER 0210212024  Clinic - Medical Specialty

Current Care Coordination JACORIMEDICAL CENTER 08/23(7023 Clinic - MH Specialty

Health Home [Enralled) SBH PHYSICIANS PC
COMMUNITY CARE MANAGEMENT PARTNERS

Begin Date: 01-FEB-21

Status : Active ST BARNABAS HOSPITAL 05/26/2023  Clinic - Medical Specialty
a
obert Ward
s althhome,or E 9 All Hospital and Crisis Utilization « 5 vears
. ;
Scroll down ER Visits #Providers Last ER Visit
s Care Management (Enrolled) o ot 35 N Medical 3 02/02(2024 at BRONXCARE HOSPITAL CENTER
CHOFS INC

HospitalERICrisis 43 8 Mental Health 3 1M/22/2022 at JACOBI MEDICAL CENTER

1 Notificati i T Inpatient

ications et #Providers  Last Inpatient Admission
Admissians

(i .

2 h g 3 o . . y " 23 Mental Health 9 02/20(2024 at BRONXCARE HOSPITAL CENTER

@y reqire NYRx prior authorization: Buprenorghine Hel-Naloxone Ho!, N -
' Shid - ouya - Matoprolol y 2 Medical 2 03(20/2023 at JACOBI MEDICAL CENTER
Ta
e - o CrsisServices  #Providers Last Crisis Service
2 CPEP Mobile 1 12/01/2021 at JACOBI MEDICAL CENTER
Wadical Equipmant 1 Crisis
ot

Services Over Time Graph

The iPad version of the mobile app includes the “Services Over Time” graph which is
located under the “Services” section of the left-hand navigation menu. It will display the
past 5 years’ worth of client data in graph form. The graph uses dots to represent
distinct services/medication pickups and lines to represent continuous services (e.g.,
hospital inpatient stays). The graph also displays a “Medicaid Eligibility” line showing
the time period during which a client was eligible for Medicaid service and identifies any
gaps in eligibility. The graph view helps the user spot patterns in the client’s medication
adherence and/or treatment consistency.

Users will have the ability to “tap” the dots/lines within the graph to see hover over
details like dates and provider names. When the user “pinches” the screen, it will zoom
into that specific time frame to enlarge. There is a ‘Reset’ button on the top right corner
to return the graph to its full size. Additionally, users can turn their device horizontally for
the graph to have additional space. (See Figure 37).
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7:56 AM Mon Apr15 = 67% )

<

ﬂj Gbvezlg lwdy...
As of 03/30/2024

@ Data sources Services Over Time
PHI Access:
PSYCKES Consent In Past Year
(7 Update Access
. o ) S ] s M B s N
Overview G G T S O I AR | N A
5 N o &Y
R R L L R
Active Medicaid Medicaid Enrolled
Restrictions
A Medication Medical * * *
a:;i;:‘?;g(;:‘)“"‘“' Medication Behavioral Health @@ WU MERNS B ¢ ®
o Medication Controlled
Quality Flags ! Substance ¢ “® G MO &0
Plans & Documents
Clinic - Medical Specialty * +* @
Screenings &
Assessments Physicians Group - Internal .
Medicine
Diagnoses
ER - Medical *¢ L B J *
Medications
ER - Mental Health @@ *e - ® ¢+ ¢
Services
Services Over Time il ER - Substance Use b 489 | MONTEFIORE MEDICAL CENTER
Date: 311/2024
All Services Inpatient - Mental Health @ - - - L ) [ ]
Care Coordination 6 Health Home - Outreach -
(DOH MAPP)
Behavioral Health n7 NYC Jail Based Care
A
(Source: CHS)
Medical Outpatient 17
P RN I I R R
KO i R S L
Hospital/ER/Crisis 275 A
Vision 4

Living Supportf
Residential

Laboratory 7
& Pathology
Radiology 17

Figure 37. Clinical Summary: Services Over Time Graph

Service Type Cards and Filters

Certain service sections will have a gray “service types” card listed above the section’s
table. It will include the unique Service Types as well as their distinct counts for that
specific section (Figure 38). Beneath the service type card will be a table displaying the
date, type, provider, and diagnoses/procedure.
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71 AM Thu Apr 11 = 80Y; mm

<

A atifiem Hzow...

As of 03/30/2024

@ Data sources Hospital/ER/Crisis

PHI Access
PSYCKES Consent
[4 Update Access
Service Types
Overview
Inpatient - Mental Health 25
Inpatient - Medical 2
Alerts ER - Medical 1
ER - Mental Health 9
Social Determinants of .
ealthTSbOM) CPEP Mobile Crisis 2
Quality Flags
Date Type Pravider Primary Diagnosis
Plans & Documents . . ) "
02{20/2024  Inpatient - MH BRONXCARE Schizophrenia, unspecified

HOSPITAL CENTER
Screenings &

Assessments
02/09/2024  Inpatient - Medical - BRONXCARE Type 2 diabetes mellitus
. Group - Physician - HEALTH SYSTEM without complications
Diagnoses .
Internal Medicine
Medications ) X ‘ )
02/07/2024  Inpatient - Medical - BRONXCARE Type 2 diabetes mellitus
Group - Physician - HEALTH SYSTEM without complications
Services Internal Medicine
Services Over Time il 02/02/2024  Inpatient - Medical - BRONXCARE Type 2 diabetes mellitus
Group - Physician - HEALTH SYSTEM without complications
Internal Medicine
All Services
02/02/2024 - ER - Medical BRONXCARE Chest pain, unspecified
Care Coordination 19 02/03/2024 HOSPITAL CENTER
Behavioral Health 85 02/02/2024  ER - Medical - BRONXCARE Chest pain, unspecified
Physician Group HEALTH SYSTEM
Medical Outpatient 58
0116/2024  Inpatient - MH - BRONXCARE Schizophrenia, unspecified
Group - Physician -  HEALTH SYSTEM
Hospital/ER/Crisis 43 Psychiatry
Vision 1 01/15/2024  Inpatient - MH - BRONXCARE Schizophrenia, unspecified
Group - Physician - HEALTH SYSTEM
Psychiatry
Living Support/ A
Residential
0112/2024 Inpatient - MH - BRONXCARE Other bipolar disorder
Group - Physician - HEALTH SYSTEM
Laboratory 6 Psychiatry
& Pathology
01/11/2024 Inpatient - MH - BRONXCARE Other bipolar disorder
Radiology 16 Group - Physician - HEALTH SYSTEM
Psychiatry
Medical Equipment 1
0110/2024 ER - MH - Group - BRONXCARE -
M

Figure 38. Clinical Summary: Service Type Cards

Within each of the service sections, there will be a “filter” button option. When selected,
a window will pop up with the section’s unique service types/counts and corresponding
checkboxes. The user can select whichever service types they are interested in and tap
“apply.” Once the filters are applied, the section’s table will only display the services that
were selected. Additionally, the service type card box will reflect the filtered services
(Figure 39).
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Filters for Hospital/ER/Crisis

Service Types

@ Inpatient - Mental Health
[ Inpatient - Medical
[ ER - Medical

ER - Mental Health

[ | CPEP Mobile Crisis

Cancel

Figure 39. Clinical Summary: Filters
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711 AM Thu Apr 11

<
(0

As of 03/30/2024
@ Data sources

Qtifhem Hzew...

PHI Access:
PSYCKES Consent
D/ Update Access

Overview

Alerts

Social Determinants of
Health (SDOH)

Quality Flags
Plans & Documents

Screenings &
Assessments

Diagnoses
Medications

Services

Services Over Time Wl

All Services

Care Coordination 19
Behavioral Health 85
Medical Outpatient EB]
Hospital/ER/Crisis a3
Vision 1

Living Support/

Residential 8
Laboratory 6
& Pathology

Radiology 1%
Medical Equipment 1

Hospital/ER/Crisis

= 80% @M )

Reset

Service Types

Inpatient - Mental Health

25

Date Type

02/20/2024  |npatient - MH

01/16/2024  |npatient - MH -
Group - Physician -
Psychiatry

01/15/2024 Inpatient - MH -
Group - Physician -
Psychiatry

01/12/2024  Inpatient - MH -
Group - Physician -
Psychiatry

01/11/2024 Inpatient - MH -
Group - Physician -
Psychiatry

1211/2023 - Inpatient - MH

01/04/2024

08/30/2023 - |npatient - MH

11/01/2023

07/18f2023 - Inpatient - MH

08/18/2023

07/18/2023 - |npatient - MH

08/18/2023

03/24/2023  Inpatient - MH

03/23/2023  Inpatient - MH

03/22/2023  Inpatient - MH

01/13/2023 - Inpatient - MH

02/03/2023

Provider

BRONXCARE
HOSPITAL CENTER

BRONXCARE
HEALTH SYSTEM

BRONXCARE
HEALTH SYSTEM

BRONXCARE
HEALTH SYSTEM

BRONXCARE
HEALTH SYSTEM

JACOBI MEDICAL
CENTER

ST JOSEPH
HOSPITAL YONKERS

JACOBI MEDICAL
CENTER

MEDS 008
HOSPITAL

JACOBI MEDICAL
CENTER

JACOBI MEDICAL
CENTER

JACOBI MEDICAL
CENTER

JACOBI MEDICAL
CENTER

Primary Diagnosis

Schizophrenia, unspecified

Schizophrenia, unspecified

Schizophrenia, unspecified

Other bipolar disorder

Other bipolar disorder

Other schizophrenia

Schizophrenia, unspecified

Other schizoaffective
disorders

Other schizoaffective
disorders

Paranoid schizophrenia

Paranoid schizophrenia

Paranoid schizophrenia

Other mental disorders
complicating pregnancy,
second trimester

Figure 40. Clinical Summary: Service Types

How to Enable PHI Access

If a client is found in PSYCKES and has not given consent or is not in an emergency,
the search eesults page will allow the user to “Enable PHI Access” by completing a four-
step process to attesting to the organization’s right to access the client’s clinical

summary.

Step 1: Search for client in the entire PSYCKES database

a) Enter Medicaid ID, SSN, or a combination of Name and DOB in Search box.
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b) Confirm the data matches the intended client:
¢ [f data does not match intended client, return to Search Results
¢ [f data matches intended client, tap “Enable PHI Access.”

SOS only & 10:15 AM ()

<
DOE JOHN

General

Gender from Medicaid
Male

Date of Birth
01/01/1964 (60 Yrs)

Address from Medicaid
123 Main Street,
New York, NY 12345

Medicaid ID
AB12345C

Enable PHI Access

Figure 41. Search Results

Step 2: Select reason for having a right to access the client’s data

If the client signed consent, select:

a. E-sign PSYCKES consent —iOS PSYCKES users can have a client e-sign the
PSYCKES consent form when enabling access to client data. This provides the
same access as the original PSYCKES consent option.

b. Client signed the PSYCKES consent form — With signed consent, PSYCKES
users at the agency will have access to all available Clinical Summary data for
three years after the consent was entered, or three years after the last Medicaid
claim from the agency has been processed by the New York State Medicaid
Program, whichever is later.

o PSYCKES consent forms can be found/printed from the desktop
version of PSYCKES, under the Registrar Menu

c. Client signed the BHCC consent form — With signed consent, all clinical level
data including PHI with special protections will be viewable. Data will be available
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to both the provider/agency that entered this BHCC consent as well as the
selected BHCC/IPA Network until the day the client withdraws consent, or until
three years after the last date the client received services from the agency,
whichever comes first.

Client signed the DOH Health Home consent form — With signed consent,
users at the agency will have access to all client level data according to their
User Role Survey. The user types that will have access to the data are Care
Management and Health Home Administration. This access will remain in effect
until the day the client withdraws DOH Health Home consent, or until the client is
no longer enrolled in that Health Home, whichever comes first.

In the absence of signed consent, select:

a.

2024 PSYCKES User’s Guide: iOS Mobile Application

This is a clinical emergency — Selecting this option will give user the ability to
view the client’s data, including data with special protection, for 72 hours
Verbal PSYCKES Consent — Selecting this option will give user the ability to
view the client’s data, except for data with special protections 9 months after it
was attested to in PSYCKES

Client is currently served by or being transferred to my agency — Selecting
this option will not give users the ability to view a client’s Clinical Summary data

S0S only = 10:15AM - SOS only = 10:15AM ()

Cancel Cancel

PHI Access for JOHN DOE The client signed consent

e-sign PSYCKES consent Provider attests to other reason
for access
*9 Review consent form and get 5

dlient’s signature on the screen [ client gave Verbal PSYCKES Consent

. . [J Thisis a clinical emergency
The client signed consent

[ Client signed a PSYCKES Consent Provider attests to serving the client

[ Client signed a BHCC Patient Information Will link client to your agency, but will not provide
Sharing Consent access to clinical summary

[J Client signed a DOH Health Home Patient (J Clientis currently served by or being
Information Sharing Consent transferred to my agency

Scroll down
Provider attes

View information about access levels

Cancel Cancel

Figure 42. Reason for Viewing Data
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Step 3: Indicate the way in which the client’s identity has been verified
and submit

Attest to client identity via the following:

e Select “Provider attests to client identity,” if you or someone at your agency

has experience with the client and hit ‘Next’ or;

e Select “Client presented 1 photo ID” OR “Client presented 2 forms of non-

photo ID” and hit ‘Next.” The user will be prompted to select the form(s) of
identification from an approved list.

Workflow for e-signatures

Read overview for e-signatures and then tap “next” to attest to client’s identity
(Figure 43).
Client is then prompted to give or deny consent
o If the client gives their consent, they will be prompted to select who will
provide the e-signature (Figure 44, 45).
o If the client denies consent, client will be prompted to go back to access
options (Figure 46).
If the client gives their consent, they will sign their name when prompted, and
they will also have the option to clear their signature if needed (Figure 47).
Client will then click confirm to save client’s consent form in the Plans and
Documents section of the clinical summary (Figure 47).
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e-sign for John Doe Cancel

Overview for e-signatures

+ Confirm the client's identity
+ Review the consent form with the client
+ The client will give or deny consent

« If consent is given, the client will sign
on screen

After the client signs

+ MAIN STREET MEDICAL CENTER will be
given access to all available Clinical
Summary data for 3 years (renews
automatically with billed service)

« Completed consent form will be available
to view in the client’s Clinical Summary in
the Plans & Documents section

» Your agency should provide a copy of the
consent form to the client within a
reasonable timeframe

9:26 ull 56 €E

4 e-sign for John Doe Cancel

How do you know this is the
correct person?

QO Provider attests to client identity
QO Client presented 1 photo ID

(O Client presented 2 forms of non-photo ID

Previous

Figure 43. Confirming Client’s Identity
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< e-sign for John Doe Cancel

Your Choice

| give consent for MAIN STREETMEDICAL
CENTER to access ALL of my electronic

® health information that is in PSYCKES in
connection with providing me any health
care services.

1 don’t give consent for MAIN STREET
MEDICAL CENTER to access my electronic
health information that is in PSYCKES;

o) however, | understand that my provider may
be able to obtain my information even
without my consent for certain limited
purposes if specifically authorized by state
and federal laws and regulations.

Figure 44. Client Gives Consent

9:26
< e-sign for John Doe

Who is signing?

® John Doe

O Legal Representative

il 56

Cancel

Figure 45. Select who Signs Consent

2:13 ol 5G 2

®

Consent was denied
Pass the device back to your provider.

Back to Access Options

Figure 46. Client Denied Consent
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12:33

Signature of Patient

Signature

Previous

< e-sign for John Doe

il 56 &

Cancel

Jz//c%%f

Clear

12:33 wil 56 E

Confirm to save the signed PSYCKES
Consent Form

Work with your provider to discuss
options for receiving your copy.

Cancel

12:33 -l 56 B

©

You're all set
Work with your provider to discuss
options for receiving your copy.

View Clinical Summary

Step 4: Enable access

Figure 47. Client E-Signs Consent

Depending on the reason you selected as your right to view a client’s Clinical Summary,
the “Enable” page will display a message. For example, if the client has signed the
PSYCKES consent form this is the message that will be displayed:
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SOS only = 9:52 AM (-

Cancel

PHI Access for
SMITH JOHN

MAIN STREET MEDICAL CENTER
will be given access to all available
Clinical Summary data for 3 years
(renews automatically with billed
service)

Previous Enable

Figure 48. Enable PHI Access for PSYCKES Consent

Change PHI Access

At the top of a recipient’s Clinical Summary, you can see what type of PHI Access your
agency has for an individual (Figure 49).

SOS only = 9:53AM @)

<

BROWN JAMES
As of 03/30/2024 (@ Data sources

PHI Access: Verbal PSYCKES Consent
[:]/‘Update Access

Figure 49. Clinical Summary: PHI Access: Verbal Consent - Updating PHI Access
If you wish to update the access you currently have for a recipient, such as wanting the

recipient’s full data (including data with special protection) it can be changed by
selecting “Update Access” (Figure 50).
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Follow Steps 1-4 listed above in the “How to Enable PHI Access” section. Once you
have enabled the access you selected, you'll see the change reflected in the recipient’s
Clinical Summary:

SOSonly = 10:20 AM -

<

BROWN JAMES
As of 03/30/2024 () Data sources

PHI Access: PSYCKES Consent

D/Update Access

Figure 50. Clinical Summary: PHI Access: PSYCKES Consent

Withdrawing Consent

A client who has granted PSYCKES consent may withdraw consent at any time by
signing the PSYCKES Withdrawal of Consent form. Users would need to:

a. Print the Withdrawal of Consent from the desktop version of PSYCKES (or have
pre-printed copies handy)

b. Go to the desktop version of PSYCKES in the Registrar Menu to “withdrawal of
consent”

Note: If a user accidentally consents a client, they need to immediately withdraw
consent in the desktop version. If the user is unable to access a desktop, they should
contact the PSYCKES Help Desk immediately at psyckes-help@omh.ny.gov.

Logging Off

When a user has finished using the PSYCKES mobile app, it is important to log off. In
order to log off, the user will need to navigate to the Settings icon on the bottom right-
hand side of their screen (Figure 51).

Q& @

Settings

Figure 51. Settings icon

Within the Settings page, the user can view the following:

a. The User ID they are logged in as
b. The agency they are associated with in PSYCKES
c. De-identify (see below)
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d. The User Role Profile (see below)

In order to log out, the user will need to select “Log Out” at the top right-hand side of

their screen (Figure 52). Once the user has logged out, they will be brought back to the

log in screen.
3:06 7 ol 56+ (22
| | 0g Out
Settings
PSYCKES Version 8.0
Logged In As
Mental LOOXCCC
Health  Eyy—.
BN e sTREET MENTAL
Ml HEALTH cLINIC
De-ldentify ()
User Role >
Q 8= <
Settings
Figure 52. Settings: Log Out
De-identify

This feature allows users to scramble client identifying information within the mobile app
(name, date of birth, Medicaid ID, address) (Figure 53).
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Log Qut
Settings
PSYCKES Version 8.0
Logged In As
Mental LOOXCCC
Health N ooy
E=Q  VAIN STREET MENTAL
HEALTH CLINIC
De-Identify —) ()
User Role >
=
Q 8= 3
Settings

Figure 53. Settings: De-identify

The User Role Profile

When you first log into PSYCKES, users are prompted to complete the User Role
Profile. If a user wishes to update their User Role Profile, for example to indicate a
promotion, this can be done within the iOS mobile app. The User Role Profile is located
under the Settings menu (Figure 54). From there, you have the option to update any
fields as necessary. Before saving, you have the option to review your responses.
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Log Qut
Settings
PSYCKES Version 8.0
Logged In As
Mental LOOXCCC
Health RN
PR iAIN STREET MENTAL
HEALTH CLINIC
De-Identify ()
User Role >
A~
Q & 3
Settings

Figure 54. Settings: User Role Profile

Timing Out

The PSYCKES mobile app has a “timed out” feature that will log users out if the screen
has been idle for more than 15 minutes. This is to ensure the security of personal and
sensitive client information.

Screenshots Prohibited

Security of recipients’ sensitive and personal information is of the upmost importance in
PSYCKES. Due to this emphasis on security, users are prohibited from taking
screenshots while using the PSYCKES mobile app. If a user attempts to take a
screenshot, they will receive a message instructing them to go into their iOS device’s
photos and remove the screenshot (Figure 55). PSYCKES also reserves the right to
audit users who have taken multiple screenshots and may take required steps to
remove access from said user.
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307 Y ol 5G+ C15

Log Out

Settings
PSYCKES Version 8.0

Logged In As
[ ENE LOOXCEC
Health Agency

PAIMN STREET MENTAL
Bl HEALTH CLIMIC

De-ild  Screen shots of PSYCKES are
prohibited. Delete from
Photos immediately
User | >
OK

Q & X

Search Recenis Settings

Figure 55. “Screenshot prohibited” message

Updates to PSYCKES mobile app

The PSYCKES application is continually evolving and so will the mobile app. There are
two kinds of updates that can occur with the PSYCKES mobile app:

e iOS software update

e PSYCKES app version update

Users will receive automatic update messages when it is necessary to bring the iOS
software and/or PSYCKES mobile app up to date. These messages will include
instructions on how to update.

2024 PSYCKES User's Guide: i0S Mobile Application 46



	PSYCKES iOS Mobile Application
	Requirements for installing the PSYCKES mobile app
	Technical Requirements
	Pre-Login Requirements

	Installing the PSYCKES mobile app
	Installing and importing token into the RSA SecurID Token app
	Install RSA SecurID App
	Import Token from Email
	Need Help Logging In?

	Recipient Search
	Recipient Identifiers
	Why did my search yield no results?
	Why did my search yield too many results?
	Recent Recipients
	Remove Recipients from Recent List

	Clinical Summary
	General
	Current Care Coordination
	Notifications
	Active Medicaid Restrictions
	Alerts
	Social Determinants of Health (SDOH)
	Quality Flags
	Plans & Documents
	Screenings & Assessments
	Services

	iPad Exclusive Features
	Brief Overview
	Services Over Time Graph
	Service Type Cards and Filters

	How to Enable PHI Access
	Step 1: Search for client in the entire PSYCKES database
	Step 2: Select reason for having a right to access the client’s data
	Step 3: Indicate the way in which the client’s identity has been verified and submit
	Workflow for e-signatures
	Step 4: Enable access

	Change PHI Access
	Withdrawing Consent

	Logging Off
	De-identify
	The User Role Profile
	Timing Out
	Screenshots Prohibited
	Updates to PSYCKES mobile app




Accessibility Report





		Filename: 

		psyckes_ios_mobile_app_user_guide.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

