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Q& A via Web Ex
● All phone lines are muted

● Access “Q&A” box in WebEx menu at the right of your screen; if you expanded the 
view of the webinar to full screen, hover cursor top center of screen to see menu

● Type questions using the “Q&A” feature

● Submit to “All Panelists” (default)

● Please do not use Chat function for Q&A

● Today’s training will be recorded, and the recording, slides, and additional training
materials will be available shortly after the presentation
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Agenda
● Why Now? Why PSYCKES?

● PSYCKES Overview

● Logging In

● Access to Patient-Level Data

● Review Patient-Level Details within the Clinical Summary

● Training & Technical Support

● Appendix

● Obtaining/Activating Tokens, Withdrawing Consent, PSYCKES Mobile App



Why Now?
Why PSYCKES?
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Why Now?

New NYS DOH regulations related to individuals presenting to emergency 
departments with behavioral health concerns
(in effect 1/8/25)

For all Emergency Departments:
• A review of records is required, including checking PSYCKES
• Screening to determine whether a patient has complex needs

For Emergency Departments in hospitals with psychiatric inpatient unit/s (§9.39 Hospitals):
• Coordinate discharge planning with care managers (for patients in care management programs)
• Schedule and confirm an appointment for psychiatric aftercare within 7 calendar days following discharge
• Send a discharge summary to the aftercare provider(s)
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Why PSYCKES?
PSYCKES can help hospitals with new regulations
• Supports patient record review - Integrates all information available statewide
• Flags individuals with Complex Needs
• Identifies any existing care management program and contact information
• Identifies previous providers and level of engagement in care
• Supports secure real time sharing of Discharge Summary and other documents such 

as Psychiatric Advance Directive Plans, Suicide Prevention Plans

79% of NYS hospitals already have PSYCKES access
• 2,725 Emergency Department/CPEP staff users
• 4,145 Psychiatric Inpatient staff users



PSYCKES Overview
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What is PSYCKES?
● A secure web-based application that integrates multiple data sources to support population health, 

quality improvement, care coordination, clinical decision-making
● Data Sources: Integrates over 10 different health-related data sources including

● Medicaid claims
● Medicaid data tells us what was paid for, not the associated clinical documentation. We can tell the patient had

this x-ray or those labs or that outpatient visit, but we do not have the results.
● 10+ other databases

● EMR data from State Psychiatric Centers
● NYC data: Rikers, Department of Homeless Services, DOHMH data, etc.
● State OMH data: AOT (involuntary outpatient commitment), suicide incidents, CAIRS data on high intensity

outpatient and residential mental health services, etc.
● Provider and patient entered: Advance Directives, Safety Plans, Rating scales (e.g. CSSRS, 

PHQ-9), etc.

● Over 12 million patients viewable in PSYCKES - individuals with any history of:
● Medicaid funded behavioral health diagnosis or treatment, or
● State Psychiatric Center inpatient or outpatient services, or
● Health Home outreach or enrollment



Brief Clinical Summary:
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Patient identifying 
information in header

Care Coordination 
Care management & 
residential contacts

Notifications 
Complex Needs and 
criteria met

Outpatient Providers 
Behavioral and 
general medical 
providers in past year

Diagnoses Past Year:
5 Most Recent and
5 Most frequent by type
(Behavioral, Medical)

Hospital ER & Inpatient 
Services past 5 years: 
Number of visits by type 
(ER and IP Mental Health, 
Substance Use, Medical)



How Hospital Staff 
Get PSYCKES Access



OFFICE OF MENTAL HEALTH 11

Over v i ew - Ho w Ho spit a l St aff Get PSY C KES Ac c ess

● Hospital obtains PSYCKES access and registers hospital Security Managers
● As of December 2025, 80% of hospitals in NYS already PSYCKES access and registered 

Security Managers – we expect all hospitals to have access by the end of the year
● Hospital Security Manager/s grant PSYCKES access to hospital staff

● Ask your supervisor or administrator who your hospital’s security manager(s) – OR –
● Contact PSYCKES-Help (PSYCKES-Help@omh.ny.gov) to find out your agency’s Security

Manager
● Staff obtain and activate a token

● See Appendix
● Staff log in to PSYCKES for the first time

mailto:PSYCKES-Help@omh.ny.gov
mailto:PSYCKES-Help@omh.ny.gov
mailto:PSYCKES-Help@omh.ny.gov


Logging In
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How to  Log  i n  t o  PSYCKES  - PSYCKES  Homepage
● Go to PSYCKES homepage: www.psyckes.org
● Click “Login to PSYCKES”

http://www.psyckes.org/
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Ho w t o L o g i n t o PSY C KES – Sign-in Selection

Login as “External/ 
Local Provider”
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Ho w t o L o g i n t o PSY C KES – M o b i l e To ken

Enter your assigned
PSYCKES user ID

Enter PIN into RSA 
token to generate 
8-digit passcode 
and enter in
passcode field on
screen
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Med i c a i d C o nfid ent i a l i t y Disc l o sur e

● Click “Agree” to abide by standards and continue login
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User Ro le Sur vey
● For the very first time that you log into PSYCKES, you will be prompted to take a 

brief survey that asks about your role in the hospital where you work, including the 
primary work setting and program type



Access to Patient-Level Data
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Pat i ent L i nkage t o Ho spit a l

● Automatically:
● Patient had a billed service anywhere in organization/hospital within the past 9 months

● Manually:
● Provider attests to one of the following:

● Patient signed PSYCKES consent, DOH Health Home Patient Information Sharing
consent, BHCC consent

● Verbal consent

● Clinical emergency

● Patient is currently being served by/transferred to your hospital
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L evel s o f Ac c ess t o Pat i ent Dat a
● Signed Consent (PSYCKES, BHCC, DOH Health Home/CCO)

● Allows access to all available data (including data with special protections such as SUD, HIV, 
family planning, genetic testing), for 3 years after the last billed service

● Verbal Consent
● Allows access to limited data (excluding data with special protections) for 9 months

● Clinical Emergency
● Allows access to all available data (including data with special protections) for 72 hours

● The vast majority of emergency department presentations are clinical emergencies. However, 
obtaining signed consent is good practice and will be greatly appreciated by your colleagues 
on inpatient units

● Attestation of service (Patient currently being served by/transferred to your agency)

● This will link client to your agency for Recipient Search reports but will not provide access to
the Clinical Summary
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PSY C KES C o nsent Det a i l s
● PSYCKES consent includes:

● Brief overview of the 
PSYCKES application

● Types of information providers 
can see if a patient grants 
them consent

● Place to indicate if consent is 
given or denied

● Space for patient’s name, date 
of birth, Medicaid ID, and their 
signature to confirm their 
choice

ABC Hospital



Ac c essing t he pr e - po pul at ed PSY C KES C o nsent fo r m
● Log in to PSYCKES, navigate to Registrar tab > Manage PHI Access sub-tab
● In the Enable PHI Access section, PDFs of the prepopulated PSYCKES consent form with hospital-

specific contact information can be printed out in both English and Spanish
● Other language translations can be found on our public website, but will not be prefilled
● Hospitals can recreate the PSYCKES consent in their EMRs if they copy the language verbatim

Staff should follow their 
hospital’s protocols on how to 
access consent forms (e.g., 
including PSYCKES consent 
alongside other 
registration/intake forms, 
paper/electronic formats, etc.)
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St ep 1 : Sear ch fo r ind i v i dual pat ient in Rec ip i ent Sear ch
● To search or enable access to patient data, users follow these steps:

● Step 1: Enter one or more recipient identifier(s) and click “Search”
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St ep 2 : C o nfir  m pat i ent m at c h and sel ec t " Enabl  e Ac c ess"
• Confirm that the search identifies the correct patient, check their Planning Considerations for Complex

Needs, and see if your hospital already has access to patient’s data or if access needs to be enabled.

• Note: If there’s no match this may be because there is no report for this individual, or because insufficient or 
incorrect information was entered. Select “Modify Search” to re-enter data.
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St ep 3 : Sel ec t t he appr o pr i at e l evel o f ac c ess and c l i c k “ Next ”

● If you’d like to learn more about what each access level entails, click the “About 
Access Levels” link

PHI Access for DOE, JANE (F – 42)

DOE 
JANE 
F - 42
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St ep 4 & 5 : C o nfir  m Id ent i t y and Enabl  e Ac c ess

DOE 
JANE 
F - 42

PHI Access for DOE, JANE (F – 42)
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PHI Ac c ess Enabl  ed

● You’ll now see the updated access level reflected in the “Current PHI 
Access” column



Breaking the Glass in 
Clinical Emergencies
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C r i t er i a and Pr o t o c o l s fo r C l i n i c a l Em er genc i es

● If a patient refuses or is unable to consent and is having a clinical emergency, the provider
is permitted to obtain a PSYCKES clinical summary without consent (i.e., "breaking the glass.")

● A clinical emergency is defined as a medical or behavioral condition for which there is an 
immediate need for treatments, and symptoms are of sufficient severity that the absence of 
immediate treatment would likely result in serious harm to self or others

● Criteria for "breaking the glass" may include (but not limited to):

● Threats of or attempts at suicide or serious bodily harm or other conduct demonstrating danger to themselves

● Homicidal or other violent behavior by which others are placed in reasonable fear of serious physical harm

● Inability or refusal, due to mental illness, to provide for their own essential needs such as food, clothing, necessary 
medical care, personal safety, or shelter

● Overdose, sedation, altered mental status, catatonia, or otherwise non-responsive

● Providers are responsible for ensuring that the medical record supports emergency access by
documenting why/how the client meets criteria for a clinical emergency and attesting with their
signature, date, and time stamp



Clinical Summary
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What i s a PSY CKES C l in ica l Sum mar y?

● Creates an integrated view from all databases available through 
PSYCKES

● Summarizes up to 5 years of treatment history for a client

● Summarizes treatment episodes to support rapid review
● Episodes of care linked to detailed dates of service if needed 

(including diagnosis and procedures)
● Clinical Summary helps providers to:

● Identify patients with Complex Needs

● Identify patients that have a pattern of ER visits but are not engaged in care

● Form a differential diagnosis by clarifying history of patient care/services

● Obtain contact information to coordinate care/referrals



C o m p l ex Need s C r i t er i a
● General Criteria (All Ages)

● AOT active or expired in the past year
● ACT enrolled or discharged in the past year
● Intensive Mobile Treatment in the past year with MH diagnosis
● HH+ service in the past year with MH diagnosis
● 3+ Inpt MH < 13 months
● 4+ ER MH < 13 months
● 3+ inpatient medical visits in past 13 months and have

schizophrenia or bipolar
● Ineffectively Engaged: No Outpt MH < 12 months with 2+ Inpt 

MH or 3+ ER MH
● State PC Inpatient Discharge < 12 months
● CNYPC Release < 12 months
● Homeless in past 6 months + SMI
● Suicide attempt: Any history
● Homicidal ideation in past year and 1+ MH ED/CPEP/IP in past 

year
● Opioid overdose in the past year
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● Additional Eligibility Criteria for Children &
Adolescents (0-20 years)
● Currently or in the past year had K3 Serious Emotional 

Disturbance
● Currently or in the past year received one or more of these 

services
● Psychiatric Inpatient
● Residential Treatment Facility
● Children’s Community Residence
● Residential SUD Treatment
● Youth ACT
● Day Treatment
● Partial Hospitalization
● Home Based Crisis Intervention
● Mobile Integration Team (MIT)

● Currently or in the past year received two or more crisis 
services

● Currently or in past year attributed to Foster Care
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Export Clinical Summary 
to PDF to upload/print 
and place in patient’s 
record
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Al er t s & So c i a l Det er m i nant s o f Heal t h ( SDOH)



Qual i t y F l ags
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Pl ans & Do c um ent s : View, U p l o ad , o r C r eat e Users can either select a
document to view, select
‘upload’ to add documents, or 
select ‘create new’ to use an 
existing Safety Plan or PAD 
template
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Diagno ses ( B ehavio  r a l Heal t h , Med i c a l )

Click on a diagnosis to 
drill-in and view more 
details such as date of 
service, service type & 
subtype, provider, and 
other diagnoses
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Int egr at ed View o f Ser v i c es Over T im e
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Med i c at i o ns ( C o nt r o l l ed Subst anc e , B H, Med i c a l )

Toggle to ‘Graph’ view or click on ‘See Details’ icon 
to drill-in and see information on pickup dates, 
brand & generic name, drug class, strength, 
quantity dispensed, days supply, pharmacy, etc.
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Out pat i ent B ehavio  r a l Heal t h & Med i c a l Ser v i c es
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C r i s i s Ser v i c es



Ho spit a l / ER Ser v i c es
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Training & Technical Support



Tr a i n i ng Reso ur c es
● Hospital Resource Packet – to be sent out to individuals attending hospital training or on request

o PSYCKES Hospital Access User Table
o Action Planning Form and other resources used in prior ED PSYCKES implementation
o Granting PSYCKES Access Instructions one-pager
o Revoking PSYCKES Access Instructions one-pager
o PSYCKES Consent Script
o PSYCKES Summary Checklist/Workflow
o Activating token and logging into PSYCKES
o Uploading Psychiatric Advance Directive in PSYCKES

● Training Resources for PSYCKES Users – available online (PSYCKES public webpages)
o Short How-To Videos (Login to PSYCKES, lookup client and enter consent, review client's Clinical Summary, etc.)
o User Guides (Enabling access to client-level data, Clinical Summary, PSYCKES iOS Mobile App, etc)
o PSYCKES Training Slides/Recordings (Using PSYCKES for Hospitals, Integrating PSYCKES Consent into 

Workflow, Using PSYCKES Clinical Summaries, etc.)
o “What’s New” section on the PSYCKES website (public webpages) - New features and live trainings opportunities are 

posted here, and emailed to all active users/security managers
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https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/training-materials.html
https://omh.ny.gov/omhweb/psyckes_medicaid/webinars/
https://omh.ny.gov/omhweb/psyckes_medicaid/webinars/
https://omh.ny.gov/omhweb/psyckes_medicaid/webinars/
https://omh.ny.gov/omhweb/psyckes_medicaid/webinars/
https://omh.ny.gov/omhweb/psyckes_medicaid/
https://omh.ny.gov/omhweb/psyckes_medicaid/


Tec hnic a l Suppo r t
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● For more PSYCKES resources, please go to our website at: www.psyckes.org
● If you have any questions regarding the PSYCKES application or need further

assistance, please reach out to our helpdesk:
● 9:00AM – 5:00PM, Monday – Friday

● PSYCKES-help@omh.ny.gov

● If you’re having issues with your token or logging in, contact the OMH helpdesk:
● Call 518-474-5554, option 2; or email healthhelp@its.ny.gov

● Contact your OHCCT Hospital Program Specialist or HospitalCare@omh.ny.gov who may
be able to do an on-site demonstration

http://www.psyckes.org/
mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
mailto:healthhelp@its.ny.gov
mailto:HospitalCare@omh.ny.gov
mailto:HospitalCare@omh.ny.gov


Appendix



Obtain a Token
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Ho w to Get Ac cess to PSY CKES
● PSYCKES access for individual staff is managed by your hospital’s

Security Manager(s)
● Ask your supervisor or administrator who your hospital’s security manager(s) –

OR –
● Contact PSYCKES-Help (PSYCKES-Help@omh.ny.gov) to find out your

agency’s Security Manager
● Security Manager uses Authorization Management System (AMS) to create user 

accounts and grant/revoke PSYCKES access
● Granted PSYCKES Access email will be sent to new users and will contain a 

User ID, a link to the PSYCKES application, and instructions on how to create 
a NY.gov ID password which will be used to login to the Self-Service Console 
to request a token

● How to Request and Activate an RSA Hardware Token User Guide
● How to Request and Activate an RSA Software Token User Guide

mailto:PSYCKES-Help@omh.ny.gov
mailto:PSYCKES-Help@omh.ny.gov
mailto:PSYCKES-Help@omh.ny.gov
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/
https://omh.ny.gov/omhweb/ams/request-and-activate-rsa-hardware-token.pdf
https://omh.ny.gov/omhweb/ams/request-and-activate-rsa-hardware-token.pdf
https://omh.ny.gov/omhweb/ams/request-and-activate-rsa-software-token.pdf
https://omh.ny.gov/omhweb/ams/request-and-activate-rsa-software-token.pdf


To ken C o nfir  m at i o n Em a i l – M o b i l e To ken
● After your Security Manager 

has provided you access to 
PSYCKES, you’ll receive an 
email from
ams-donotreply@its.ny.gov 
with the following content:
o Your User ID
o Link to the PSYCKES-

Medicaid application
o Instructions on how to create 

a password within the NY.gov 
ID website. This password 
along with your User ID will 
be your credentials when 
logging in to the Self-Service 
Console (MyToken.ny.gov) to 
request a token.
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Once you receive the Access 
Granted to PSYCKES email, 
you’ll need to create a 
password in NY.gov ID. Go to 
the NY.gov ID website and 
select “Forgot Password?”

https://my.ny.gov/LoginV4/login.xhtml


Enter your User ID which 
can be found in ‘Granted 
Access’ email from ITS



Select Reset using email and 
click “Continue”



You’ll then see a 
confirmation screen that 
an email has been sent to 
the email address 
associated with the user 
ID’s account



Locate the NY.gov ID 
email and select ‘Click 
Here’ or use the URL link



Click “Continue”



Select 3 Secret 
Questions and 
enter in your 
answers. Once 
completed, click 
“Continue”.



You’ll then see a 
confirmation message 
that you have 
successfully saved 
your Secret Questions 
and answers. Click 
“Continue”.



You’ll then be 
prompted to create a 
password. Your 
password must be a 
minimum of 14 
characters, contain 1 
digit, 1 uppercase 
letter, 1 lowercase 
letter, and 1 special 
character.



You’ll then see a confirmation 
message that your password 
has been updated successfully. 
You’ll then be signed in and 
redirected to your NY.gov ID 
account homepage 
automatically. 



Next, go to the Self-Service 
Console and enter your User 
ID provided in the Granted 
Access email into the “User 
ID” box

https://mytoken.ny.gov/console-selfservice/SelfService.do
https://mytoken.ny.gov/console-selfservice/SelfService.do
https://mytoken.ny.gov/console-selfservice/SelfService.do
https://mytoken.ny.gov/console-selfservice/SelfService.do


   

Select “Password”



 

Enter your NY.gov ID password



L0000MHH

To request a software 
token, select “request
a new token”



Select “Software”

L0000MHH



Next you will select 
what type of mobile 
device your token will 
be going onto (i.e., iOS, 
Android, etc.)



  

Create a PIN which, 
when entered in 
token, produces 
passcode for login 
- Cannot begin with zero
- Cannot have sequential 
or consecutive numbers
- Cannot repeat any 
previous PINs



69

I dent i t y  Ve r i f i ca t i on   
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● Users should receive a confirmation email from ITS acknowledging their token request was submitted within 
1-2 hours
● If users receive a confirmation email, they do not need to call the OMH Helpdesk

● NOTE: Red text stating the user must contact the Service Desk is only relevant to other state agencies utilizing token requests. 

● If users do not receive a confirmation email, they need to call the OMH Helpdesk. If a Helpdesk call is required, 
identity verification is required. The OMH Helpdesk contact information is shown below:
● Phone number for verification: (518) 474-5554, option #2
● If identity is not confirmed within 2 business days of request, token request will be rejected

● Users will receive email notification of approval once token is ready for activation within Self-Service Console 
(example on next slide)



If your softtoken 
request is approved, 
you’ll then receive an 
approval email from ITS



Soft Tokens: Install the 
RSA SecurID App

• Navigate to the app 
store on your mobile 
device

• Search for “RSA
Authenticator 
(SecurID)”

• Install the “RSA
Authenticator 
(SecurID) Software 
Token” app (icon with 
a cloud and green 
checkmark)



Select “Activate Your 
Token”



Scan your QR code 
with your mobile 
device’s RSA app.
NOTE: The QR code
is only valid for 5 
minutes!



How to Scan Your QR Code       
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● To scan the QR code displayed on 
the desktop, open the RSA app on 
your mobile device

● At the bottom of your screen, tap 
“QR Scan” 

● With your mobile device, hover the 
front-facing camera over the QR 
code displayed on the desktop 
screen 

● Align the QR code within the frame 
and the camera will automatically 
take a snapshot and import your 
token. 



Importing Your Token
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● Once the QR code is scanned you will see a confirmation on both the desktop 
screen as well as your mobile device that the soft token has been successfully 
imported 



Set Up Your Security Questions        
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● After you have successfully imported your token, set you your security questions.
● If you forget your PIN, you can answer security questions to reset your PIN 

You can set up your security 
questions. If you are unable to 
log in to Self-Service using your 
PIN or password, you will be 
able to log in using your 
security questions. 



Withdraw Consent



Wit hd r aw C o nsent
If patient withdraws their consent OR if consent is enabled for the wrong patient by accident, access
must be withdrawn in PSYCKES as soon as possible
1. Navigate to Registrar > Manage PHI Access
2. Scroll down to ‘Withdraw Consent’ section and print out withdrawal of consent for (patient can verbally

withdraw consent, but may be helpful to have signed withdrawal for records)
3. Select 'Search & Withdraw Access’ and enter patient Medicaid ID or name and DOB to search for the patient

1

2

3
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Wit hd r aw C o nsent , c o nt i nued
4. Review search results, verify patient identifiers are accurate, and select Withdraw Consent
5. Pop-up will appear – review information and check PSYCKES Consent to withdraw
6. Click ‘Withdraw” box
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PSYCKES Mobile Application



PSY C KES Mo b i l e App Feat ur es

● Available for iOS and Android Devices

● Individual look-up clients, enable access, and view clinical summaries

● E-sign the PSYCKES consent directly on device

● ‘Recents’ tab allows you to easily locate recently searched patients

● Complete a Safety Plans or C-SSRS screenings

● Filter options available for Service sections

● iPad exclusive features:

● Includes Brief Overview as well as the Full Summary

● Integrated View of Services Over Time (IVOS) graph
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Tec hnic a l Requir  em ent s fo r t he Mo b i l e App
● Confirm you have the latest software version downloaded:

● iOS: Check to see if an upgrade is needed by navigating to Settings > General > Software 
Update (currently supporting iOS version 18.0+)

● Android: Check to see if an upgrade is needed by navigating to Settings > About Phone or
About Tablet > Look for the Android Version entry (currently supporting Android version 8.0+)

● Confirm you have the latest version of the PSYCKES app downloaded:
● Check to see if an app update is needed by going to the App Store or Google Play Store >

Search for “PSYCKES” > Select “Update” button (if available)

● Strongly recommended to ensure your device is password protected with the 
PSYCKES mobile app due to protected health information (PHI)
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B r i e f Over v i ew

Scroll 
down
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