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Q&A via WebEx

▪ All phone lines are muted

▪ Access “Q&A” box in WebEx menu at the right of

your screen; if you expanded the view of the

webinar to full screen, hover cursor over green bar

at top of screen to see menu

▪ Type questions using the “Q&A” feature

– Submit to “all panelists” (default)

– Please do not use Chat function for Q&A

▪ Slides will be emailed to attendees after the webinar



Agenda

▪ PSYCKES Overview

▪ How to Install and Login to the Mobile App

▪ Enable Access to Protected Health Information (PHI)

with Consent, Emergency, or Attestation of Service

▪ Look Up a Client to View Clinical Summary

▪ Safety Plan/CSSRS

▪ Training & Technical Assistance

▪ Question & Answer



PSYCKES Overview



What is PSYCKES?

▪ A secure, HIPAA-compliant web-based platform for

sharing Medicaid claims and encounter data and

other state administrative data

▪ Designed to support data-driven clinical decision-

making and quality improvement

▪ Ongoing data updates

– Clinical Summary, including mobile app updated weekly

– Quality Indicator reports updated Monthly



Who is Viewable in PSYCKES?

▪ Over 8 million New York State (NYS) Medicaid enrollees 

(currently or previously enrolled)

– Fee for service claims

– Managed care encounter data

– Dual-eligible (Medicare/Medicaid): Medicaid data only

▪ Behavioral Health Population, i.e., at least one of the 

following:

– Psychiatric or substance use service,

– Psychiatric or substance use diagnosis, OR

– Psychotropic medication

▪ Provides all data – general medical, behavioral health, 

residential



What Data is Available in PSYCKES Mobile App?

▪ Clinical Summary provides up to 1 year of data*, updated weekly

▪ All Medicaid Fee For Service (FFS) claims and Managed Care (MC) 

encounter data, across treatment settings

– Medications, medical and behavioral health outpatient and inpatient services, 

Emergency Room (ER), care coordination, residential, etc.

– Time lag varies from weeks to months, depending on how quickly providers bill 

and Managed Care plans submit to Department of Health (DOH)

▪ “Real time” (0-7 day lag) data sources currently in PSYCKES:

– Care plan documents (e.g., safety plans)  uploaded or created

– State Psychiatric Center EMR 

– CAIRS: Assertive Community Treatment (ACT) provider and contact information

– TACT: Assisted Outpatient Treatment (AOT) provider and contact information

– MAPP: Health Home enrollment and Care Management provider information

– NIMRS: Suicide attempt

– Managed Care Enrollment Table: MC Plan & HARP status

* Alerts & Incidents and Hospital Utilization data have different timeframes



Quality Indicators “Flags”

▪ PSYCKES identifies clients flagged for quality 

concern in order to inform the treating provider and 

to support clinical review and quality improvement 

▪ When a client has a quality flag, the provider is 

allowed access to that individual’s Clinical Summary

▪ Examples of current quality flags include: 

– Medication-Related, e.g., Polypharmacy, Low Adherence

– Acute Care Utilization, e.g., High utilization, Readmission

– General Medical, e.g., No Diabetes Screening on Anti-Psychotic 

(AP), No Outpatient Medical Visit > 1 year 

– HARP-Enrolled, Not Health Home Enrolled 



PSYCKES Mobile App Overview

▪ PSYCKES users can rapidly access a client’s clinical 

summary from the field, office, or ER using an 

iPhone or iPad

▪ User-friendly streamlined design

▪ Review overview of critical information and drill in to

more detail as needed

▪ Enable consent or emergency access as needed

▪ Access recently viewed clients easily without having 

to re-enter search criteria

▪ Complete Safety Plans or CSSRS/PHQ-9 from field

▪ Free in the App Store



Install & Login



Technical Requirements for the Mobile App

▪ iOS device: iPhone, iPad, iPod

▪ Latest version of iOS; 

– Check to see if an upgrade is needed by navigating 

to Settings > General > Software Update

▪ iPhone 5s and above; iPad Mini 2 and above; iPad 

Air; iPad Pro 9.7 & 12.9; THE iPad

▪ Password protecting your iOS device is strongly 

encouraged when using the PSYCKES mobile app



Pre-login Requirements for the Mobile App

▪ Users must be granted access to PSYCKES by 

their organization in order to receive a User ID 

and token 

▪ Access for individual users is managed by an 

organization’s Security Manager(s)

▪ First time login to PSYCKES must be done on 

the desktop version to set a PIN; subsequent 

logins can be done on the mobile app



Install the PSYCKES Mobile App

Install the Mobile App from 

the App Store:

1. Tap the App Store icon on 

iOS device

2. Search for “PSYCKES” 

3. Install the free PSYCKES 

Mobile App

– App Store account 

password may be required



Install the RSA SecurID App

Install the RSA SecurID Software 

Token for Convenience: 

1. Tap the App Store icon on 

iOS device

2. Search for “RSA SecurID”

3. Install the RSA SecurID app

– App Store account password 

may be required



Import Token from Email

Soft tokens are sent via email to 
user’s email address listed in SMS

▪ Locate the token email by 
searching email inbox for: 
Information_Security_Office OR 
its.sm.bhp.bs.omh.sao@its.ny.gov 

– Forward token email to an email 
account that can be accessed on 
iOS device

▪ Open token email from iOS device

▪ Tap on the token file attachment; it 
will look like this: “userID/sdtid”



Import Token from Email (cont.)
▪ Select RSA’s 

“Import with 
Token” option

▪ Enter the token file 

password that was 

provided in token 

email

▪ Confirmation message 

will display once token 

is successfully 

imported



Login to PSYCKES Mobile App

▪ Tap on the PSYCKES 

app icon

▪ Enter User ID into the 

first box



Login to PSYCKES Mobile App (cont.)

▪ If RSA token is installed 

on your iOS device, 

open the RSA app

▪ Input your PIN

▪ Tap blue arrow



Login to PSYCKES Mobile App (cont.)

▪ 8-digit time-sensitive passcode 

will appear in soft token app

▪ Tap the copy icon at the 

bottom of the screen 

▪ Return to PSYCKES app login 

page

▪ Double tap to paste passcode

▪ Tap Login



Medicaid Confidentiality 

▪ Medicaid Confidentiality 

Standards will appear on 

every login, like on the 

desktop version of PSYCKES

▪ Tap ‘Agree’ to complete your 

login

▪ If you tap ‘Disagree’ you’ll be 

brought back to the login 

screen



Need Help Logging in?

▪ The “Need help logging in?” 

link from the mobile app 

login page provides 

instructions about common 

login questions

▪ Contact information is 

provided for both the 

PSYCKES and ITS 

helpdesks



Enable PHI Access



PHI with Special Protection

▪ Client-level data is available to provider agency 

users when clients they serve are positive for a 

quality flag, with client consent, or in a clinical 

emergency

▪ Certain categories of PHI are subject to additional 

special protections  

▪ Information with special protections include:

– Substance Use

– HIV

– Family Planning

– Genetic information



Enable Access to PHI with Special Protection

▪ Data with special protections will be displayed when:

– Signed consent (PSYCKES, BHCC, DOH 5055) or

– Agency attests to clinical emergency (data available for 

72 hours)

▪ The PSYCKES Consent Form can be printed from the 

PSYCKES desktop version, in the Registrar Menu or on 

our public website 

▪ NOTE: Users with state level access and users from 

Managed Care Organizations will see all available data, 

including data with special protections, without client 

consent



How to Enable PHI Access

▪ Look up client in the “Search” page

▪ Confirm you found the correct match

▪ Mobile app will prompt you to “Enable PHI 
Access” 

▪ Follow steps to attest to why your provider 
agency has the right to access PHI and 
that the client's identity has been 
confirmed 



Step 1: Search for client in the full 

PSYCKES database

▪ Enter Medicaid ID, SSN, or Last 
Name + First Name + DOB

▪ Confirm client found matches 
who you were looking for

– If results do not match intended 
client, return to Search Results

– If data matches intended client, tap 
“Enable PHI Access”



Step 2: Select reason for agency’s right to 

access client’s data

▪ If the client signed consent, 
indicate the consent that was 
signed:

– PSYCKES consent 

– BHCC consent 

– DOH 5055

▪ In the absence of signed 
consent, select:

– This is a clinical emergency, or  

– Client is currently served by or 
being transferred to my agency 
(access to clinical summary if 
client is positive for a quality flag)



Step 3: Indicate how client’s identity was 

verified and submit

Attest to client identity via one 
of the following:

▪ Select “Provider attests to 
client identity,” if you or 
someone at your agency has 
experience with the client 
and tap ‘Next’

▪ Select “Client presented 1 
photo ID” or

▪ Select “Client presented 2 
forms of non photo ID”



Step 4: Enable Access

Based on the reason selected for your agency’s right to access the 

client’s data, the “Enable” page will display a specific message:



Change PHI Access

▪ The Clinical Summary will display the level of PHI Access your agency 
has for the client (consent, emergency, or quality flag) at the top

▪ Tap “Change Access” to change the level of PHI access (e.g., to 
change from Quality Flag access to consent)  



Recipient Search



Recipient Search Options

Search for Client with:

▪ Medicaid ID

▪ Social Security Number 
(SSN)

▪ First Name

▪ Last Name

▪ Date of Birth (DOB)



Recent Clients Viewed

▪ “Recent” tab is 
located at bottom of 
Search page

▪ Lists clients you recently 
viewed in the app,  including 
time they were viewed; tap 
name to view summary again



Remove Recipients from Recent List

▪ To remove a client name 
from the recent list, 
swipe left on the client 
name and select 
“Remove” 



Clinical Summary



Clinical Summary

▪ The Clinical Summary in the mobile app provides the 

past one year of information on an individual client 

across treatment settings

▪ This is difference from the desktop version, which 

displays the past 5 years of information 

▪ NOTE 

– Alerts & Incidents (e.g., suicide attempt) in the mobile 

app will not be limited to the past one year only, but will 

include all available alerts and incidents data

– Hospital Utilization (5 years) will display up to 5 years  

of ER and Inpatient hospitalization data



Clinical Summary Sections

The Clinical Summary is organized in 10 sections: 

▪ General

▪ Current Care 
Coordination

▪ Active Medicaid 
Restrictions

▪ Alerts & Incidents

▪ Quality Flags

▪ Plans & 

Documents

▪ Screenings & 

Assessments

▪ Diagnoses

▪ Medications

▪ Services



General 

▪ Gender from Medicaid 

▪ DOB

▪ Address from Medicaid

▪ Medicaid ID

▪ Dual-Eligibility (Medicaid 
& Medicare)

▪ Managed Care Plan

▪ PCP Assignment 

▪ HARP HCBS 
Reassessment Status

▪ DSRIP PPS



Medicaid Address 

▪ The mobile app links to a 
map to the client’s address 
when you tap the address

▪ Note: Address may not be 
current, depending on the 
accuracy of the Medicaid 
information and when it 
was last updated 



Current Care Coordination  
Current status and contact 
information is displayed for the 
following if applicable:
▪ Health Home/Care Management 

Agency

▪ OnTrack Enrollment

▪ Health Home Plus eligibility

▪ OPWDD NYSTART eligibility

▪ POP High User and/or POP Potential 
Clozapine Candidate

▪ Assisted Outpatient Treatment (AOT)

▪ Assertive Community Treatment (ACT)

▪ Medicaid Eligibility Alert - New York 
State of Health (NYSoH) Enrollment 
Required 

▪ Office of Mental Health State PC - lost 
to contact alert 



Alerts & Incidents 
NIMRS & Medicaid data – all available

▪ Suicide Attempt

▪ Suicide Ideation 

▪ Self Inflicted Harm

▪ Self Inflicted Poisoning

▪ Overdose Risk – Concurrent 

Opioid & Benzodiazepine

▪ Overdose – Opioid* 

▪ Positive Suicide Screening 

(C-SSRS)*

▪ Positive Depression 

Screening (PHQ-9)*

* These alerts are considered ePHI and will require Consent/ER



Alerts & Incidents 
Drill-In

▪ Name of the Incident/Alert

▪ Date of Incident/Alert type

▪ Service Type

▪ Name of Hospital/Provider 

▪ Diagnoses/High 

Risk/Results



Quality Flags

▪ Displays any active 
Quality Flag the client is 
positive for

▪ Certain ePHI related 
flags will be hidden if 
consent/ER is not 
indicated 



Plans & Documents 

▪ View Plans/documents that 
have been uploaded to client’s 
clinical summary

▪ Create Safety Plan using 
Stanley Brown Template* 

Screenings & Assessments
▪ View CSSRS or PHQ-9 

entered and attached to 
client’s clinical summary

▪ Complete CSSRS or PHQ-9** 

*Steps to create Safety Plan start on slide 56 

**Steps to complete CSSRS start on slide 85



Diagnoses

▪ Diagnostic information in the Clinical 
Summary is split into 2 sections:

– Behavioral Health

– General Medical 

▪ Each section lists the number of 
diagnoses given in the past year 

▪ Tap on the Behavioral Health or 
General Medical sections to view all 
primary and secondary diagnoses 
associated with any Medicaid claim 
submitted in the past year

▪ Tap on the diagnosis to view provider 
invoices associated with the 
diagnosis, including the provider's 
name and date of service



Medications
▪ Medication information in the 

Clinical Summary is split into 3 
sections:

– Controlled Substances

– Behavioral Health 

– General Medical 

▪ Tap on the sections to view  list of 
medications the client picked up 
within the past year, including 
information on drug class, date of 
last pick-up, and number picked up 
in past year 

▪ NOTE: Pickup records in the past 45 
days may not be available AND 
Medicare clients will have some 
medication records not available



Services 
The Clinical Summary provides information on the following 

services, if paid for by Medicaid in the past year: 

▪ Outpatient Behavioral ▪ Living Support & 

Health Residential

▪ Outpatient Medical ▪ Dental 

▪ Hospital & ER (5 years) ▪ Vision

▪ Radiology ▪ Transportation 

▪ Laboratory & Pathology



Services (cont.)
▪ Each service row displays 

the number of service types 
provided in the past year, 
with an option to “view all”

▪ Tap on a service category to drill 
into the specific services provided, 
including date(s) of service, 
provider name, and diagnosis given



Hospital & ER (5 Years)
▪ Rows are organized by 

service type with number of 
services for each type. 

▪ If provider only has a quality flag level 
of access, Mental Health and 
Substance Use services will combine 
into one category: Behavioral Health 



Data Sources
• Tap “learn about 

data sources” at the 
bottom of the 
Clinical Summary. 

• View a list of data 
sources that are 
displayed within 
Clinical Summary 
with the ability to 
drill-in for more 
information: 



Settings & How to Log Out 

Tap “Settings” at the bottom of the PSYCKES mobile 
app screen to access the settings page and Log Out



Settings & How to Log Out (cont.)

▪ The settings page displays: 

– Your PSYCKES User ID 

– The agency you are logged in as

▪ Tap “Log Out” at the top right corner 
of the settings page to log out

▪ Note: Your mobile app session will 
time out after 10 minutes and will 
prompt you to enter your user ID 
and passcode; this provides an 
additional layer of security for the 
mobile app



De-Identify Feature

▪ De-Identify feature 

scrambles client 

identifiers

▪ Useful for trainings 

and/or demos



Screenshots Prohibited 

▪ In order to protect PHI, users 
are prohibited from taking 
screenshots while using the 
PSYCKES mobile app 

▪ If you take a screenshot, a 
message will pop up instructing 
you to go into your iOS device 
photos and remove the 
screenshot



Updates to PSYCKES Mobile App

▪ There are two possible 
updates for the PSYCKES 
mobile app:

– iOS Software Update

– PSYCKES app version update

▪ You will receive automatic 
messages with instructions 
when it is necessary to 
update either the iOS 
software or the PSYCKES



Create a Safety Plan



How to Create a Safety Plan in Mobile App

1. Search for client and open Clinical Summary

2. Locate “Plans and Documents” section

3. Tap “Complete Safety Plan”

4. Complete information in each section of the template

• Required fields are marked with *

5. Tap “Continue” when completed

6. Confirmation page opens

• Confirm correct client name

• Select date safety plan was created if not today

7. Tap “Add to Clinical Summary”

























































Completing 
Assessments









Timeframe will appe

when Ongoing 

assessment is 

selected

ar 



When Question 2 is 

answered with “No,” 

user will jump to 

Question 6



When Question 2 is 

answered with “Yes,” 

Questions 3, 4, and 5 

will appear





If “yes” is selected for 

Question 7, you’ll 

need to indicate how 

many attempts and 

how long ago the 

most recent attempt 

was made
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Training & Technical 
Assistance



PSYCKES Training

• PSYCKES website: www.psyckes.org

• PSYCKES Mobile App User Guide Available on Website

• Webinars

• Live webinars: Register on PSYCKES Calendar

• Recorded webinars: Posted on PSYCKES Website

http://www.psyckes.org/


Review the
App!

 

1. Search 
“PSYCKES” in App 
Store

2. Select “P” 
PSYCKES logo

3. Scroll down on 
PSYCKES Page

4. 4. Tap to Rate or 
Write a Review!



Helpdesk Support

• PSYCKES Help (PSYCKES support)

–9:00AM – 5:00PM, Monday – Friday

–PSYCKES-Help@omh.ny.gov 

• ITS Help Desk (Login & SMS support)

– OMH Employee ITS Helpdesk: 

– 1-844-891-1786; fixit@its.ny.gov

– Provider Partner ITS Helpdesk: 

– 1-800-435-7697; healthhelp@its.ny.gov 

mailto:PSYCKES-help@omh.ny.gov
mailto:fixit@its.ny.gov
mailto:healthhelp@its.ny.gov
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