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Agenda
● Identify key considerations when planning for training

● Review recommended pre-training activities

● Highlight key information and core competencies

● Review available training resources
● Note: this training will not cover PSYCKES itself in detail



Planning for PSYCKES 
Training
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I n i t i a l Ques t i ons

● Understanding workflow expectations and use cases is critical

● Questions to consider:
● Who at your organization needs PSYCKES training?

● What aspects of PSYCKES do they need training on?

● What type of training is most appropriate for each staff member?
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Evaluat ing  Tra in ing  Needs

Role PSYCKES Use Case Training Domains

Front Desk Staff
• Attesting to PSYCKES consent
• Printing PSYCKES Clinical Summary

• Registrar tab
• Recipient Search 

Clinicians
• Attesting to PSYCKES consent
• Review Clinical Summary for clinical 

decision-making

• Recipient Search
• Clinical Summary

Supervisors

• Identify at-risk clients
• Clinical supervision
• Monitor PSYCKES use

• QI Reports
• Recipient Search
• Clinical Summary
• Usage reports

QA/QI Staff
• Review performance on quality measures
• Integrate Clinical Summary into 

utilization/incident review

• QI Reports
• Recipient Search
• Clinical Summary



6OFFICE OF MENTAL HEALTH

Evaluat ing  Tra in ing  Format
Format Best For… Advantages Challenges

Webinars
• Staff with access to 

computers 
• Self-directed learners

• Offered regularly by 
PSYCKES staff

• Live and recorded formats

• Not specific to users’ 
workflow/use cases

• No on-site support

Group Training: 
Demo

• Larger groups
• Similar use cases
• Comfort with computers

• Can tailor to your specific 
workflow

• Assessing users’ capacity 
to apply training

• Scheduling

Group Training: 
Hands-on

• Larger groups
• Similar use cases

• Can tailor to your specific 
workflow

• Immediate 
feedback/assistance

• Computer access
• Engaging users with 

different skills
• Scheduling

One-on-One 
Training

• Staff needing support 
with computers

• Unique use cases

• Flexible scheduling
• Immediate 

feedback/assistance
• Trainer time and effort
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Prepar ing  f o r  the  T ra in ing  Sess i on

● Develop a training outline

● Internal policies and procedures

● Consult Core Competencies Checklist

● Decide whether to use de-identified data or real data

● Practice skills to be taught

● View webinars such as Introduction to PSYCKES, Navigating Recipient Search for Population Health, and Using 
the PSYCKES Clinical Summary

● Confirm that tokens are activated and tested prior to training

● Have training materials and contact numbers on hand
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Resources  on  the  PSYCKES  Webs i t e
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Core  Competenc ies  Check l i s t
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PSYCKES  Webs i t e  Resources



PSYCKES 101: PSYCKES Data
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Basic  Information About  PSYCKES

● A secure, HIPAA-compliant web-based application that integrates multiple data 
sources to support population health, quality improvement, care coordination, 
and clinical decision-making

• Includes five years of data (and beyond for certain data elements) on Medicaid 
Behavioral Health population

• All Medicaid FFS claims and Managed Care encounter data, across treatment settings

• Medications, medical & behavioral health outpatient & inpatient services, ER, crisis, care 
coordination, and more

• Clinical Summary (updated weekly)

● 80+ quality flags related to clinical concerns – e.g., low medication adherence, 
high utilization of inpatient or ER services, eligible for Health Home Plus 
(updated monthly)
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L imitat ions  of  PSYCKES Data
• Accuracy dependent on coding and billing
• Data elements are limited to what is shown on claims

• E.g., can see diagnostic procedures and labs but not results

• Variable lag between services and billing – service data may not be updated for 
weeks or months

• Client data affected by: 
• Use of bundled services

• Loss of Medicaid coverage

• Client relocation
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Tra in ing Takeaways
• PSYCKES data can provide crucial information about treatment history (e.g., 

hospitalizations, medication usage, pattern of service usage, alerts, etc.)

• May not represent entire clinical picture

• Train staff on ways to handle inconsistencies with client self-reporting
• Goal: support clinician-client dialogue
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Cl ient  Data  for  Prov iders :  Comparison
Link Type Client Data Access Type Any client data? Data with special 

protection? Duration

Automatic Billed service in past 9 
months

No, client name 
only N/A 9 months after last service

Manual Attest client is being served 
at/transferred to agency

No, client name 
only (linked to 

Recipient Search 
reports)

N/A 12 months after 
attestation was enabled

Manual Clinical emergency Yes Yes, all data 72 hours

Manual Verbal PSYCKES consent Yes No, limited release 9 months

Manual PSYCKES consent
BHCC consent Yes Yes, all data 3 years after last service

Manual DOH Health Home consent Yes Yes, all data

As long as client’s Health 
Home enrollment is 

verified in MAPP (90-day 
grace period)
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Tra in ing Takeaways  for  Prov iders
• Data with special protections is only available with provider attestation (signed consent/ER) via 

the PSYCKES Enable Access module
• Important for staff to make the effort to obtain signed consent:

• Respect for clients

• Long-term access to all available client data

• Protocols for Clinical Emergencies:
• If a patient refuses or is unable to consent and is having a clinical emergency, the provider is permitted 

to obtain a PSYCKES clinical summary without consent ("breaking the glass")

• Clinical emergency - a medical or behavioral condition for which there is an immediate need for 
treatment

• Symptoms are severe enough that the absence of immediate treatment would likely result in serious harm to 
self or others

• Providers are responsible for ensuring that the medical record supports emergency access by 
documenting why/how the client meets criteria for a clinical emergency and attesting with their 
signature, date, and time stamp



PSYCKES 101: Core 
Competencies
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Core  Competencies
• Logging in to PSYCKES
• Finding clients

• Individual Search
• Cohort Search

• Navigating the Clinical Summary
• Changing Protected Health Information (PHI) access level
• Identifying clients with quality flags
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Before  Logging in  to  PSYCKES
• User must be given PSYCKES access in the Authorization Management System 

(AMS) by your organization’s Security Manager
• User then receives email with their User ID and links to NY.gov and the Self-

Service Console
• Note: User must create password in NY.gov first. Their user ID, along with their NY.gov ID 

password, are used to log in to the Self-Service Console.

• Security token requested through Self-Service Console
• Hard token = physical keychain
• Soft token = RSA mobile app (activated and installed once request is approved)

• PIN set through the Self-Service Console I
• PIN must contain 8 digits
• PIN cannot begin with zero
• PIN cannot have consecutive or sequential numbers (e.g., 11111111, 12341234, 12344321)
• Cannot reuse one of five recently used PINs
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Core  Competency:  Logging in  to  PSYCKES
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Logging in  to  PSYCKES:  S ign- in  Se lect ion
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Logging into  PSYCKES:  Soft  Token

Enter OMH-issued User ID

Soft token: Enter PIN into RSA 
token enter code it generates in 
passcode field
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F irst  Login  to  PSYCKES:  Hard Token

Enter OMH-issued User ID

Hard token: Enter the six digits 
displayed on the token 
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F irst  Login  to  PSYCKES:  Hard Token – Creat ing  a  PIN

You’ll then be prompted to create 
an 8-digit PIN
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Logging in  to  PSYCKES:  Hard Token

Enter User ID

Wait for your token code to 
change. Then, enter your PIN 

followed by the new code in the 
Passcode field
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Logging in  to  PSYCKES:  Common Issues

• Be prepared for token issues during or after your training:

• “My token doesn’t work”

• “I see an “authentication failed” message”

• “I see a “Wait for the passcode to change” message”

• Non-OMH/Non-State PC employees: Contact the OMH Helpdesk or call 518-
474-5554 opt. 2 or email healthhelp@its.ny.gov

• OMH/State PC employees: Contact the NYS Helpdesk at https://chat.its.ny.gov or 
call 1-844-891-1786

mailto:healthhelp@its.ny.gov
https://chat.its.ny.gov/
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Core  Competency:  F inding Cl ients
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Core  Competency:  Indiv idual  Search

Search for individuals by:
• Medicaid ID
• Social Security number
• First Name/Last 

Name/Date of Birth

If searching by name, use 
other criteria to narrow 
results
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Core  Competency:  Cohort  Search

Search for cohorts by:
• Age
• Gender
• HARP status
• AOT status
• MC plan
• Quality flag
• Prescriber
• Service
• Diagnoses
• Medication
• And more!
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Search Results

Select recipient name 
(Gender – Age) to view 
Clinical Summary, with 
appropriate access
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F inding Cl ients :  Common Issues

• “I searched for a client in Recipient Search, but it yielded 0 results.”

• Error entering client’s Medicaid ID or other identifiers

• Client not yet linked to agency by billing or PHI Access Module

• Client is new to Medicaid or has not yet had a behavioral health service, diagnosis, or 

medication billed to Medicaid

• Managed Care Plan PSYCKES Users only: Client is no longer enrolled in plan; try selecting 

“current and recently disenrolled” in MC Enrollment filter under Managed Care & Medicaid 

section of Cohort Search
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Core  Competency:  Cl in ica l  Summary

Data with special protection 
includes:
• Substance use
• HIV status
• Family planning 
• Genetic testing
Specially protected data is only 
available with signed consent or 
in a clinical emergency.
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Cl in ica l  Summary Nav igat ion
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Act ive  Medica id  Restr ict ions ,  A lerts ,  SDOH
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Qual i ty  F lags ,  P lans  &  Documents ,  Screenings  &  Assessments
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Behaviora l  Health  &  Medical  D iagnoses  
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Cl in ica l  Summary Components
• Each section can be viewed as a table or a graph
• Select Details for more information:

• For all services within the section
• For a particular episode of care/medication
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Cl in ica l  Summary:  Integrated V iew of  Serv ices  Over  T ime

All services displayed in 
graphic form to make it easier 
to identify utilization patterns, 
including medication 
adherence and outpatient, 
inpatient, and ER services.
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Sample  Sect ion:  Medicat ion:  Behaviora l  Health
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Medicat ion Deta i ls
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Medicat ion:  V iew as  a  Graph
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Cris is  Serv ices
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Hospita l/ER Serv ices
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Dental ,  V is ion ,  L iv ing  Support  &  Res ident ia l
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Laboratory  &  Pathology
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Cl in ica l  Summary:  Export  Data  to  PDF or  Exce l
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Cl in ica l  Summary:  Common Quest ions
• I can’t access a client’s Clinical Summary, even though I could recently.

• Emergency access was enabled, but it expired
• MCO users: client may have disenrolled from plan

• Why can’t I see lab results?
• Not included in claims/encounter records

• Why does it say “No Medicaid claims available for this data type”?
• Bill may not have been processed yet
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Core  Competency:  Changing PHI  Access  in  Recip ient  Search
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Conf irm Correct  Match ,  Se lect  “Change PHI  Access”
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Tra in ing Take-Away Message:  Conf i rm Search Results
• Responsible for gatekeeping PHI of over 13 million individuals, including PHI with 

special protections 
• Treatment decisions must be based on correct client information



51OFFICE OF MENTAL HEALTH

Step 1:  Select Basis for Access to Client ’s PHI

Step 1: Select the appropriate level of 
access and select “Next.”

Note: If you’d like to learn more about 
what each access level entails, select 
the “About Access Levels” link
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Levels of Access to Client Data

● Signed Consent (PSYCKES, BHCC, DOH Health Home/CCO)
● Allows access to all available data (including data with special protections such as SUD, 

HIV, family planning, genetic testing) for 3 years after the last billed service

● Verbal Consent
● Allows access to limited data (excluding data with special protections) for 9 months 

● Clinical Emergency 
● Allows access to all available data (including data with special protections) for 72 hours

● Attestation of service (Client currently being served by/transferred to your 
agency)
● This will link client to your agency for Recipient Search reports but will not provide access to 

the Clinical Summary
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PSYCKES Consent  Form

Ensure that client checks 
off “I give consent” or “I 

don’t give consent”
Otherwise, consent form is 

invalid
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Information and Consent

Printing the PSYCKES Consent Form from 
the Registrar tab will pre-fill the fields on the 

second page

If using blank consent forms from the 
public PSYCKES website, enter your 

agency’s name  at the top of the first page, 
and it will auto-populate in other fields

In Section 5, enter the name and contact 
information of the individual at your agency 

who handles PHI breaches

In Section 8, enter the name/title and 
contact information of the individual at your 

agency who can withdraw consent
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Step 2 :  Ver i fy  Cl ient  Ident i ty  and Submit

• Select one form of photo ID or two forms of 
non-photo ID, or attest to the client’s identity 
without ID

• Select Cancel, Enable, or Enable and View 
Clinical Summary

• Immediately upon entering consent, any 
PSYCKES user at the agency can view the 
client’s data
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Changing PHI  Access  Leve l :  Common Quest ions
• What is considered a clinical emergency?

• A medical or behavioral condition for which there is an immediate need for treatment
• Symptoms are of sufficient severity that the absence of immediate treatment would likely result in 

serious harm to self or others
• Examples:

• Threats/attempts at suicide or serious bodily harm
• Homicidal or other violent behavior causing reasonable fear of serious physical harm
• Inability or refusal to provide for essential needs due to mental illness
• Overdose, sedation, altered mental status, or catatonia

• When can I attest that I know the client’s identity?
• Develop internal processes
• Document rationale
• Keep copy of ID in chart
• Comfortable making clinical decisions based on information provided
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Core  Competency:  Ident i fy ing  Cl ients  wi th  QI  F lags
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Dri l l  down on se lected indicator
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Export  c l ient  l i s t  or  se lect  c l ient  to  v iew Cl in ica l  Summary



Training & Technical Support
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Short  How-to  V ideos ,  User  Guides ,  and Release  Notes
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PSYCKES Tra in ing Webinars
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Qual i ty  Indicators/F lags
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Technical  Support
● If you have any questions regarding the PSYCKES application, please reach 

out to our helpdesk:
● 9:00AM – 5:00PM, Monday – Friday 

● PSYCKES-help@omh.ny.gov

● If you’re having issues with your token or logging in, contact the ITS or OMH 
helpdesk:
● ITS (OMH/State PC Employee) Helpdesk: 

● Please contact the NYS Helpdesk at https://chat.its.ny.gov or call 844-891-1786

● OMH (Non-OMH/Non-State PC Employee) Helpdesk: 

● 518-474-5554, option 2; healthhelp@its.ny.gov

mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
mailto:PSYCKES-help@omh.ny.gov
https://chat.its.ny.gov/
mailto:healthhelp@its.ny.gov


Q&A



Thank you!
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