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Security Management System — SMS

The Security Management System (SMS) Reference Manual is for facility Security Managers.
This manual provides information and instructions for accessing and using the OMH Security
Management System (SMS).

Application Overview

The Security Management System (SMS) is a Web-based application used by facilities to
authorize staff members’ access to NYS Office of Mental Health (OMH) Web applications. SMS
greatly improves the efficiency of adding and removing users and expanding or reducing users’
access to sensitive data. By appointing a responsible person to authorize data access, each
facility in the public mental health system will control access in a secure manner. A Security
Manager at each facility accommodates staff turnover, reassignment, or leave from a position.

How does SMS work?

A Facility contacts the OMH Security Office (800-435-7697, select option 2) and requests a new
Security Manager email be sent to their Executive Director. OMH Security sends the email,
which contains information on how to register as a Security Manager. The Director forwards the
Security Manager email to the staff person they want to designate as a Security Manager. The
Security Manager follows the instructions in the email to self-register as Security Manager. After
OMH receives and approves the electronic self-registration request, the application will issue
the Security Manager a User ID and email a SecurlD soft token to log-on to SMS.

What is the role of the Security Manager?

The Facility Director designates the Security Manager to use SMS to grant staff persons (from his
facility) access to certain OMH applications, and the security groups within the applications. In
the PCS application, the Security Manager also associates persons in the “Submitter" security
group with selected units or sites. Multiple active Security Managers are allowed from each
facility. A person may serve as Security Manager for two facilities, but they must register
separately for each facility. A separate User ID will be assigned for each facility.

Help Desk

To resolve SMS questions or problems, contact the OMH Help Desk at (800) 435-7697, select
option 2.

NOTE: Before contacting the OMH Help Desk, please refer to the instructions provided in this
manual.




System Requirements

SMS is accessed only with Internet Explorer. The system does not work properly with other
browser applications, e.g., Mozilla or Firefox.

NOTE: Pop-Up Blockers must be turned off or uninstalled for the SMS application to function
properly. Examples of pop-up blockers are: Yahoo Toolbar, Google Toolbar and MSN Toolbar.
For help turning off pop-up blockers, please contact the OMH Help Desk at (800-435-7697,
select option 2).

Token Activation and Pin

Signing into SMS via Web Salute

Individuals granted access to Web Salute in the Security Management System (SMS) will be
assigned an OMH User ID and emailed an RSA token.

|Lf;.« O o WEB SALUTE Login |
Individuals granted access to Web Salute in the Security Management System (SMS) or Aurora will be assigned an:

1. OMH userID and;
2. RSA SecurlD security token; there are two fypes of security tokens — a physical *hard™ token and a software “soft” token™.

The user can then follow the steps outlined below to login to Web Salute.
o Go to the website: hitps:/mhprovider omh.ny goviwebsalute/

9 Click Agree.

ewnen the Web Salute login page appears, enter your OMH-

issued user ID and p de. The p de requires a security token; use the table below as a guide fo determine your passcode, depending on the fype of security token you
have and whether it is the first time you are logging in.

Physical “hard"” token Software “soft” token™ (computer-based)

(looks like a keychain)

If ins1alled: Search computer for “RSA SecurlD Token” software.
If not installed: Search inbox to locate token email and installation instructions sent from OMH Security at this address:
Information_Security_Office@omh.ny.gov.

1. Open the RSA SecurlD Token application. Leave the *Enter PIN" field empty and clickuto generate a passcode. An 8-digit
passcode will appear.

How to find  Contact the OMH-Helpdesk
token to verify delivery status

1. Enter only the 6 digits | 2. Press on the token.
onthetoken screenin | 3. Retym to the Web Salute login page, right click in the passcode box, select “Paste,” and then click__Continue |
First time | Eﬁ&ﬁmetm&o . 4. You will be prompted to create a PIN; follow the instructions on the screen to set your PIN.
. . FOl 2 INSIru ns o F;

login create ad-digtPINand | 5. Afteryou have successfully created your PIN, refum to the RSA SecurlD token, and cick Rezenter PN
proceed to log info the 6. Enter your PIN in the ‘Enter PIN' box of your RSA SecurlD token and clicku to generate a passcode; wait for the passcode
application. numbers to change.

7. Press M the token, retum to the Web Salute login page again, right click in the passcode box, select *Paste,” and then
click __Centinee |
Subsequent Eg‘é’g“}‘;;';‘;ﬁ:;“ Enter your PIN in the RSA SecurlD token to generate a passcode and copy and paste this generated passcode into the passcode
login 19 box of the Web Salute login page.

screen in the passcode box.




To activate your own Token Using RSA Deployment Manager

After successfully registering as a Security Manager, the user will receive an email with
instructions on how to activate the SecurlD token.
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Enter the serial number imprinted on the back of the token in the "Token Serial Number" field
and, click "Next". The token serial number is typically 8 or 9 digits long.
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On the "Confirm Your Activate Token Information" page, make sure the User ID and the
serial number are correct, and click "Submit".
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The following screen displays, noting “Token Activation Complete.” On the "Token Activation
Complete" page, click the "Log-out" link on the top right side of the page.
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The following page will display noting “You have logged out of RSA Web Express.”
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This completes the "Token Activation" process.



Create PIN

The next step is to create a Personal Identification Number (PIN). Each user must set their own
PIN. To start the process, navigate to https://www.omh.ny.gov/omhweb/sms/, enter your User
ID in the "User ID" field, and in the "Password or Passcode" field, enter only the 6-digit code

displayed on the token.

" NEW YORK STATE
“ Dffice of Mental Health

Statement of Access and Conlidentiality

WARNING: This computer system is solely for the use of authorzed users for officinl purposes. Users of this system have no
expectation of privacy in its use. To ensure that the systern is functioning properly, individuals wsing this computer system are
zutyect to hawing all of ther sdnabies monitored and recarded by system personnal, Use of this system avidences an express

consant to such monitoring.
Unauthonzad or imgroper use of the system may resull m & srabrva chaophnary achion and il and onminal panalies. By
oontinuang 1o s this system you indeals your Swaneness o ngent 9, these terme and condibiong of use. If yvau do not

agras to thie conditans stated i this warning, LOG OFF .Nurnr.!m-l Y.

Usamrnd:
|nm|‘-.::’..nr
Password or Passcode:

[I'll-i LEE LA S

Mote: To log-on with a new token, enter just the
= digits displayed an the token devices.

£ Copyright. 2005 M YWark State Ofics of Mentsl Heahth. All Righes Rasarvod

The following "ClearTrust ‘SecurlD’ Login" page displays.
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https://www.omh.ny.gov/omhweb/sms/

You can either enter a 8-digit Personal Identification Number (PIN) you have selected or select
the option for the system to generate a PIN. The PIN is used with the token to sign-on to and
access ClearTrust-protected OMH Web applications. The following is an example of the screen
you will see when you select your own 8-digit PIN. After clicking the “Go” button, you will be
prompted to wait for the number on the token to change, and then enter the new PIN followed by
the refreshed token code. If you choose your own PIN, you can skip the next two pages of
instructions and proceed to “First-time Log-In.”

; Choar Trust Secerlld Login - Microsall Infarnal Explorer

Fie Edt Yiew Faewides Took Help
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If you choose to let the system generate a new PIN, click the “Create PIN” button and the
following page displays. You are given the option to proceed (the “Yes” option) or to return to the
previous screen (the “No” option) to assign your own PIN. To have the system generate the
PIN, you should select option “Yes” and click the “Submit” button.
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ClearTrust displays the system generated PIN on a page as shown in the following screen print.
You should write down or memorize your PIN. It will be needed to complete the activation
process.

; Clear Trugt Securill Lagin - Micrasall Inarnal Explorar r_ ||r: |rkl
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Q- © (BB P v @ 2-% @ - LUE B

Adcdrerid .ﬂ hittps:ffpsychecmadicad . ga, omb. stabes vy, usfdeartrust fof_securd, aspiCThuthbh G Lrks N Soaglt . 1=t
Coogle (G- = Go o mn By = | bookmarks= EShDe blocked 5 Check = ¥ L) Settings~

E&=YaY ClearTrust®

Wﬂ ClearTrust 'SecurID' Login
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First-time Log-In

After obtaining your self-selected or system generated PIN, the following ClearTrust Login page
displays.
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It is important to wait for the 6-digit code on the token to update before proceeding. After the
token code changes, enter the new PIN in the Passcode field followed immediately (with no
embedded spaces) by the 6-digit code displayed on the token.

A ClearTrust SecurlD Login - Microsoft Internet Explarer
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I Important. Wait until your RSA SecurlD token code changes.
After the boken code changes, please log-in using your new PIN folowed by the new token code.
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After entering the new PIN and 6-digit token code in the Passcode field and clicking the "Go"

button, the User List page will display. You have successfully logged-in with your Secure ID
Passcode.
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The User List will display.

Thursday, Awgust 8, 2019

Security Management System [SMS]

Test Facility (for user manual) Paula X. Plaw

User List: User Count = 195

Select a userlID from the list below to grant the user access to an application. If an individual is not listed, you
can create a userlD for him/her by clicking on the "Mew User" button and completing the "Mew User" =creen.

Mote: The list below may not include all OMH userlDs at your agency. In rare circumstances, UserlDs will not
be displayed. If you need to grant access to a user missing from the list and you know the individual already
ha=z an OMH userlD, please click on the "New User" button and then enter the individual's OMH userID on the
"New User" screen.

Edit User ID Token | gned

& ISTCHIM49 012345678901234567890123456789, Istchj... requested: 04/01/2013

A ISTCHIM11 11, Istchjm J. no =

A ISTCHIM17 17, Istchim no

# MHPD_P22222222, Provider P. no

& LB6332N 2n, 8633 no

S L2222T1 3290, Testing requested: 10/12/2017

A L2222T73 330, Test requested: 10/26/2017

B e L e e e *%quﬁmwmﬂ_

T it Tt R SRl L e S

Search Criteria:

Agency: Test Facility (for user manual)
Application: |---- Any Application ----
User IO |
Last Name: First Name:
MName: I |
Show Deactivated
User D
Show Security
Manager D

Clear Search Criteria | | Search
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Using SMS
Login Procedure for Security Manager

The Security Management System (SMS) Homepage (https://www.omh.ny.gov/omhweb/sms/),
provides a description of the application, the User Manual, answers to Frequently Asked
Questions (FAQs), and links for self-registration and log-in to the application. On the SMS
homepage click the link, “SMS Application (User ID and Token Required)” to sign into the
application.

Security Management System
State and local facilitates can use the SMS to grant their staff access to secured OMH Web-based applications.

SMS allows each facility in the public mental health system to control data access in a secure manner. This gives facilities the flexibility to accommodate staff
turnover, reassignment, or leave.

Log intg) SMS (User 1D and Token Required

¢ Description of SMS
& Signing CNDA Prior to Using SMS
+ SMS for PCS Training
o Webinar Recording
o Training Slides
* SMS Reference Manual %5
« OMH Adaptive Logon Setup Instructions &
« Frequently Asked Questions

Contact us:

Please send feedback and recommendations on the SMS application and/or Self-registration.

For help with Self-registration, Training Enrollment, Accessing the SMS Application, and other technical issues:

OMH Employees and Contractors: [TS Senice Desk
Call: 1-844-391-1786

OMH Local Providers: OMH Local Provider Helpdesk
Call: 1-800-HELP-NYS (1-800-435-7697) Option #2
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https://www.omh.ny.gov/omhweb/sms/

The Security Manager follows the link to SMS, enters the “User ID” and “Passcode” (token).

WARMNING: This computer system is solely for the use of authorized users for official furposes. Users of this system have no expectation
of privacy in its use. To ensure that the system is functioning properly, individuals ugfng this computer system are subject to having all of
their activities monitored and recorded by system personnel. Use of this system eviglences an express consent to such monitoring.

Unauthorized or improper use of this system may result in administrative discipliglary action and civil and criminal penalties. By continuing
to use this system you indicate your awareness of, and consent to, these gfrms and conditions of use. If you do not agree to the
conditions stated in this waming, LOG OFF IMMEDIATELY.

This resource requires an RSA SecurlID log in. Ple identify yourself by entering your user ID and your
PASSCODE.

User ID:
PASSCODE:

Continue |

© Copyright. 2006 Mew York State Office of Mental Health. All Rights Reserved.

Users Page

After signing into SMS, the Users page will be displayed. This page contains a scrollable list of
all the User IDs assigned to your agency. If no users are listed, the message "There are no
users" is displayed. Once users are added, this message will no longer appear when entering
SMS.

Tuesday, February 16, 2021

Security Management System [SMS]

OMH Central Office Paula 1. Plew
en (=]

Go To Help About Logout
Users
There are no users that match the specified search criteria.

User List:User Count = 0

Token Assigned
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Initially, the list may be empty (indicated by [User Count: 0]), or if your agency has users of OMH
applications such as CAIRS, NIMRS, PSYCKES, or NYESS, their User IDs will be displayed.
Any User IDs that you add will also appear in this list.

ew York _SbaLe

Security Management System [SMS]

of Mental Health  ©OMH Central Office

Go To Help About

Logout

Users

User List:User Count = 1809

Select a userID from the lhist below to grant the user access to an application. If an indrvidual 15 not histed, you should
create a userID for him/her using your normal procedure (typically via iManager) and then return to this screen.

Token Assigned

# MHPD_CAIRS1 ., Cairs Motify 1 na
#  MHPD_CAIRSZ . oo hlntifis S e ema e

User List Section

The User List contains one row for each User ID defined for your agency. Each row contains the
following columns:

- Edit( il ): Click this icon to edit the user record. This is one of two ways you will
grant access to OMH applications. This process is described in the PCS and
PSYCKES Medicaid sections of this document.

- UserID: This is the OMH identifier for the user. This identifier is used to sign
into OMH applications.

- Name: This field displays the user’s last name, followed by the user’s first name
and middle initial.

- Token Assigned: While some OMH applications may be accessed with a password,
others (e.g., PSYCKES Medicaid), require a SecurlD token. This column allows the
Security Manager to track token status. The possible values are:

o "Yes" (the user has a SecurlD token)
"No" (the user does not have a SecurlD token)
"Expired" (the user has a SecurlD token, however it has expired)

o “Requested-mm/dd/yy" (a token has been requested for this user on the date
specified)

o "Sent-mm/dd/yy" (a token was sent to this user on the date specified)
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In rare circumstances, it is possible for an individual to have an OMH User ID, but not appear on
the User List. In this case, you can create the association between the existing User ID and your
agency by using the "New User" function, described in Add New User. The SMS association will
be established by entering the existing User ID on the "New User" page.

New User Page

A "New User" button is displayed immediately following the listed users.

AN A TYEIIg o v T T T e G SRR S s et T
A& L222259 90, Sms requested: 08/03,/2015 v
& L2222MA Abas, Nycm expired

When you click this button, the "New User" page will be displayed. You must use the "New
User" page to add a new User ID for your agency or to associate an existing User ID with your
agency so it appears on the User List. See "Add New User".

MNew User

User Information:

If the user has an existing OMH User ID, please enter it in the User ID box. If the user
does not have an OMH User ID, please leave the User ID box blank. SMS will auto
generate a new User ID.

User ID: |
* First Name: M.I.: * Last Name:
MName: I I |
Date of Birth: I— Gender:
Title: I
* Email: |
* Work Phone #: I— Ewt.: I—
* Agency: Test Facility (for user manual)
LEEZZ;?DE [ software Token []Hardware Token

Assurance Level 2: Mo

| Create User | | Users |

e Y ¥ S s il ﬂl’#ﬁ#ww--u—%
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Search Criteria Section

The “Search Criteria” section is located at the bottom of the Users page following the User List
and “New User” button. The “Search Criteria” section is the mechanism Security Managers use
to limit the User IDs displayed in the User list. It contains the following criteria: “Application”
(click drop-down arrow); “User ID” (enter data); “Last Name and First Name” (enter data); “Show
Deactivated User” (check box); and “Show Security Manager” (check box).

Search Criteria:

Agency: Test Facility (for user manual)
Application: |---- Any Application ----
User ID: |
Last Name: First Name:
MName: | |
Show Deactivated
User D
Show Security
Manager D

| Clear Search Criteria | Search |

In your search query you may select an OMH “Application” from the drop-down list, such as
PCS.

Application ----

Search Criteria: CSRP

Agency: FACS

Application: GETC

User ID: IMNIT

Mame:

Show Deactivated User

Show Security
Manager

Y o 1
=)
Lk
9]
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Enter a specific “User ID,” “Last Name,” or “First Name,” or you may enter the first part of any of
these fields. When you click the “Search” button, these fields will be used to filter the search
results and display only User IDs that match the criteria you selected. If you enter values in more
than one of the fields, the search results displayed in the User list will include only User IDs that

match all the criteria selected.

Users

User List:

User Count = 12

Select a userID from the list below to grant the user access to an application. If an individual is not listed, you
can create a userlD for him/her by clicking on the "New User" button and completing the "New User"” screen.

Mote: The list below may not include all OMH userlDs at yvour agency. In rare circumstances, UserlDs will not
be displayed. If yvou need to grant access to a user missing from the list and you know the individual already
has an OMH userID, please click on the "New User" button and then enter the individual's OMH userID on the

"Mew User" =creen.

Edit User ID

Token Assigned

L222259 90, Sms
L2222NEE  Babas, Nycm B.
L2222BB Brown, B
L2222FF Facility, Pcs
L2222MP Jones, Mary
L22225¥M  Mhpd, Sms S.
L2222EXC  Ness, Elliot X.
L2222HXS  Plew, Paula X.

Search Criteria:

requested: 08/03/2015
requested: 07/28/2016

no

no
requested: 04/01/2015
no
no
requested: 11/15/2010

Agency: Test Facility (for uzer manual)
Application: | PCS
User I |

Last Name: First Name:
Mame: | |
Show Deactivated
User D
Show Security
Manager D

Clear Search Criteria |ﬂ Search
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For example, you can search for users with access to the PCS application by selecting the
“PCS” option in the drop-down for the application criteria and clicking the “Search” button.

The User List displays users with access only to the selected application (in this case the PCS).
Specific users can be searched by User ID and/or first and last names.

Users

User List: User Count = 12

Select a userID from the list below to grant the user access to an application. If an individual is not listed, you
can create a userID for him/her by clicking on the "New User" button and completing the "New User" screen.

Mate: The list below may not include all OMH userIDs at yvour agency. In rare circumstances, UserIDs will not
be displayed. If yvou need to grant access to a user missing from the list and vou know the individual already
has an OMH userID, please click on the "New User" button and then enter the individual's OMH userID on the
"MNew User" screen.

Edit User ID Token Assigned

S L222259 90, Sms reguested: 08/03/2015

F L2222NBB  Babas, Nycm B. requested: 07/28/2016 ()
& L2222BB Brown, B no

S L2222PF Facility, Pcs no

 L2222MP Jones, Mary requested: 04/01/2015

A L22225¥YM Mhpd, Sms 5. no

A L2222EXC Ness, Elliot X, no >
A L2222HXS requested: 11/15/2010

Search Criteria:

Agency: Test Facility (for user manual)
Application: | PCS
User I |
Last Mame: First Name:
Mame: |
Show Deactivated
Uszer D
Show Security
Manager D

Clear Search Criteria | | Search
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Go To Tab

In the SMS application, you can navigate to other SMS pages (e.g., Update My Mailing Address)
by positioning the mouse pointer over the "Go To" link at the top left-hand side of the screen,
and clicking on the desired page. “Go To” choices are Users list and "Update My Mailing List".

Security Management System [SMS]

of Mental Health Test Facility (for user manual )
About

Users Button

Click the "Users" button to return to the Users page.

Thursday, July 8, 2021

Security Management System [SMS]

of Mentzl Health OMH Central Office Paula 1. Plew

. Mailbox

Update Mailbox Tab

Thursday, July 8, 2021

Security Management System [SMS]

of Mental Health OMH Central Office Paula 1. Plew

Mailbox
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Below is the “Mailbox” screen showing the “Filter Criteria” and “Emails: Count.”

Mailbox

Filter Criteria:

Application:

Type:

Purpose:

Status:

Agency:

Agency [Code]:

Group By:

| ---- Any Agency ----

| ---- Any Agency ----

[Email b

Emails:Count = 5564

E Application Type Purpose

SMS Self Registration Motification per INC4425721 Sent 07/08/2021 ok
SMS Self Registration Motification per INC4425570 Sent 07/08/2021 &’ -
SMS Self Registration Motification per INC4423650 Sent 07/06/2021 &
SMS Self Registration Motification per INC4417980 Sent 07/06/2021 ok
CNDA CMDA MNotification CNDA per INC4408139 Sent 07/06/2021 [0 &’
CND& CMDA& Notification CNDA& per INMC4355169 Sent 07/06/2021 & &’
SMS Self Registration Motification per INC4415956 Sent 07/01/2021 &’
SMS Self Registration Motification per INC4395536 Sent 06/30/2021 e’
SMS Self Registration Motification per INC4412506 Sent 06/30/2021 " v
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Help Tab

Click the “Help” Tab to open the SMS User Manual.

Security Management System [SMS]

Test Facility (for user manual)

About Tab

To display the version of SMS the user is currently using and the name of the office and phone
number to contact regarding technical issues, click the “About” Tab.

Security Management System [SMS]

Test Facility (for user manual)

About
'

EF L E LEAE FRIER A CRET CRA O IR EAEL IR WAL s CRLLLLERE L AT LU R R R L TURAL | e

/=) About SMS -- Webpage Dialog x|

i Security Management System (SMS)
| 3.0.0.40
I Pleaze contact the OMH Help Center for technical az=sistance:

Phone: 1-800-HELP-MNYS (1-800-435-7697)
Email: helpdesk@omh.nmy.gowv

Developed by Mew York State - Office of Mental Health, CIT.
H Copyright @ 2014. All rights reserved.

Close

Logout Tab

You can sign-out and exit SMS from the SMS "Users" page, or from any other page in SMS, by
clicking on the "Logout" tab at the top right-hand side of the page.

Security Management System [SMS]

Test Facility (for user manual )
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Edit User Information

Accessing the Edit User

To edit the information for an individual at your agency, you will need to sign-in to SMS as
described in Log-in Procedure for Security Manager. From the SMS Users page, access the Edit

W

User page by clicking on the pencil icon in the "Edit" column on the row for the user in the

Users List section.

Token Assigned

Edit User ID
n L222259 a0, Sms reguested: 08/03,/2015
~

The "Edit User" page displays the user's name, email address, date of birth, gender, and
current application access. If a user wants to change a user’s name, email address,
date of birth, gender, work phone number, or title, they type over the text boxes with new or
corrected information and then click the "Update" button to save the changes.

Edit User

User Information:

User ID: L22225YM

* First Name: M.I.: * Last Name:
MName: |Srr|5 |S |Mh|:h:|
Date of Birth: W Gender: |Male
Title: Title
* Email: ItESt.I'I'IhDd@DI‘I‘Ih.I‘I‘f.gDV
* Work Phone #: Im Ext.: I_

* Agency: Test Facility (for user manual)

Token T

NDEEEI;d:yPE [ software Token [ ]Hardware Token
NY Gov 1D:

Assurance Level 2:

Last Updated By:

. o PEEEE TS T N - B PP S S
T o s Y e e

Mo

New Usear Update | | Deactivate

| |Reset Pa55w0r:|| |

Users

24



Edit User Menu Bar

Under the User Information section of the “Edit User” page is the Edit User Menu Bar.

| New User | | Update | | Deactivate | |RE5Et PE|55wcurr:|| | Users |

New User Button

At the bottom of the User information section on the “Edit User” page is a "New User" button.
Click this button to add a new user for your facility. Clicking the "New User" button, displays the
New User page. Add New User describes how to use the New User page.

Deactivate Button

Click the "Deactivate" button to remove a user’s access to any OMH application. A warning
message will appear explaining that the user will lose access to ALL OMH applications and ask
if you wish to do this. Click the "OK" button in the message to deactivate the user’s access.

Message from webpage ﬂ

@™% When you deactivate a user, it will remove their access to all OMH
WY =pplications (.e., CAIRS, NIMRS, ALFS, PCS, PSYCKES),

k.

Are you sure you want to deactivate this user's access to all

OMH applications?
oK il Cancel
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"Reset Password" Button

Click "Reset Password" to reset the user’s password. The following message appears, click
“‘OK.”

x|

. 1. Confirm that the email address is correct for the ID the person
L iz using for the application. In some instances, users have been
~ izsued more than one ID.

2. 5end a test email to the email address to confirm it is correct
and that the mailbox is not rejecting new email.
3. Ask user to check his junk or spam mailbox. If Security Manager
makes note of the day and time of the password reset, it may help
the user to find it.
4, To prevent emails from going to junk or spam mailbox, ask the
user to add sms@omh.ny.gov to his or her address book before
resetting the password.
5. If that is unsuccessful, try an alternate email address far the

User.

Once the password is reset, click “Close.”

\

—

The user's password has been reset.

Users Button

Click the "Users" button to return to the Users page.

| Hew User | | Update | | Deactivate ] | Reset D:s:mrd| Users
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Various OMH Database Modules

Scroll down the Edit User screen to find the application you want to grant access to, assign
users to a security group within the application, and in the case of the PCS, associate users with
specific units or sites. These processes describe the application-specific sections.

e = tee e et T e e e Ve e —aed -

Patient Characteristics Survey [PC5S]

Authentication: Password or Token

Groups: Group Mame

] PCS Submitter Dev A Person assigned by the Security Manager to enter/edit
data and view/print reports in the PCS application for the
units or sites with which he is associated.

[] PCS Supervisor Dev  Allows user to see and enter data for ALL unit/sites, and
further allows user to upload and download facility data
and reports.

PCS Access: T

[ Facility/Unit/Site Name
SN Facility: [2222] - ACME Test Facility
#1 [] Unit: [010] - Recovery PROS
# [] Unit: [456] - Test - Add a Program
# [] Unit: [001] - Transportation Program

[l Show units and sites not aszsigned to the PCS Submitter group:
"““*\,._‘_“MA.-‘-‘“-.. e R T L_“r"‘\___\__‘b.‘___“___‘_w._.w _\_‘__\_f__,..__..s..--*‘l‘-‘--‘k\t‘_.‘_.
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Add New User

Adding User with Existing User ID

If a user already has an OMH User ID for access to another application, (e.g., MHPD, CAIRS,
NIMRS), please enter it in the User ID field and click “Create User.”

New User

User Information:

If the user has an existing OMH User 1D, please enter it in the User ID box. If the user
does not have an OMH User ID, please leave the User 1D box blank. SMS will auto
generate a new User ID.

User I |
* First Mame: M.I.: * Last Name:
Mame: | | |
Date of Birth: I— Gender:
Title: |
* Email: |
* Work Phone #: I— Ext.: I—
* Agency: Test Facility (for user manual)
L';EEZ;'&"PE [ Software Token [ Hardware Token

Assurance Level 2: Mo

Create User Users

Upon entering a current User ID in the field and exiting the field, the screen will respond with a
message that the User ID is valid and will display the retrieved user information. Click “Close.”

The User ID "L2222MP’ is valid. The user's information is displayed below.

A similar message will display if the user information is not found in the security database. Click
“Close.”

The User ID "L2222P1P' is invalid.
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Adding a User who does not have a User ID

If the user does not have an existing ID, leave the “User ID” box blank. The Security Manager
proceeds to complete the User Information section and select the "Create User" button. Fields
denoted with an asterisk (*) are required. A new User ID will be generated for the user. If a user
by that name already exists for the agency, the system will show a message that a user with that
name is among the “active” or “inactive” users. To check the inactive users, see the Search
Criteria section of the User’s Page.

Applications Using the Security Management System
Patient Characteristics Survey (PCS) Module

Below is an illustration of the PCS module.

Patient Characteristics Survey [PCS]

Authentication: Pazszword or Token

Groups: Group Name

[] Fcs Submitter Dev A Person assigned by the Security Manager to enter/edit
data and view/print reports in the PCS application for the
units or sites with which he is associated.

upervisor Dev ows user to see and enter data for unit/sites, an

DF"CSS D All t d enter data for ALL t/=it d
further allows user to upload and download facility data
and reports.

FCS Access: H FH Facility/Unit/Site Name
= [ Facility:  [2222] - AcME Mohawk Giinic
#1 [ Unit: [010] - Recowvery PROS
#1 [ Unit: [4568] - Test - Add a Program
# [ Unit: [001] - Transportation Program

[] show units and sites not aszsigned to the PCS Submitter group:
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How will SMS be used for the PCS web application?

In SMS, each facility’s Security Manager will add and edit users and determine each user’s level
of access to the PCS Web application by assigning the user to a security group. For example,
the security manager may grant:

- Persons A and B the ability to submit and view data for service recipients of the
facility’s unit 010
- Person C the access to submit data for service recipients of the facility’s unit 456
- Person D the supervisory authority to submit, view or download client data for
all the facility’s units.

Granting access to the PCS Application

After editing or adding users to the User Page, the Security Manager follows three steps to grant
a person access to the PCS application:

1. Assigns the user access to a PCS security group (Submitter or Supervisor) by checking
the appropriate box.

Group Name

O PCS Submitter Dev A Person assigned by the Security Manager to enter/edit
data and view/print reports in the FCS application for the
units or sites with which he is associated.

O PCS Supervisor Dew  Allows user to see and enter data for ALL unit/sites, and
further allows user to upload and download facility data
and reports.

2. Associates users in Submitter security group with specific program units and sites by
checking the appropriate box.

PCS Access: 1 O E Facility/Unit/Site Name
= [ Facility:  [2222] - AcME Mohawk Clinic
# [ Unit: [010] - Recovery PROS
# [ Unit: [456] - Test - Add a Program
# [ Unit: [001] - Transportation Program

3. Clicks "Update" to save the user’s assigned access.

New User l Update | Deactivate | |RE5Et PE|55w-:-r:|| | Users
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Assigning User to PCS Security Group

Below the User Information section of both the "Edit User" and "New User" screens, the PCS
application is listed and followed by the PSYCKES Medicaid application. To assign a user to a
PCS security group, the Security Manager checks one of the two boxes: "PCS Submitter" or
"PCS Supervisor". The definitions of PCS security groups are:

- PCS Submitter — A person assigned by the Security Manager to enter/edit data
and view/print reports in the PCS Web application for the units or sites with which
they are associated.

- PCS Supervisor — The Supervisor may upload the facility’s data into the PCS
application (if the facility has received prior approval), perform all the functions of a
Submitter for every unit throughout the facility, and may also download the facility’s
data file in MS Excel.

NOTE: A user can only be a PCS Submitter OR PCS Supervisor and cannot be both.

Associating Submitters to Program Units and Sites

When a person is assigned as a Supervisor, all programs and sites in the facility are
automatically selected because the Supervisor’s access is facility wide.

To assign someone as a Submitter: Click the PCS Submitter check box, and then select the
Program/Sites for which this Submitter will be entering PCS information. This associates the
Submitter with the selected programs/sites. The Security Manager must associate the Submitter
with at least one program/site and up to all programs/sites. The complete list of program units
currently listed in the Facility Survey (or PCS Web application) can be viewed on the list.

PCS Access: T

t [® Facility/Unit/Site Name
= O Facility:  [2222] - ACME Test Facility
# [ Unit: [010] - Recovery PROS
+ Unit: [456] - Test - Add a Program
# [ Unit: [001] - Transportation Program

Once a user is "associated" with sites, the user will be able to enter and edit information in the
PCS application for all clients in that site.

By default, program units are shown, but the list can be expanded into sites or collapsed into
programs by clicking on the expand and collapse buttons:

Expand Button — reveal sites associated with a program
Collapse Button — hides the site information
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For the licensed outpatient program types in the table below, agencies are expected to report
Patient Characteristics Survey data at the site-level. The Security Manager may grant site-level
access, i.e., grant one-person access to some of the unit’s sites and another person access to
another set of sites.

Program Type CD Program Type Name
0200 Day Treatment
0800 Assertive Community Treatment
2200 Partial Hospitalization
6340 Comprehensive PROS with Clinical Treatment
7340 Comprehensive PROS without Clinical Treatment
2100 Clinic Treatment

To grant site-level access, the Security Manager expands the program unit listing and selects
the desired sites.

+ + + Facility/Unit/Site Name
= [ Facility: [2222] - ACME Test Facility
= Unit: [010] - Recowvery PROS
[] site: [1000] - Recowvery PROS
= Unit: [456] - Test - Add a Program
Site: [1000] - Test - Add a Program
= Unit: [oo1] - Transportation Program
[] sSite: [1000] - Transportation Program

We recommend that the Security Manager collapse the list into program units to associate PCS
Submitters with specific programs. If the Security Manager chooses to grant only site-level
access for some outpatient programs, they should expand the program/site list for those
outpatient programs and associate the PCS Submitters with the specific sites.

What sites are shown?

Information about the facility in the SMS application is drawn from the OMH Master Provider
Directory and may be updated by submitting corrections via the Mental Health Provider Data
Exchange (MHPD). A description of MHPD is available at http://omh.ny.gov/omhweb/mhpd/

In preparation for the collection of PCS data, providers complete the Facility Survey found on the
MHPD’s Survey tab. By completing the Facility Survey, the providers can update the facility
data and program/unit data for all programs expected to report on the PCS.

For certain facilities, the list of programs/sites may be lengthy: the user may have to scroll down
to see all the programs/sites for that facility.

In the SMS application, any list that is displayed on your screen may be printed in its entirety by
right-clicking on the screen with the expanded list of programs and their corresponding sites and
selecting the “Print” option.

Save the User’s Assigned Access

Once the fields are populated and PCS access is assigned for the prospective user, click
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“‘Update” to save the changes.

| New User | Update | | Deactivate | |Reset Pa55wu:|r:|| | Users |

An email will be generated for the prospective user, giving instructions. If the Security Manager
registered the user with an existing OMH User ID, the email will list the ID and instruct the user
to use his or her existing password or token. If the PCS user was not registered with an existing
User ID, a new ID is sent to the user’s email address along with a notice to expect another email
with a password and instructions. The second email will contain the new user password and
instructions for use. If the user forgets his password, the Security Manager can reset it.

NOTE: A new PCS user must wait one hour after receiving the 2 system emails, before
accessing the PCS application, so that the databases can update.

Upon finishing the request, the Security Manager should click the “Users” tab to exit the current
request and return to the User Menu screen.

| New User | | Update | | Deactivate | |Reset Password Users |]

PSYCKES Medicaid Module
Authorized Access

Agencies are responsible for ensuring that staff have access only to those applications for which
they are authorized. Authorized staff at the following types of organizations are eligible for
PSYCKES access:

OMH and OASAS licensed provider agencies
Hospitals and Emergency Rooms

Health Homes and Care Management Agencies
Behavioral Health Care Collaboratives (BHCCs)
DSRIP Performing Provider Systems (PPS)
Federally Qualified Health Centers (FQHCs)
Medicaid Managed Care Plans

Local Government Units
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Granting Access to the PSYCKES Medicaid Application

To add a user to an application, you will need to sign-in to SMS as described in the

Login Procedure for Security Manager section. On the SMS Users page, click on the “pencil
icon” in the "Edit" column found on the left of the user’'s name in the Users List section. The
"Edit User" page will display the user’s information and current application access. You can add
or remove a user’s access to the PSYCKES Medicaid application by clicking the checkbox next
to the application in the "Application Access" section. A check in the box indicates the user has
access. If there is no check in the box, the user will not have access.

Psyckes Medicaid [PSYCKES MEDICAID]

Authentication: Token

Groups: Group Name

[0 PpsyckesMedicaid

Provider ID's: Provider ID
11223344

Save the User’s Assigned Access

You must click the "Update" button in the User Information section to save your selection. An
email will be generated for the prospective user, giving instructions.

| New User | ‘ Update | | Deactivate | |Reset P355wcur:|| Users |

Exiting the "Edit User"

You can return to the User List page by clicking the "Users" button, or by positioning the mouse
pointer over the "Go To" label at the top left-hand side of the page and clicking the "Users" link.
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Mental Health Provider Data Exchange (MHPD) Module

The facility’s Security Manager can access SMS and add, deactivate, or edit users. The Security
Manager can also assign a user’s level of access to MHPD. Only a Security Manager will be
able to update a user’'s name, email address, title, and phone. After adding or editing users on
the User Page in SMS, the Security Manager grants the user access to MHPD.

Mental Health Provider Directory [MHPD]

Authentication: Pazsword or Token
Groups: Group Name
] Frovider - User Can view Facility information and can add or update

programs and sites.

Provider - Admin Has all the Provider User functionality and can edit the
facility maintenance page and update the facility
record.

For providers or counties, there are four roles in MHPD, each with their own specific levels of
access and responsibility.

- Provider User: A user at an individual facility can access all the information
currently available for that facility in MHPD. A user with Provider access can
submit Change Requests, Administrative Actions and EZ PARs to add, update or
close programs.

- Provider Admin: A user at an individual facility has all the Provider User
functionality and can edit the facility information. Additionally, a user with a Provider
Admin role can edit the facility maintenance page and assign persons to receive
facility notifications sent out by OMH via email.

- County User: A County or New York City Mental Health Department User can
search, view, and request updates to Programs and Sites located in the county.
They can view change requests and can request the opening or closing of existing
unlicensed programs. They can view but cannot submit Administrative Actions and
EZ PARs.

- County Admin: A user at a local government unit has the same access as a County
User and has all the functionality of the Provider Admin for the County Department
of Mental Health and each facility located in the county.

The Security Manager can grant a user only one role, for instance, a user with Provider access
cannot also have County access. The Security Manager can grant a user in a Provider role
access only to the Security Manager’s facility. If the user needs access to a second Facility,
they should contact the Security Manager of the second facility; requesting access as a user to
the MHPD application.
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To assign a user a chosen role in MHPD after logging in to SMS, the Security Manager selects
the user from the User List or creates a New User if the person does not already have a User ID.

To edit a user, the Security Manager clicks the “Edit” icon (the small pencil # 1 {0 the left of the
User ID). To create a New User, the Security Manager clicks the “New User” button and follows
the steps indicated.

- e e S | e m T e e e e e AR e e e e N e T T

=

A L2Z2Z2E5YM Mhpd, Sms 5. no
S L2222TM1 Mhpd, Test no W
L22225){M Mhpd2, Sms 5. requested: 11/30/2010
(_Newuser )
User List

Once in the “Edit User” Screen, the Security Manager should first verify the user’s information,
and then scroll down to the MHPD Module section of the screen. If any of the required fields
(marked with asterisks*) are blank, the Security Manager will be directed to enter information
before being allowed to update.

Edit User

User Information:

User ID: L2222SYM
* First Mame: M.I.: * Last Mame:

Mame: s IS IMhpd

Date of Birth: W Gender: Male

Title: [Title

* Email: Itest.mhpd@omh.ny.gov

* Work Phone #: Im Ext.: I—

* Agency: Test Facility (for user manual)

Token T
Needed: [ software Token [JHardware Token

MY Gow Ik
Assurance Lewvel 2: Mo

Last Updated By:

New User J Update | | Dreactivate | |Re5et PaEswordl | Users |
SR ﬂ,__m“‘_.._.‘_.\_,_._-..-.-M--«‘hh*.—m.hxmxﬂrm%wm_ﬂw_,
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Click in the “Provider — User” or “Provider — Admin” checkbox. Go back up to the “Edit User”
information and click the “Update” tab.

B e W U o W e P

Mental Health Prowvider Directory [MHPD]

Authentication: Password or Token
Sroups: Group Mame
Prowvider - User Can wiew Facility information and can add or update -
programs and sites.
=] FProwider - Admin Has=s all the Prowvider User functionality and can edit the

facility maintenance page and update the facility
record.

S,

Edit User Screen

To assign MHPD access, the Security Manager selects the appropriate access level from the list
— either “Provider User” or “Provider Amin.” Only one access level can be selected.

When finished with all edits, click the “Update” button below the “Edit User” section. Click the
“Users” button to return to the User List, “Close” to return to this “Edit User” screen, or “Logout”
at the top right-hand corner of the screen to log out of SMS and quit the application.

N "’“"‘;ﬂfﬁceuf .
SWES Security Management System [SMS
4"“*”— Mental Health Y < = S

Test Facility {for user manwal)
o To Help About Logout

Edit User
—
The user's information has been updated. >
User Information:

User I1D: MHPD_P2222

* First Mame: M.I.: * Last Mame:
Mame: Prowide P 2222
Date of Birth: 010172001 Gender: Male -
Title: Title
* Email:
* Work Phone =: (123) 456-7890 Exct.:
* Agency: Test Facility (for user manual)
SecurlD® Token: Mot assigned
Assurance Lewel 2: Mo
Last Updated By:

Hew User (l Update I D Dreactivate | | Reseaet P355w0r:|| | Users |

| Set Assurance Lewvel |
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Updating User Information

The Security Manager is the person who updates the user’s email address, title, and phone
number in SMS.

It is important to keep this information current so that MHPD users receive email notifications of
Change Requests, Administrative Actions, and EZ PARs that they submit. Also, so that they
may be contacted by phone or email by OMH or County staff who are reviewing the requests. To
update user information, the Security Manager will select the user from the User List by clicking
the “Edit Icon” to the left of the User ID. Once on the User Information Screen, the Security
Manager simply corrects any information that needs updating, and then clicks the “Update”
button. When finished, the Security Manager can log out at the top right-hand corner of the
screen or click the “Users” button to return to the User List and select a different user to edit.

Email Notification

A duplicate notification email is sent to the Security Manager’s and user’'s email addresses
whenever a new user is entered in the system and/or a new password is generated. An email
notification is also sent when a user is granted access to an application, such as when an
MHPD Group Name is assigned. No email is sent when user information is updated.

New York Employment Services System (NYESS) Module

In SMS the facility’s Security Manager can manage user access to the New York Employment
Services Systems (NYESS). The next few screenshots show the NYESS Module. See
www.nyess.ny.gov for details about this program.

LR R P e e — .- P TR . T T e S .-
—_— N - . PR S - - B .
— T - —_— v

NYESS Case Management [NYESS CM]

Authentication: Pazsword or Token

If the user has an existing DOL User ID, please enter it in the DOL User ID box. If the
uzer does not have an existing DOL User 1D, please leave the DOL Uzer ID box blank.

DOL User ID: |

Groups: Group Name

Baczic Data Entry

Supervisory Dev

MNYESSCM Promise CO Request
NYESSCM Promise CT Reguest
WIOA Business Engagement

Oooood

Supervisor(s): Office Name Supervisor Name

<<l <]l<]
[<ll<li<]l<]

S o gl i el A e ane il R TS R ST i T e e e T e
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http://www.nyess.ny.gov/

— =

S PR .
NYESS Report [NYRP] e
Authentication: Password or Token
Provider Specific: Group Name

O
O

Directly-zupported Seekers
Supervisor

Office Name Available Staff

<ll<l<]<]
[<l<l<]<]

[0 office administrator
Office Mame
] eBehavioral Health Services North

[0 provider/Organizaticn

LR - s il o Bl | e otiilillent,
e et ngunien®- ISP

et R /.-_.zv-""-—". e T T e T

e .
i e e

Cross Provider:

Funding Source:

MYESS - ACCES-VR Extended
NYESS - ACCES-VR Intensive
MNYESS - ACCES-VR USC
NYESS - CBWH

OOood

Group Name
County Request
County Name
Albany
Allegany

[

Bronx
Broome

Cattaraugus

Ooogoood

Cayuga
[] Region Regquest
Region Mame
[0 access_wvr - albany
[0 acceEss_wR - Binghamton/Elmira
[l AccEss_wR - Bronx
[1 statewide Regquest

Tt et KA oty i P M el S, ek g || L » "‘—*f."f*“"" _r____’n.v-

Several types of NYESS access are available: NYESS CM and NYESS Report (NYRP). Within
these categories, various roles are available.
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Typically, users of the NYESS Case Management system will require NYESSCM Basic Data
Entry. This provides access needed to use the Case Management (OSOS) system for delivery
of employment services.

Office supervisors may require NYESSCM Supervisory access, which allows staff to manage
service offerings and data for their office. Users need NYESSCM Basic Case Data Entry or
NYESSCM Supervisory.

NYESSCM Supervisors (s): Office Name and Supervisor Name drop-down must contain data
for reports to function appropriately.

Additional case management roles may also be available to select organizations. Questions
about these roles should be addressed via the NYESS Contact Form.

NYESS Reporting is available at four role levels

These are:

= Directly Supported Seekers: This provides report access to job seekers for
whom you are providing case management support directly. This is essentially
reporting of the information you have entered in the case management (OSOS)
system

e Supervisor: This provides you access to not only individuals for whom you are
providing direct case-management support, but also those job seekers who are being
supported by staff you supervise.

» Office Administrator: This role provides report access to all job seekers
supported by your selected office(s).

* Provider/Organization: This group grants access to Ticket To Work and other
reports for all job seekers handled by all offices within your organization.

NYESS Cross-provider Reporting is available to oversight organizations, such as state and local
jurisdictions and provides aggregated data based on locale and/or funding streams. Access to
these roles will require review and approval by the NYESS business office.

If you have additional questions or concerns, please contact us at mhpd@omh.ny.gov or
(800) 430-3586.
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